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ICMPET :
B TCP/IPINYREI— N FY , BFEIPERL.

AR  (BEENTRPEENEEEEEZRIER.

nmap#3# :

I root :~# nmap -sP -PI 192.168.1.0/24 -T4

root@John: -+ nmap -sn -PE -T4 182.168.1.0/24

Starting Mmap 7.40 { https://mmap.org ) at 2017-12-04 06
o7

Hmdp gcan report for

MAE Addr

Mmap scan rep

Host is up (0

MAC Address:

Mmap 1 report for 19

Fre

up [0.040s latency
1 report for 182.168.1.167

256 IF addre : (4 hosts up) scanned in 1.

-sn -PE -T4 192.168.1.0/24

root@lohn: ¢ nmap -sn -PE -T4 182.1838.1.0/24

Starting Wmap 7.40 { htt
n report for 18

JP (0,001 7s 1jtPHCv|.

fnmap.org } at 2017-12-04 07:14 EST

LU e L L

i3, 1.107

Host 15 up.

Mmap done: 258 IF addresses (4 hosts

root@lohn: & JJ

upJ

CMD T3 :

1 for /L %P in

1,1,254) DO

scanned in 2,31 seconds

-w 1l -n1 192.168.

RS [EE@EEHHEE. THEEERE
MEERNE. ENEEAIA. BREAURENEZABNERE. XEizFiEEE

PRFFAME

1.%P | findstr "TTL
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C:sUsers~John>for ~L P in <1.1.254> DO Pping —w 1 —n 1 192.168_.1.%F | findste
TIL="

£g 192.168.1.1 HIEE: 5-32 Af(d]-6ns TTL-64
B 192.168.1.188 [)[0] Fi5=32 B{[@)<ims TTL=64
B

192.168.1.181 ][I : FH=32 B]|f]-144ns TTL-64

powershelli 34 :

I powershell.exe -exec bypass -Command "Import-Module ./Invoke-TSPingSwe
ep.psl

2 Invoke-TSPingSweep -StartAddress 192.168.1.1 -EndAddress 192.168.1.2
54 -Resolv

3 eHost -ScanPort -Port 445,135"

FC:\Tindowsisystem3Zicad. exe — powershell. exe —exec byp

D:~>povershell.exe —exec bypass —Command “"Import—Module .~Invoke-TSPingSweep.psil

PingSuweep
192_168.1.148
[000000000000000000000000000000000000000
RezolveHost
37 192.168.1.168
PortScan
192_168.1.1688
[o0000000000000000000000000000000000000000000000000000000000000000000 1

D:~>powershell.exe —exec bhypass —Command “Import—-Module .-/Invoke-TSPingSweep.psl
3 Invoke-TSPingSweep —StartAddress 172.168.1.1 —-EndAddresz 172.168.1.254 —Resolw
eHozt —-ScanPort -Port 445,.135"

IPAddress HoztMame Ports

192.168.1.1 John-PC
192 .168.1.188 John-PC {445, 1353

I D:\>tcping.exe -n 1 192.168.1.0 80

D:=~>tcping.exe —n 1 192.168.1.8 8@
Prohing 1?2.168.1.8:88-tcp — Mo response — time=2022.805ns

Ping statistics for 172.168.1.8:88

1 prohes sent.
B successful. 1 failed.
Was wnabhle to connect, cannot provide trip statistics.
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