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1.nmapi3i

root@John:~# nmap -sn -PR 192.168.1.1/24
rootgJohn: —# nmap -sn -PR 182.168.1.1/24

Starting Mmap 7.40 { https://nmap.org 1 at 20017-11-27 02:32 EST
Mmap scan report for 192 1.
Host 1z up (0.00335 late
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Mmap done: 256 IF addresses (4 hosts up) scanned in 28,08 seconds
2.msfi kg

msf > use auxiliary/scanner/discovery/arp_sweep

msf auxiliary(arp_sweep) > show options

Module options (auxiliary/scanner/discovery/arp_sweep):

Name Current Setting Required Description

INTERFACE no The name of the interface

RHOSTS yes The target address range or CIDR identifier
SHOST no Source IP Address

SMAC no Source MAC Address

THREADS 1 yes The number of concurrent threads

TIMEOUT 5 yes The number of seconds to wait for new data
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msf auxiliary(arp_sweep) > set RHOSTS 192.168.1.0/24
RHOSTS => 192.168.1.0/24
msf auxiliary(arp_sweep) > set THREADS 10

msf auxiliary{arp sweep) = show options

Module options {auxiliary/scanner/discovery/arp_sweep):

Mame Current Setting FRequired
INTEFFHIE ethd
182.168.1.0/24 ;
Source IF A
: Source MAC A
THREADS 10 The number of urrent threads
TIMEQUT 5 yes The number of seconds to wait for new data

st auxiliary{arp sweep) = run

appears to be up (UMKNOWN
s to be up CUMKMOWN]
to be up (UMKMOWN] .
to be up (UMKNOWN]
to be up (UMKNOWN]
to be up (UMKMOWN]
0 be up (UMKMOWN] .

3.netdiscover
root@John:~# netdiscover -r 192.168.1.0/24 -i wlanO

depped 0 overruns @ frame ©
? bytes @ (0.0 E)
dropped @ overruns @ carrier @ collisions O

n g4
.qupue1en 1000 (Ethernet)

drupppd 0 overruns @ frame ©
1 hqtp- g @0 el

dropped @ overruns @ carrier @ collisions O

wland: T1jq ;=A1¢

'lbl p
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Trame a
3,6 KiB)
arruns @ carrier @ collisions ©




rootglohn: - netdiscover -r 192.1632,1.0/24 -1 wland
currently scanning: Finished! |  Screen View: Unigue Hosts

4 Captured ARF Req/Rep packets, from 3 hosts., Total size: 168

Count
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4.arp-scan ( linux)

(EFERESHRE
INBeE : https://linux.die.net/man/1/arp-scan
arp-scanigBAEkali , TE ML=

rootglohn: —# : get install arp-scan
Feading package 11 .. Done
Building d 1
Feading s . Done
' : ] autnmatically installed and are no longer reqg
1ce57 libbaoost-chr . libboost-program-opt
11t||:||'||'|=t Tlibcdio-cd ibedio-p: 2 libedicls 11hr_q:ﬂl
11|:Iqrjl:ll'| gic |:|]_Ei-E: 11ib1 8] -|1|:I-|'.H.'.|E'I_II11 d
libopency-f CAvS 1 T g \ PENCY-1Mgproc i
11thPcherd 1bge: ihge: F- . s-corez, 14 11 libqg

pythun p atialite py
Use "apt autoremove' to remove thpm.
The following packages will be upgraded:

an
1 upgraded, @ newly "~tj11pd ] tu remove and 1362 not upgraded.
Meed to get O
after this oper \ 2 :pace will be used.
ijdlnq changelogs )
nd directories currently installed. )
amdsd. deb ..

rootglohn: -# arp-scan --interface=wland --1HCd1HFt
Interface: wlan@, datalink tvpp
- 9 with .nta-monitor.comstools/arp-scand)
i llh {
105 ad: f Ge:cf [ n
104 a3 16:cd: 66 iy
108 (18 fd: nk
100 i : g TP- LIMh TECHMOLOGIES <0, ,LTD,
107 7 158 fh:e CUnknown )

etz recelved by filter packets dropped by kernel
Endlnq drp-:CdH 1.8: 256 hosts scanned 1n 2,676 seconds (95,67 hosts/sec). 6 responded

5.Powershell


https://linux.die.net/man/1/arp-scan

c\tmp>powershell.exe -exec bypass -Command "Import-Module
Aarpscan.psl;Invoke-
ARPScan -CIDR 192.168.1.0/24"

c:stmprpovershell.exe —exec buypass —Command “Import—Module .“arpscan.psl;Invoke-—
ARPScan —-CIDR 192 .168.1.8-24"

Address

DE:15:BD:FB:85:3D 122.168.1.1

AC:82:68:8D:-E6:-48 1722.168.1.188
BA:5@:56:FA:CA:C6 192.168.1.254
BA:5@:56:CA:-80:88 192.168.1.255

6.arp scannet

TRE L
https://sourceforge.net/projects/arpscannet/files/arpscannet/arpscannet%200.4/
Er=
start IF address |192' 168.1.0
end TP address |192 168.1.255 e
{ stop i
[ [
v
-
- 30sec
: Output | ]
B Wednesday @ Z017/11/29 20:03:34 "20:03:34. 1522
- speed
: ‘ | LH
L p= Jeat scan at 1000 milisac per IF
more info at http:/ fzourceforge. netfprojectsfarpscannet

7.arp-scan ( windows )
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https://sourceforge.net/projects/arpscannet/files/arpscannet/arpscannet%200.4/

arp-scan.exe -t 192.168.1.1/24
IME UL : https://github.com/QbsuranAlang/arp-scan-windows-/tree/master/arp-

scan (3EEF )

C:“tmpXarp—scan.exe
Uzage: arp-scan.exe —t [IP/slashl] or [IP]

C:stmpX*arp—scan.exe —t 192_168.1.1.24

Reply that BE:58:56:CH:B0:B8 i= 192.168.1.1 in B.8997913
Reply that BC:82:68:8BD:E6:48 i= 192.168.1.1688 in B.871841
Reply that B@:58:56:FB:CA:C6 is 192.168.1.254 in B.676449
Reply that B@:58:56:CH:B8:88 iz 192.168.1.255 in B.854635

8.arp-ping.exe
arp-ping.exe 192.168.1.100

C:=~tmprarp-ping.exe 192.168.1.1068

Reply that BC:82:68:AD:Ef:48 iz 172.168.1.188 in A.298ms
Reply that BC:82:68:8D:Ef:48 iz 172.168.1.180 in A.A86ms
Reply that BC:82:68:8D:Ef:48 iz 172.168.1.188 in A.A?2ms
Reply that BC:82:68:8D:E6:48 iz 172.168.1.188 in A.184ms

Ping statistics for 172.168.1.16880-arp
4 probes sent.
4 zuccessful, B failed.
Approximate trip times in milli—seconds:
Minimum = B.B86m=s,. Maximum = B.298ms,. Average = A.143ms
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https://github.com/QbsuranAlang/arp-scan-windows-/tree/master/arp-scan

