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ITEHL : 192.168.1.5 Debian

#Ef . 192.168.1.2 Windows 7
192.168.1.119 Windows 2003

MSFRYsearchz#5typefz :

1 msf > search scanner type:auxiliary
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Matching Modules
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8 auxiliary/admin/appletv/appletv_display_image normal No Apple TV Imag
e Remote Control

©

auxiliary/admin/appletv/appletv_display_video normal No Apple TV Vide
Remote Control

o

10 auxiliary/admin/smb/check_dir_file normal Yes SMB Scanner Check
File/Directory Utility

Il auxiliary/admin/teradata/teradata_odbc_sql 2018-03-29 normal Yes Ter:
data ODBC SQL Query Module

12 auxiliary/bnat/bnat_scan normal Yes BNAT Scanner

13 auxiliary/gather/citrix_published_applications normal No Citrix Metaf
rame ICA Published Applications Scanner

14 auxiliary/gather/enum_dns normal No DNS Record Scanner and Enumeratot

-

15
16 auxiliary/scanner/winrm/winrm_cmd normal Yes WinRM Command Runner

17 auxiliary/scanner/winrm/winrm_login normal Yes WinRM Login Utility
18 auxiliary/scanner/winrm/winrm_wqgl normal Yes WinRM WQL Query Runner

19 auxiliary/scanner/wproxy/att _open proxy 2017-08-31 normal Yes Open W/
N-to-LAN proxy on AT&T routers

20 auxiliary/scanner/wsdd/wsdd_query normal Yes WS-Discovery Informatior
Discovery

21 auxiliary/scanner/x11/open_x11 normal Yes X11 No-Auth Scanner


https://micropoor.blogspot.com/

FE—F=FENRAscanner FRUAMER |, HHENAMAMFEEN , 258079 :

1

auxiliary/scanner/discovery/arp_sweep
auxiliary/scanner/discovery/udp_sweep
auxiliary/scanner/ftp/ftp_version
auxiliary/scanner/http/http_version

auxiliary/scanner/smb/smb_version

— : EFscanner/http/http_version/KETLHTTPARSS

mst auxiliary(scanner/http/http _version) > show options
Module options (auxiliary/scanner/http/http_version

Name Current Setting Required Description

Proxies no A proxy chain of format type:host:port|,type:host:port

RHOSTS 192.168.1.0/24 yes The target address range or CIDR identifier
RPORT 80 yes The target port (TCP

SSL false no Negotiate SSL/TLS for outgoing connections

THREADS 20 yes The number of concurrent threads

VHOST no HTTP server virtual host

msf auxiliary(scanner/http/http_version) > exploit

+] 192.168.1.1:80
*] Scanned 27 of 256 hosts (10% complete



*] Scanned 63 of 256 hosts (24% complete

*] Scanned 82 of 256 hosts (32% complete

*] Scanned 103 of 256 hosts (40% complete

+] 192.168.1.119:80 Microsoft-IIS/6.0 Powered by ASP.NET
*] Scanned 129 of 256 hosts (50% complete

*] Scanned 154 of 256 hosts (60% complete

*] Scanned 182 of 256 hosts (71% complete

*] Scanned 205 of 256 hosts (80% complete

*] Scanned 231 of 256 hosts (90% complete

*] Scanned 256 of 256 hosts (100% complete

*] Auxiliary module execution completed

m=f auxiliary (scanner/http/http _version} = show options

Module options {auxiliary/scannershttp/hitp_versiond:

Name current Setting

portl, type:host:portl[...]
. identifier

58 or outgoing connections
EADS 2 yes The number of concurrent threads
WHOST 10 HTTF zerver virtual host

m=f auxiliary (scanner/hittp/http_version} = exploit

% complete]
complete)
complete)

46,0 [ Powered by ASP.MET )
complete)

complete)

complete)

complete)

complete)

complete)

leted

e — :HTFscanner/smb/smb_version&ZIISMBRRSE

msf auxiliary(scanner/smb/smb_version) > show options
Module options (auxiliary/scanner/smb/smb_version

Name Current Setting Required Description

RHOSTS 192.168.1.0/24 yes The target address range or CIDR identifier

SMBDomain no The Windows domain to use for authentication



SMBPass no The password for the specified username
SMBUser no The username to authenticate as

THREADS 20 yes The number of concurrent threads
msf auxiliary(scanner/smb/smb_version) > exploit

+] 192.168.1.2:445 - Host is running Windows 7 Ultimate SP1 (build:7¢
01 name: JOHN-PC workgroup : WORKGROUP

*] Scanned 40 of 256 hosts (15% complete
*] Scanned 60 of 256 hosts (23% complete
*] Scanned 79 of 256 hosts (30% complete

+] 192.168.1.119:445 - Host is running Windows 2003 R2 SP2 (build:37¢
0 name:WINO3X64

*] Scanned 103 of 256 hosts (40% complete
*] Scanned 128 of 256 hosts (50% complete
*] Scanned 154 of 256 hosts (60% complete
*] Scanned 181 of 256 hosts (70% complete
*] Scanned 206 of 256 hosts (80% complete
*] Scanned 231 of 256 hosts (90% complete
*] Scanned 256 of 256 hosts (100% complete

*] Auxiliary module execution completed

mb./smb_version] = w options
Module options annery

Name Current Setting Reguired

: f g L r CIDR identifier
EDomain . he Windows ain to us hentication

Y {workgroup : WOR

cnmﬁ{et:j
pleted

: EFscanner/ftp/ftp_version K ELFTPARSS

mst auxiliary(scanner/ftp/ftp_version) > show options
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Module options (auxiliary/scanner/ftp/ftp_version):

Name Current Setting Required Description

FTPPASS mozilla@example.com no The password for the specified usernam

FTPUSER anonymous no The username to authenticate as

RHOSTS 192.168.1.0/24 yes The target address range or CIDR identifier

RPORT 21 yes The target port (TCP)

THREADS 50 yes The number of concurrent threads

msf auxiliary(scanner/ftp/ftp_version) > exploit

[*]
[*]
[*]
[+]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]

Scanned 51 of 256 hosts (19% complete)

Scanned
Scanned
192.168.
Scanned
Scanned
Scanned
Scanned
Scanned
Scanned

Scanned

52 of 256 hosts (20% complete)
100 of 256
1.119:21 -
103 of 256

133
183
197
229
231
256

of
of
of
of
of
of

256
256
256
256
256
256

hosts

(39% complete)

FTP Banner: '220 Microsoft FTP Service\x0d\x0a'

hosts
hosts
hosts
hosts
hosts
hosts

hosts

(40% complete)
(51% complete)
(71% complete)
(76% complete)
(89% complete)
(90% complete)
(100% complete)

Auxiliary module execution completed



msf auxi
Module o

Mame

RPORT
THREA

f oauxl

Scan

liary{scanner/ftp/ftp version) = show options
ptions (auxiliary/scanner/ftp/ftp_versiond:

Current Setting

e target addr
e target port
DS 50 ¥es The number of concurrent threads

liary (scanner/ftp/ftp version) = exploit

ned 5l

complete)
; 5 h complete)
+ module execution completed

0 : EFscanner/discovery/arp_sweep KA MTEE

msf auxiliary(scanner/discovery/arp_sweep) > show options
Module options (auxiliary/scanner/discovery/arp_sweep

Name Current Setting Required Description

INTERFACE no The name of the interface

RHOSTS 192.168.1.0/24 yes The target address range or CIDR identifier
SHOST no Source IP Address

SMAC no Source MAC Address

THREADS 50 yes The number of concurrent threads

TIMEOUT 5 yes The number of seconds to wait for new data
msf auxiliary(scanner/discovery/arp_sweep) > exploit

+] 192.168.1.1 appears to be up (UNKNOWN

+] 192.168.1.2 appears to be up (UNKNOWN

+] 192.168.1.119 appears to be up (VMware, Inc
*] Scanned 256 of 256 hosts (100% complete

*] Auxiliary module execution completed



met auxiliary(scanner/discovery/arp_sweepl) = show optlons

Module options (auxiliary/sscanner/discovery/arp_sweep):

Mame Current Setting PRequired Description

INTERFACE

192.162.1. 024 yes The target addr
na Source IP Addr
s no Source MAC Addr
THREADS 50 YES The number of concurrent threads
TIMEQUT . ] The number of seconds to wait for new data

m=f auxiliary{scanner/discovery/arp sweep) = exploit

be up (UNKNOWN]
o be up (WMware, Inc.).

e T : ETFscanner/discovery/udp_sweepKIHMEEEM

I msf auxiliary(scanner/discovery/udp_sweep) > show options

9

3 Module options (auxiliary/scanner/discovery/udp_sweep
5 Name Current Setting Required Description

7 BATCHSIZE 256 yes The number of hosts to probe in each set
8 RHOSTS 192.168.1.0/24 yes The target address range or CIDR identifier
9 THREADS 50 yes The number of concurrent threads

11 msf auxiliary(scanner/discovery/udp _sweep) > exploit

13 [*] Sending 13 probes to 192.168.1.0->192.168.1.255 (256 hosts

14 [*] Discovered DNS on 192.168.1.1:53 (ce2a850000010001000000000756455:
5349414e0442494e440000100003c00c0010000300000001001a19737572656Cc79207967"
5206d757374206265206a6T6b696e67

15 *] Discovered NetBIOS on 192.168.1.2:137 (JOHN-PC:<00>:U :WORKGROUP:
<00>:G :JOHN-PC:<20>:U :WORKGROUP:<1le>:G :WORKGROUP:<1d>:U : MSBROWSE
<01>:G :4c:cc:6a:e3:51:27

16 *] Discovered NetBIOS on 192.168.1.119:137 (WINO3X64:<00>:U :WINO3X6
4:<20>:U :WORKGROUP:<00>:G :WORKGROUP:<le>:G :WINO3X64:<03>:U :ADMINISTR/
TOR:<03>:U :WINO3X64:<01>:U :00:0c:29:85:d6:7d

17 [*] Scanned 256 of 256 hosts (100% complete

18 [*] Auxiliary module execution completed



mst auxiliary(scanner/discovery/udp sweep) = show options
Module options {auxiliary/scanner/discovery/udp_sweep]:
Current Setting Required Description
The number of hosts to probe in each set

152.168.1.0/ \ The target addr range or CIDR identifier
50 ¥ The number of concurrent threads

'ealelele 56R43523345841 4e044 2454

rered NetBIOS on 192.168.1.2:137 [JOHN-PC:=08=:U :WORKGROUP: <00=:G : JOHM-PC:
rered NetBIOS on 192.163.1.119:137 (WIN LB L WING (U WORKGR
185:d8
of 2 L 5 [100% complete]
#1liary modul cution completed
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