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1.nmapi3Hs
root@John:~# nmap -sU -T5 -sV --max-retries 1 192.168.1.100 -p 500
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root@lohn: -+ nmap -sU -TS -sW --max-retries 1 192,168.1.100 -p 500

Starting Mmap 7.48 [ htt ap.org )} at 2617-11-27 00:48 EST
Mmap scan report for 192 1.100

Host is up (2.024s laten .

PORT STATE CE VERSION

500 /udp ope
MaZ Address

2.msfi34E
msf > use auxiliary/scanner/discovery/udp_probe
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Module optio

Mame

identifier

1.100

msf > use auxiliary/scanner/discovery/udp_sweep

Tiary {udp_sweep) ¢ options

Module optio

Mame
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3.unicornscanf3#H

linux NMERIER
root@John:~# unicornscan -mU 192.168.1.100

ruutqjjuhn:-# unicornscan -mU 1682.168.1.100

LUDF open netbios-ns[  137] from 182.165.1.100 tt1l &4
root@John: — JJ

4.ScanLinef3#

InBEeit : https://www.mcafee.com/ca/downloads/free-tools/scanline.aspx
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EcanLine (TM>» 1.81
opyright <c>» Foundstone, Inc. 28602
1ttps A u . foundstone .com

1 [-?hbhijnprsTluz1
[—cdgmg <n>1
[f1Lo0 <file>1]
[-tu <n>[,.<n>-<n>11]
IFL.IP-IF]

Shows this help text

Get port banners

Timeout for TCP and UDP attempts (ms). Default i= 40008

Delay bhetween scans t{ms). Default iz A

Read IPs from file. Use "stdin" for stdin

Bind teo given local port

Hide results for systems with no open ports

For pinging use [ICHP Timestamp Requests in addition to Echo Requests
Don’t output *' " zeparator between IPs

Read TCP ports from file

Read UDPF ports from file

Bind to given local interface IP

Mo port scanning — only pinging {unless you use —p?

Output file <overwritel

Output file <append>

Do not ping hosts before scanning

Timeout for pings <ms>. Default is 2888

Rezolve IP addresses to hostnames

Output in comma separated format <csvl

TGP port{s>» to scan ¢a comma separated list of ports rangesr
Use internal list of TGP ports

UDP port<s> to scan ¢(a comma separated list of ports rangesr
Use internal list of UDP ports

Uerhoze mode

Randomize IFP and port scan order

xample: =1 —bht 86.180-208.443 10.0.8.1-288

Copyright <c?» Foundstone, Inc. 28682
http:=-wuww.foundstone.com

Scan of 1 IP started at Mon Mov 27 14:29:89 2817

-168.1.168
Responded in B ms.
B hops away
Responds with ICHMP wunreachahle: Yes

UDP ports: S5HA
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EEETFTNmapAJudpia#s : https://pentest-tools.com/network-vulnerability-

scanning/udp-port-scanner-online-nmap
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