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scanner/smb/smb_version

16
17

msf auxiliary(scanner/smb/smb_version) > show options

Module options (auxiliary/scanner/smb/smb_version):

Name Current Setting Required Description

RHOSTS 192.168.1.0/24 yes The target address range or CIDR identifier
SMBDomain . no The Windows domain to use for authentication

SMBPass no The password for the specified username

SMBUser no The username to authenticate as

THREADS 1 yes The number of concurrent threads

msf auxiliary(scanner/smb/smb_version) > set threads 20
threads => 20

msf auxiliary(scanner/smb/smb_version) > exploit

[+] 192.168.1.4:445 - Host is running Windows 7 Ultimate SP1 (build:7¢

01) (name:XXXXXX) (workgroup:WORKGROUP )

18
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20
21

[*] Scanned 39 of 256 hosts (15% complete)
[*] Scanned 61 of 256 hosts (23% complete)
[*] Scanned 81 of 256 hosts (31% complete)
[+] 192.168.1.99:445 - Host is running Windows 7 Ultimate SP1 (build::

601) (name:XXXXXX) (workgroup:WORKGROUP )
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29

[+] 192.168.1.119:445 - Host is running Windows 2003 R2 SP2 (build:37¢
(name : XXXXXX)

[*] Scanned 103 of 256 hosts (40% complete)
[*] Scanned 130 of 256 hosts (50% complete)
[*] Scanned 154 of 256 hosts (60% complete)
[*] Scanned 181 of 256 hosts (70% complete)
[*] Scanned 205 of 256 hosts (80% complete)
[*] Scanned 232 of 256 hosts (90% complete)
[*] Scanned 256 of 256 hosts (100% complete)
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*] Auxiliary module execution completed

Liary Lscanner,

Module options {auxiliary/scanner, ) _wersionl:

Mame Current Setting escription

L identifier
thentication
EL]

number of concurrent th
/smb/smb_version) > set thre
/smb/smb_version}

iz running Win 7 Ultimate SP1 (build: 7601} (name:.
(15% complete)
complete)
-omplete)

running Windo Ltim: 631} (name:.

running Windo (buil {name:\

complete)
complete)

ETcme (BEFNT=R)

root :~# cme smb 192.168.1.0/24

SMB 192.168.1.4 445 JOHN-PC [*] Windows 7 Ultimate 7601 Service Pack 1
x64 (name:JOHN-PC domain:JOHN-PC signing:False SMBv1:True

SMB 192.168.1.99 445 JOHN-PC [*] Windows 7 Ultimate 7601 Service Pack
1 x64 (name:JOHN-PC domain:JOHN-PC signing:False SMBv1:True

SMB 192.168.1.119 445 WIN@G3X64 [*] Windows Server 2003 R2 3790 Service
Pack 2 x32 (name:WIN@G3X64 domain:WINO3X64 signing:False SMBv1:True

root :~# nmap -sU -sS --script smb-enum-shares.nse -p 445 192.168.
1.119

Starting Nmap 7.70 https://nmap.org ) at 2019-01-29 ©8:45 EST
Nmap scan report for 192.168.1.119
Host is up (0.0029s latency

PORT STATE SERVICE
445/tcp open microsoft-ds



8 445/udp open|filtered microsoft-ds
9 MAC Address: ©00:0C:29:85:D6:7D (VMware)

10

Il Host script results:

12 smb-enum-shares:

13 account _used: guest

14 \\192.168.1.119\ADMINS$:

15 Type: STYPE_DISKTREE_HIDDEN

16 Comment: \XE8\XxBF\X9C\XE7\XxA8\x8B\XE7\XAE\XA1\XE7\x90\x86
17 Anonymous access: <none>

18 Current user access: <none>

19 \\192.168.1.119\C$:

20 Type: STYPE_DISKTREE_HIDDEN

21 Comment: \XE9\XxBB\x98\XE8\XAE\XA4\xE5\x85\xB1\xE4\xBA\XxAB
22 Anonymous access: <none>

23 Current user access: <none>

24 \\192.168.1.119\E$:

|
|
|
|
|
|
|
|
|
|
|
|
|
25 | Type: STYPE_DISKTREE_HIDDEN
|
|
|
|
|
|
|
|
|
|
|
|
|_

26 Comment: \XE9\xBB\Xx98\XE8\XAE\XA4\XE5\x85\xB1\xE4\xBA\xAB
27 Anonymous access: <none>

28 Current user access: <none>

29 \\192.168.1.119\IPC$:

30 | Type: STYPE_IPC_HIDDEN

31 Comment: \XE8\xBF\x9C\xE7\xA8\x8B IPC
32 Anonymous access: READ

33 Current user access: READ/WRITE

34 \\192.168.1.119\share:

35 | Type: STYPE_DISKTREE

36 Comment:

37 Anonymous access: <none>

38 Current user access: READ/WRITE

39

40 Nmap done: 1 IP address (1 host up) scanned in 1.24 seconds
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rootgJohn: & nmap -sU -s ipt smb-en gt -p 445 192.168.1.119
Starting Nmap ? 70 htt ap.org ) oA g 9 05:45 EST

Mmap sc: j

Host 1s

PORT

445/tcp open

445/udp open|filtered
MAC Addr -

Host script

smb-enum-
account
k DMHIME

HHTP E_HIDDEM

uummpnt
IJHIIHI.'IHI

Mmap done:

HFCMD :

for /1 %a in (1,1,254) do start /min /low telnet 192.168.1.%a 445

- |
BTelnet 102 168 1.119




HFpowershell :

—EEE
HIP :

| 445 | %{ echo new-object Net.Sockets.TcpClient).Connect("192.168.1.1
19",% )) "$_ is open"} 2>$null

Lnew-chiject Met.S = . TepClient) . .Connect("152

full

I 1..5 | % { $a = $_; 445 | % {echo ((new-object
Net.Sockets.TcpClient).Connect("192.168.1.%a",$_)) "Port $_is open"}
2>$null}

thllse

Zport , ZIP :

| 118..219 | % { $a = $_; write-host "------ "; write-host
"192.168.1.%a"; 80,445 | % {echo new-object Net.Sockets.TcpClient).Con
ect("192.168.1.%a",%_)) "Port $_ is open"} 2>$null}
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