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InBEMeE : https://github.com/Veil-Framework/Veil-Evasion
Veil-Evasion@5Metasploit4EFAERE I PayloadiS—FREEENESE , FAILISREKZ

AR,

Veil-EvasionFFi&E5ER7Ekali , Ec&sources.list , ATEZapt-get,

root@John:~/Deskto# cat /etc/apt/sources.list

#rhRER

deb http://mirrors.ustc.edu.cn/kali kali-rolling main non-free contrib

deb-src http://mirrors.ustc.edu.cn/kali kali-rolling main non-free contrib
#HE=

#deb http://mirrors.aliyun.com/kali kali-rolling main non-free contrib

#deb-src http://mirrors.aliyun.com/kali kali-rolling main non-free contrib
HEEKRE

#deb http://mirrors.tuna.tsinghua.edu.cn/kali kali-rolling main contrib non-free
#deb-src https://mirrors.tuna.tsinghua.edu.cn/kali kali-rolling main contrib non-free
#IK

#deb http://mirrors.zju.edu.cn/kali kali-rolling main contrib non-free

#deb-src http://mirrors.zju.edu.cn/kali kali-rolling main contrib non-free
HIRRKSF

#deb http://mirrors.neusoft.edu.cn/kali kali-rolling/main non-free contrib
#deb-src http://mirrors.neusoft.edu.cn/kali kali-rolling/main non-free contrib
#ETIIR

deb http://http.kali.org/kali kali-rolling main non-free contrib

deb-src http://http.kali.org/kali kali-rolling main non-free contrib

#ERA

#deb http://http.kali.org/kali kali-rolling main non-free contrib

#deb-src http://http.kali.org/kali kali-rolling main non-free contrib
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rootglohn: —# cat sete/aptssources.list

#ep Rl

deb http: s//mirrors.ustc.edu.cnfkall kali-rolling main non-free contrib
deb-src h g .ustc.edu.cnskall kali-rolling main non-free contrib

#deb http://mirrors.aliyun.com/kali kali-rolling main non-free contrib
#deb-src http://mirrors.aliyun.co 11 kali-rolling main non-free contrib

#

e p:
#deb-src https

£

#deb http Amirrors du. cnfk: ali-rolling main contrib non-free
#deb-src h zju. edu, 11 kali-rolling main contrib non-free

#deb h cSimirrors.neusoft. edu.ensfkali kali-rollings/main non-free contrib
#gdeb-src http://mirrors. neusoft.edu.enskali kali-rolling/main non-free contrib
#E
cali-rolling main non-free contrib
kali-rolling main non-free contrib

- ke
#deb http:/ http.hali.nrgf 11 kali-rolling main non-free contrib
#dph SIrC http Jhttp.kali.orgskali kali-rolling main non-free contrib

root@John ~/Desktop# apt-get install veil-evasion

RTESLIRPANER LA , FARTEEIW P ERgt TR Fafi&aE. ( LUEEE )
ps: AR kali N El{sEEfscrot

root@John:~/Deskto# apt-get install scrot

root@John:~/Deskto# scrot -s //BIR]

root@John:~/Deskto# git clone https://github.com/Veil-Framework/Veil-

Evasion.qgit
:~# git clone https://github.com/Veil-Framework/Veil-Evasion.git
Cloning into 'Veil-Evasion'
remote: Counting objects: 3809, done.
remote: Total 3809 (delta 0), reused 0 (delta 0), pack-reused 38069

Receiving objects: 100% (3809/3809), 241.90 MiB | 143.00 KiB/s, done.
Resolving deHEFS: 100% (2137/2137), done.
s~

root@John:~/Veil-Evasion# ./setup.sh //ZIEEK


https://github.com/Veil-Framework/Veil-Evasion.git

:~/Veil-Evasion/setup# ./setup.sh

[I] Kali Linux "2017.1" x86 64 detected...

[?] Are you sure you wish to install Veil-Evasion?

Continue with installation? ([y]/[s]ilent/[N]o): vy

[*] Initializing package installation

[*] Adding x86 architecture to x86 64 system for Wine

libpangoft2-1.0-0:1386 (1.40.12-1)
libxcb-syncl:i386 (1.12-1) ...
libsndfilel:i386 (1.0.28-4) :
1965-va-driver:amd64 (2.0.0+dfsgl-1)
i965-va-driver:i386 (2.0.0+dfsgl-1)
python-gdal (2.2.2+dfsg-1) ...
libqgis-core2.14.20 (2.14.20+dfsg-1)
libldap-2.4-2:amd64 (2.4.45+dfsg-1)
libldap-2.4-2:1386 (2.4.45+dfsg-1)
libswscaled:amdbd4 (7:3.4-3)
mesa-va-drivers:amd6d (17.2.5-1)
mesa-va-drivers:i386 (17.2.5-1)
libpostproc54:amd6d4 (7:3.4-3) ...
libxcompositel:i386 (1:0.4.4-2)
libxcb-shm0:1386 (1.12-1) ...
libxrenderl:i386 (1:0.9.10-1) ...
libggis-guiz.14.20 (2.14.20+dfsg-1)
libavahi-client3:amd64 (0.7-3)
libavahi-client3:1386 (0.7-3)
libkrb5-3:amd64 (1.15.2-2)
libkrb5-3:1386 (1.15.2-2) ...
libegl-mesa®:amdbd4 (17.2.5-1)
libwine:amd64 (2.0.3-1)
gdal-bin (2.2.2+dfsg-1) ...
libglx-mesa0:amdb6d4 (17.2.5-1)
pulseaudio (11.1-1)
new version of config file /etc/pulse/daemon.conf ...
new version of config file /etc/xdg/autostart/pulseaudio.desktd
Setting up libgstreamer-plugins-basel.0-0:i386 (1.12.3-1)
Setting up libpangol.0-0:amdb4 (1.40.12-1)
Setting up librsvg2-2:amd64 (2.40.18-2)
Setting up libavresample3:amd6d (7:3.4-3)




Main Menu

51 payloads loaded

Available Commands:

use
info

[menu==] :

pPCific paylﬂad
ation on A -1fic payload

u1ru5Tntal
Exit “F11 Evasion

LAc/meterpreter/rev_tcp/afl :

Payload: c/meterpreter/rev_tcp loaded

Required Options:

Mame
COMPILE TO EXE
LHOST

LPORT

Lvailable Commands:

set

info
options
qpnprﬂtp

[i] LPORT =
[c/meterpreter,

Current Walue  Description

IP of the Metasploit handler
4444 Port of the Metasploit handler

et & specific option wvalue
¢ information about the payload




Payload information:

Mame: c/meterpretersrev_tcp

Language: C

Rating: Excellent

Description: pure windows/meterpreter/reverse_tcp stager, no
shellcode

Required Options:

Mame

Current Value

COMPILE TO EXE i Compile to an executable

15T

IP of the Me 1101t handler
Port of the Metasploit handler

[c/meterpreter/rev_tep==]: |

ps:Veil-

PR -

EvasionfNMEEHT , FrhiRATIE ML : https://github.com/Veil-Framework/Veil

[*] ATz #F4E R payloads:

1)
2)
3)

4)
5)
6)
7)
3)

9)

auxiliary/coldwar_wrapper
auxiliary/macro_converter

auxiliary/pyinstaller_wrapper

¢/meterpreter/rev_http
c/meterpreter/rev_http_service
c¢/meterpreter/rev_tcp
c/meterpreter/rev_tcp_service

c/shellcode_inject/flatc

cs/meterpreter/rev_http


https://github.com/Veil-Framework/Veil

10)
11)
12)
13)

14)
15)
16)
17)

18)
19)
20)

21)

22)
23)
24)
25)
26)
27)
28)

29)
30)
31)
32)
33)
34)
35)
36)
37)
38)
39)

cs/meterpreter/rev_https
cs/meterpreter/rev_tcp
cs/shellcode_inject/base64_substitution

cs/shellcode_inject/virtual

go/meterpreter/rev_http
go/meterpreter/rev_https
go/meterpreter/rev_tcp

go/shellcode_inject/virtual

native/backdoor_factory
native/hyperion

native/pe_scrambler

perl/shellcode_inject/flat

powershell/meterpreter/rev_http
powershell/meterpreter/rev_https
powershell/meterpreter/rev_tcp
powershell/shellcode_inject/download_virtual
powershell/shellcode_inject/download_virtual_https
powershell/shellcode_inject/psexec_virtual
powershell/shellcode_inject/virtual

python/meterpreter/bind_tcp
python/meterpreter/rev_http
python/meterpreter/rev_http_contained
python/meterpreter/rev_https
python/meterpreter/rev_https_contained
python/meterpreter/rev_tcp
python/shellcode_inject/aes_encrypt
python/shellcode_inject/aes_encrypt_HTTPKEY_Request
python/shellcode_inject/arc_encrypt
python/shellcode_inject/base64_substitution
python/shellcode_inject/des_encrypt



40)
41)
42)
43)
44)

45)
46)
47)
48)
49)
50)
51)

python/shellcode_inject/download_inject
python/shellcode_inject/flat
python/shellcode_inject/letter_substitution
python/shellcode_inject/pidinject
python/shellcode_inject/stallion

ruby/meterpreter/rev_http
ruby/meterpreter/rev_http_contained
ruby/meterpreter/rev_https
ruby/meterpreter/rev_https_contained
ruby/meterpreter/rev_tcp
ruby/shellcode_inject/base64
ruby/shellcode_inject/flat
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