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I Sqlmap Commands

6 sqglmap _connect sqlmap connect <host> [<port>

7 sqlmap_get_data Get the resulting data of the task
8 sqlmap_get log Get the running log of a task

9 sqlmap_get option Get an option for a task

10 sqlmap_get_status Get the status of a task

[l sqlmap_list tasks List the knows tasks. New tasks are not stored in I
B, so lives as long as the console does

12 sqlmap_new_task Create a new task
13 sqgqlmap_save_data Save the resulting data as web_vulns
14 sqlmap_set_option Set an option for a task

15 sqlmap_start_task Start the task
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3 <%@ Import namespace="Zvstem.Data,SglClisent™ %>
4 <IDOCTYPE htmll
5 <script runat="server'>
[} private DatafSet resSet=new DataSet({):
i protected wvoid Page Load{object sender, Eventirgs e)
5 [H {
=] String streoconn = "server=.;datsbase=sxxrenshi;uild=sa:pud=12345a";
10 string id = Regquest.Parsms["id"];
11 T e e e s e e e ARSI I
1z string sSql = "select ¥ fromwm 5ysS_user where id=" + id;
13 3glConnection connection=new 3glConnection{strconn) :
14 EoE Lol et LT =¥ k]
15 Sglhataldapter dataldapter = new 2qgllatalddapter{sgl, connection):;
16 databdapter.Fill{res3et)
17 Dghata.DataSource = resSet.Tables[0] !
158 Dglata.DataBind{) :
19 Response.Writel{sgl:<hr>"+=s0gl)
z0 Response.ﬂrite("<br>Result:"};ﬂ
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<html xmlns="http:/ wuw.ws . ore/ 1999 xhtml ">

20 <head runat="server":>
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root@John: /tmp#

e end user lity y all applicatle

ving injection point(

blind
d

blind - WHERE or H;

WHEN (143 THEN A ) C END})
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MULL, UL, MULL, MULL, UL, MULL, MULL, NULL, MULL, MULL, NULL

Reverse TCP: Connect back from the database host to this machine (default)

Reverse TCP: Try to connect back from the database host to this machine, on all ports between the specified and 65535
Reverse HTTP: Connect back from the database host to this machine tunnelling traffic over HTTP

Reverse HTTPS: Connect back from the database host to this machine tunnelling traffic over HTTPS

Bind TCP: Listen on the database host for a connection
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I <%@ Page Language="C#" AutoEventWireup="true" %>

2 <%@ Import Namespace="System.Data" %>

3 <%@ Import namespace="System.Data.SqlClient" %>

4 <!DOCTYPE html>

5 <script runat="server">

6 private DataSet resSet=new DataSet();

7 protected void Page Load(object sender, EventArgs e)

8 {

9 String strconn = "server=.;database=xxrenshij;uid=sa;pwd=123456";
10 string id = Request.Params|["id"];

11 //string sql = string.Format("select * from admin where id={@}", id);
12 string sql = "select * from sys_user where id=" + id;

13 SqglConnection connection=new SqlConnection(strconn);

14 connection.Open();

15 SqlDataAdapter dataAdapter = new SqlDataAdapter(sql, connection);
16 dataAdapter.Fill(resSet);

17 DgData.DataSource = resSet.Tables[0];

18 DgData.DataBind();

19 Response.Write("sql:<br>"+sql);

20 Response.Write("<br>Result:");

21}
23 </script>

25 <html xmlns="http://www.w3.0rg/1999/xhtml">

26 <head runat="server">

27 <meta http-equiv="Content-Type" content="text/html; charset=utf-8"/>
28 <title></title>

29 </head>

30 <body>

31  <form id="forml" runat="server">

32 <div>

34 <asp:DataGrid ID="DgData" runat="server" BackColor="White" BorderColc
r="#3366CC"

35 BorderStyle="None" BorderWidth="1px" CellPadding="4"
36 HeaderStyle-CssClass="head" Width="203px">
37 <FooterStyle BackColor="#99CCCC" ForeColor="#003399" />



38 <SelectedItemStyle BackColor="#009999" Font-Bold="True" ForeColor="#(
CFF99" />

39 <PagerStyle BackColor="#99CCCC" ForeColor="#003399"
HorizontalAlign="Left"

40  Mode="NumericPages" />
41  <ItemStyle BackColor="White" ForeColor="#003399" />

42 <HeaderStyle CssClass="head" BackColor="#003399" Font-Bold="True" Fore
Color="#CCCCFF"></HeaderStyle>

43 </asp:DataGrid>
44

45  </div>
46  </form>
47 </body>
48 </html>
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