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SNMPiE7 -

SNMPE2—FiEBMEEERIMNY , BETTCP/IPREMYPIMNAEMY , FATMNEEER

Y. SNMPEERTFMEIZENEE, SNMPIMYEBEHFAIBSM : SNMPEIRLLF]

SNMP{{HE, SNMPEIEUMEE—IMHOTIR , REKELEFSISNMPITRINER | A

LERHITE |, RERIREMEEER | MSNMPRERIZITES M WEENNETRLZ
RESRITNZTANSIER  HEARSSNMPEIRIERE |, BBGHVTEIRRIS

<, LESHAERINEES.

nmapi3f :

root@John:~# nmap -sU --script snmp-brute 192.168.1.0/24 -T4
root@John:-# nmap -sU --script snmp-brute 192.1858.1.0/24 -T4

-tﬂrtlnq Nmﬂp ? 4H { https://nmap.org } at 2017-12 11 EST
' on cap hit (&),
oing UDP

& remaining)
undergolng UDP Scan

remaining)
undergoing UDP Scan

34 remaining)
! undergoing UDF Scan

done; ETC: 23:29 IH.uu:BG remaining}

U FI

Nut shown 99_

jpen dedlﬂ
open|filtered dheps
open|filtered dhepe
open|filtered LZTP
open|filtered upnp
open|filtered
open|filtered

0 Pn|T11tPrPd

1 rppnrt for 192,162,1,100

Mot shown: 900 Filtere pDrtS
STATE SERVIC
‘udp open netbios

Address: _H.H_.,H._;._,..H SR

5 up ku.lb k=


https://micropoor.blogspot.com/

msf > use auxiliary/scanner/snmp/snmp_enum
dUE1 L1ary Lsnmp_enumf = Snow OpTlons

Module options {(auxiliary/scanner/snmp/snmp_enum

Mame current Setting Required Description

COMMUMITY  public } SNMP Community String

RETRIES 1 3 SNMP Retries

RHOSTS \ The target address range or CIDR identifier
RPORT 151 ] The target port (UDF)

THREADS 1 ] The number of concurrent threads
TIMEQUT 1 ! SHMP Timeout
WERSION 1 ! SHMP Wersion <1/

> get THREADS 10

= gset RHOSTS 192.168.1.0/24

InBEeit : https://www.mcafee.com/us/downloads/free-tools/snscan.aspx
AR —Rmacafee i RAIKE

i's':SHScan 1.05 — Copyright ?Foundstone Inc. —

=121 =

IP addresses to scan

Hosthame/| P |1 92168.1.100 Start I[P EndIP

19216811 192.168.1.250
statlP X[ [ 192 168 1T

EndlP %[ [ 132 188 . 1 280

Fead IPs from file

SHNMP ports to scan SHNMP community string Scan control

[t
[ taran

o v (+ Jugt try this one name  |public: -

3 v

[ " " Multiple names from list i Timeout [ms] | 2000 :l
IP | Poit | M arne Drescription

[4] Scanned:  416/1500

NetCrunch :


https://www.mcafee.com/us/downloads/free-tools/snscan.aspx

It : https://www.adremsoft.com/demo/
ANLZE&HEITTE , 82 7DNS&IT , pingf3i# | i[O , RIEIRSS .

= SNMP Scanner - MetCrunch MNetwaork Tools

Search...

Ping
Traceroute

Wake On LAN

DMS Info

SNMP Scanner

This tool can help you check for basic device information of
SNMP nodes on a given network.

Subnet Calculator

Ping Scanner
Metwork Service Scanner

Open TCP Port Scanner

SNMP Scanner

Ahout

snmp for pli3#s :

TREEE : https://github.com/dheiland-r7/snmp
i ~/Desktop/snmpg |, Ssnmpbw. pl

Syntax "snmpbw. pl target

mpbw.pl 192, 1.1 public 2

mpbw. pl 1pfi public 2

community :public o rer the community
timeout :Timeout is 1 “0nds
threads shumber of threads to run



https://www.adremsoft.com/demo/
https://github.com/dheiland-r7/snmp

rootq@John: ~/Desktop/snmpg . /snmpprs.pl

"snmpprs.pl OutputFile”

OutputFile :File name and path where you want the data writen too

Hthiaf :
snmpbulkwalk :

_iihfSﬂmpﬁmih_indE} 5
_nmphu1le1l'[QPT1um5] AGENT [0ID]

Version: .
Web: h w. net-snmp.arg,
Email: et-snmp-codersal saurceforge. net

OFTIOMNS:
-h,

SHMP Version 1 or Z2c 'ppc1T1c
- JMITY set the community string
MMP ‘ il
: authentication protocal
"HRASE authentication pFHTHCH1 p
) GIME-ID security an1np I (e.g
EMGIMNE-TID 1t contes
. LEVEL SECUrl wel [noAuthiaP
- CONTEXT conte: me ke.g. bridgel)
: N \ME security name {e.g. bert)
-y protocol |
Y pro tocaol P

snmp-check :



rootglohn: —# snmp-check

[!l You need specify a IP address target!

rootgJohn: - nmp-che k -h

snmp-check 5 enumerator

Copyright (c) 2005-2015 by Matteo Cantoni (www.nothink.org)

sage: snmp-check [OPTIONS] =target IP address=

--port : SMMP port. Default port i1s 161;
- --pommunity  : SMMP community. Default is public;
¢ --wersion ¢ SMMP wersion (1,2c). Default is 1:

¥ --write

--disable tcp
--timeout : time : e ju1t is 5;
- --retries . re etr fault 1s 1;
--info : i i
h --help ¢ show help menu;

shmptest [HFTIHNL] AGENT

Yersion: 5.7.3
http: /s
Email: net-snmp-coders@l

OFTIONS:
-h, --help
-H
v 1|2c|3
-V, S10n
SHMP nhlorZe SthlTlC
-¢ COMMUNITY set the community string
SHMP n 3 specific
-a set authentication protocol (MDS
; authentication protocol p
] security engine ID (e.g.
ENGIME-ID set context engine ID (e.g.
. LEWEL set security lewvel (noAuthMoPriv
1 EGNTE T 1text n (e.g. bridgel]
security name {(e.g. bert)
privacy protocol (DES|AES
pr' Cy pFDtDCDl 1]
set destination engine b
11 communication options
-r RETRIES set the number of retries
-t TIMEOUT set the request timeout (in seconds)
Debugging
-d dump inputsfoutput packets in hexadecimal

B#sR :
use auxiliary/scanner/snmp/aix_version

use auxiliary/scanner/snmp/snmp_enum



use auxiliary/scanner/snmp/arris_dg950

use auxiliary/scanner/snmp/snmp_enum_hp_laserjet
use auxiliary/scanner/snmp/brocade_enumhash
use auxiliary/scanner/snmp/snmp_enumshares
use auxiliary/scanner/snmp/cambium_snmp_loot
use auxiliary/scanner/snmp/snmp_enumusers
use auxiliary/scanner/snmp/cisco_config_tftp
use auxiliary/scanner/snmp/snmp_login

use auxiliary/scanner/snmp/cisco_upload_file
use auxiliary/scanner/snmp/snmp_set

use auxiliary/scanner/snmp/netopia_enum

use auxiliary/scanner/snmp/ubee_ddw3611

use auxiliary/scanner/snmp/sbg6580_enum

use auxiliary/scanner/snmp/xerox_workcentre_enumusers

EftANEZ2EIT TR (snmp )

WAL - https://www.solarwinds.com/topics/snmp-scanner

INBEEE : https://www.netscantools.com/nstpro_snmp.html

snmp for pl

Can't locate NetAddr/IP
ruutrg]uhn ~/Desktop/snmp# . /snmpbw.pl

EEHIM T111Pd--tump11jtlun aborted at . /snmpbw. p1 line 8.

root@John:~/Desktop/snmp# wget http://www.cpan.org/modules/by-
module/NetAddr/NetAddr IP-4.078.tar. gz

11: 5b1
. connected,

root@John:~/Desktop/snmp# tar xvzf ./NetAddr-IP-4.078.tar.gz


https://www.solarwinds.com/topics/snmp-scanner
https://www.netscantools.com/nstpro_snmp.html

rootgJohn: - /Desktop/snmp# tar f . /Netaddr-IF-4.078. tar.gz

Mettddr-IP-4
Mettddr-IP-4
Metiddr-IFP-4
Metaddr-IP-4
Metiddr-IP-4

MetAddr-IP-4.07

Methddr-IP-4
Metaddr-IP-4
Mettddr-IP-4
Methiddr-IP-4
Mettddr-IP-4
Metaddr-IP-4
Metaddr-IP-4
Metaddr-IP-4
Metiddr-IP-4

Metaddr-IP-4.07

Metaddr-IP-4
Metaddr-IP-4
Mettddr-IP-4
Metaddr-IP-4
Mettddr-IP-4
Metaddr-IP-4
Metaddr-IP-4
Metaddr-IP-4
Metiddr-IP-4
Metaddr-IP-4
Metaddr-IP-4
Metaddr-IP-4
Metaddr-IP-4
Methiddr-IP-4
Mettddr-IP-4

Metaddr-IP-4,

o Y

het dmaps.t
inet _nZad.t
add. t
ddconst.t
et _n2dy. t
ip_gethostbyname.t

‘notcontiguous. t
cdZbin.t

&func, t
't n2ad.t

root@John:~/Desktop/snmp# cd NetAddr-IP-4.078/
root@John:~/Desktop/snmp/NetAddr-IP-4.078# Is

About-NetAddr-IP.txt Artistic Changes Copying docs IP.pm Lite Makefile.PL
MANIFEST MANIFEST.SKIP META.yml t TODO
root@John:~/Desktop/snmp/NetAddr-IP-4.078# perl Makefile.PL



rootgJohn: - /Desktop/snmp/Het Addr-IP-4.073# perl Makefile.FL

This build requires a

the Pure Perl wersion i1s man

perl Makefile . PL -noxs

. To regain backwards compatibility.

use Metaddr::IP ':old

which will disable the new hooks

If you do not us
what this all me

Yersions before
1 ton. This 1
again, the module mus

recogniz

use Metaddr::IP ':aton':

mﬂlp[ll Entprlnq derCtHrv 5
cp Lite.pm .. /blibslibs/MetAdd
make[2] : 1 dlrpcturu

cp Util.pm ../,
AutoSplitting

cp lib/NetAddr/IF
ﬁutﬂSplittiﬁg .
cp lib/MNetaddr/
AutoSplitting .
cp Util_IS.pm .

pFr1" "fusrishare/perl/s. 24, 1/ExtUtil

sc Util.c
nu-gee -c

C compiler by default except on WlHde
datory. L
not require compilation of XS code,

itorable along with Metaddr::IP,
. most likely you're
ed by default IP addres
longer the default. To enabl
be use()d as

/blib,/1ib /Netaddr/IF,1
Punninq Mlhnut trap for Metaddr:

where
The Pure Perl . wll[h do
can be used by invoking s as:

the mndule must be use{)d as

_storable’;

and revert back to the old ways.
or just don't know
safe to go ahead.

s returned by
aviar

ctop/snmp/Metaddr-IP-4,078/L1te/Ut11"
til.pm
'ﬁHtil.pm ../ . /blib/lib/autoMetAdd
ItilPP. pm
fh]lhf]lh ‘autoMetd
e.pm
Aibsauto/Ne

TP Uil

subpp" -typemap "susrish

WCE -DDEEIAN - fwrapy .
=4"1.52%" -fPIC "-I/usr,

tack-protector-strang Uti

'drchfautﬂﬁNEtAddFfIFfUtilfUtil.SD

Kl EE

MM -e 'cp_nonempty' -- Util.bs

root@John:~/Desktop/snmp/NetAddr-IP-4.078# make install



» install

etaddr-IP-4, 078/ 1ite’
2] 7a/lite Uil
1g thuut trdp Tur NPTUdd
chmnd 644 "Ht11 bs"

" nmp/Metaddr-IF-4,
nq ]_ p|||:| |:|||l.'_IJmF'r|'t
: LF':IulrI'II |:|1rF-ct||rj.' i nmp/Metdddr-IP-4,

in blib/A ih

=

I =

I 1
I 1
I 1
I 1
I 1
I 1
I 1
I 1
I 1
I 1
I 1
I 1
I 1
I 1
I 1
I 1
I 1
I 1
I 1
I 1
I 1

rootgJohn: -/ Desktop/snmp# . /snmpbw. pl

Syntax snmpbw.pl target community timeout thre
0.1 publie 21
<1 public 2 4

community lic ar whi r the community
timeout :Timeout is ir onds
threads cnumber of thre to run

e  Micropoor



